Memory Analysis
RECon2010

Looking In The Eye Of The Bits
By Assaf Nativ



Who am |?



£plIDA il

Eile Edit 3Search View Debugger Options Windows Help

| -] D NN (e

N Mames window [E &3 3] DA Viewa =]
.text:B86C71CO lea eax, [ebx+esix2-4]
W Add e ’
A e .text:B806C71CD push  76h
D __safe_se_hander_co.. (Q0E20000 .text:BB6C7ICF mov [eax], cx
I Getlsertlamei(xx] 00es1o00 -text:Ba6C71D2 pop ecx
I _ADVAPIZ2_NULL_TH..  00BG1004 .text:B06C71D3 moy [ebp+var 28], eax
I InitCommonCantiakE sfx] O0GE1008 -text:B06C71D6 lea eax, [ebx+esix2-6]
T ImageList Createfs %)  0088100C -Eg:gfggggﬂgg ﬂ:ﬁ“ ?ggpwar 18], eax
} :”’agetfﬂ—gdd[”*”'“] ggg:}g]i .text:086C71DF mov [eax], cx
magelist Destro[s] .text:806C71E2 pop gax
I _COMCTLS2 NULL_TH.. 00681078 .text:0086CT1E3 lea esi, [ebx+esix2-8]
I DirectSoundCreate:.» ] 00E811C .text:PA6CTFIET push 18h ; Size
I _DSOUND_MULL_THU... 00681020 text:806C71E? mov [esi], ax
1 GelCharacterPlacement... 00g21024 .text:806C71EC call TP2EYAPAXIES ; operator new{uint}
1 GetCharacterPlacement... 00RE1 028 Eexigggggil add 'ESE- 16h u]
CreateDIBSectionfx,+x%.. 00691020 -text: mou ebprarg_al, eax
} Gret:etL ec'mﬁ”fﬁ gt .text:806C71F7 mou [ebp+uar 4], edi
Sl ont-anguageinioly .text:Be6C71FA cmp eax, edi
I CreateFortindiecta() 00651034 .text:B06C71FC jz short loc_6C720A
I SetTestdlnix») 00681038 .text:-886C71FE mov ecx, eax
I Sethaphiodefz s 0063103C .text:BO4CT200 call ??0FiletgrStrean@ROAERKZ ; FileMgrStream::FileHgrStream{void)
I ExtTestOutd[sxnsxnss]  O0RE1040 .text:BB6CT2085 mov [ebp+arg_u], eax
I GetGlyphOutined(xxxx..  00E1044 -text:B06C7208 imp short loc_6C720D
T GefTextMetricsts s 00681048 -LEREZBBOL2BA 5 - oo e
1 Getbiechw{xns] 006E1 040 -text:0060726A . .
IF r H” e v .text:B86C726A loc GC728A: ; CODE XREF: ResourceTextureD3D::CreateTextureFromSheet{ushort const #*,uint,IDire
By eF ontHEsOLICEW.. .text:806C7200 noy [ebp+arg 4], edi
I GetTexttetricsin(x.x) 00631054 _text-BAGCZ?AD
I CreateRoundRectRianlx... 00681058 .text:B886C720D loc_6C728D: ; CODE XREF: ResourceTextureD3D::CreateTextureFromSheet(ushort const *,uint,IDire
I GetDbjectafsx.x) 00&3105C .text:Ba6C720D mov ecx, [ebp+arg 4]
I CreatePensx.x) I0E81060 text:806C7218 mov eax, [ecx]
I Rectanglefs 1.4 a0Ga1NES Jtext:p8a6C7212 or [ebp+var_u], BFFFFFFFFh
I GetBkCalorx) (0E21068 000467F4 006CT1F: ResourceTestureD30:: CreateT extureFromSheet(ushort const * uint IDirect30Textured * * uint * uint *)}+60
I GetTextCalorx] 00BS106C 1 LUl
I DeleteDCl) 0061070 .
Dutput window
I SaveDCl) 00681074 LB73664 total memory allocated
I RestoreDClx) 00581078 ) )
I CreateFontixsssms,.. QOGS 07C tg:gmg E;Bge?.ls_gpap?g:'.lic:\Progran Files\IDAS&\procshpc.w32 for metapc...0K
I CreateSolidBnushix] Q0E81080 Autognalygfs ?q?systEﬂ has been Tnitfa]}'zeg.d
- Database for file 'MineSweeper.exe' is loaded.
} CreateFontindirect/[x) O0EE1 054 compiling file 'C:\Program Files\IDAS&Yidcyida.idc"...
FatBl 00621088 Executing function 'main'...
5 [H'fo'”':’:] collabREate: collabREate has been loaded
I DelsteObiect(x) L
Python interpreter version 2.5.4 final (serial 0)
I EuTenufulionsiss... 00581050 Copyright (c) 199%0-2009 Python software Foundation - http://www.python.org/
1 CreateCompatibleDCly) 00581034 Pyt Y B/ /i BYERAN- 0787
; IpAPython version 1.1.0 final (serial 0)
! CreateBimap(s..4.5. 0068108 Copyright (c) 2004-2009 Gergely Erdelyi - http://d-dome.net/idapython/
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Wandering In memory land
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A hint...
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il Mine... [s=H e Sy
Memory land ——
000 0000 0000 0000 0000 - 0000 0000 000
010 0000 0000 0000 0000 - 0000 0000 000 tM L
020 0000 0000 0000 0000 - 0000 0000 000 1
030 O0A0O0 0000 0900 0000 - 0900 0000 000 o T
040 1010 1010 1010 1010 - 1010 100F OFO 112 _|
050 OFOF OFOF OFOF OFQF - OFOF OFQOF OFO ; ;
060 100F OFOF 4140 4040 - 4040 100F OFO |
070 OFOF OFOF OFOF OFOF OFOF OFOF OFO 1
080 100F OFSF 4140 4040 - 4040 100F OFO
090 OFOF OFOF OFOF OFQF - OFOF OFOF OFQF OFOF
OAO0 100F 8F42 4140 4040 - 4141 100F OFOF OFOF
OBO OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
0CO 108F O0F41 4040 4141 - 428F 100F OFOF OFOF
ODO OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
OEO0 100F OF41 4140 418F - OFOF 100F OFOF OFOF
OF0 OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
100 100F OF8F 4241 420F - OFOF 100F OFOF OFOF
110 OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
120 100F OFOF OF8F OFOF - OFOF 100F OFOF OFOF
130 OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
140 100F OFOF OFOF 8FOF - OFOF 100F OFOF OFOF




il Mine... [s=H e Sy
Memory land ——
000 0000 0000 0000 0000 - 0000 0000 000
010 0000 0000 0000 0000 - 0000 0000 000 tM L
020 0000 0000 0000 0000 - 0000 0000 000 1
030 O0A0O0 0000 0900 0000 - 0900 0000 000 o T
040 1010 1010 1010 1010 - 1010 100F OFO 112 |
050 OFOF OFOF OFOF OFQF - OFOF OFQOF OFO ; ;
060 100F OFOF 4140 4040 - 4040 100F OFO |
070 OFOF OFOF OFOF OFOF OFOF OFOF OFO 1
080 100F OF8F 4140 4040 - 4040 100F OFO
090 OFOF OFOF OFOF OFQF - OFOF OFOF OFQF OFOF
0AO0 100F 8F42 4140 4040 - 4141 100F OFOF OFOF
OBO OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
0CO 108F QF41 4040 4141 - 428F 100F OFQF OFOQF
ODO OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
OEO0 100F O0F41 4140 418F - OFOF 100F OFOF OFOF
OF0 OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
100 100F OFSF 4241 420F - OFOF 100F OFOF OFOF
110 OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
120 100F OFOF OF8F OFOF - OFOF 100F OFOF OFOF
130 OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
140 100F OFOF OFOF 8FOF - OFOF 100F OFOF OFOF




il Mine... [s=H e Sy
Memory land ——
000 0000 0000 0000 0000 - 0000 0000 000
010 0000 0000 0000 0000 - 0000 0000 000 tM L
020 0000 0000 0000 0000 - 0000 0000 000 1
030 O0A0O0 0000 0900 0000 - 0900 0000 000 o T
040 1010 1010 1010 1010 - 1010 100F OFO ' SES
050 OFOF OFOF OFOF OFQF - OFOF OFQOF OFO ; ;
060 100F OFOF 4140 4040 - 4040 100F OFO |
070 OFOF OFOF OFOF OFOF OFOF OFOF OFO 1
080 100F OF8F 4140 4040 - 4040 100F OFO
090 OFOF OFOF OFOF OFQF - OFOF OFOF OFQF OFOF
OAO0 100F 8F42 4140 4040 - 4141 100F OFOF OFOF
OBO OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
0CO 108F 0F41 4040 4141 - 428F 100F OFOF OFOF
ODO OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
OEO0 100F 0F41 4140 418F - OFOF 100F OFOF OFOF
OF0 OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
100 100F OF8F 4241 420F - OFOF 100F OFOF OFOF
110 OFQF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
120 100F OFOF OF8F OFOF - OFOF 100F OFOF OFOF
130 OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
140 100F OFOF OFOF 8FOF - OFOF 100F OFOF OFOF




MS — SQL Server




MS SQL Server - User Info

0 4 8 c

0 1 0 0 50F3C38 ... ..o .... 8<. .
10 1 5993988 4  59939F0 ..... 9 e e ... O..
20 3 0 0 5993998 ............. O..
30 14 5993A18 1A 0 it e e e
40 0 0 0 0 i e e e e
50 0 59939D0 14 59939B8 ..... 9. i v ... 9..
60 C 11D9D4AA 11DSD4AA O e e e e e
70 170101 180070 50F2001 S50F3FFO ....Pee.v «..2..

5993988: sa (unicode)



MS SQL Server - User Info

0 4 8 c

0 1 0 0 50F3C38 ... ..o .... 8<. .
10 1 5993988 4  59939F0 ..... 9 e e ... O..
20 3 0 0 5993998 ............. O..
30 14 5993A18 1A 0 it e e e
40 0 0 0 0 i e e e e
50 0 59939D0 14 59939B8 ..... 9. i v ... 9..
60 C 11D9D4AA 11DSD4AA O e e e e e
70 170101 180070 50F2001 S50F3FFO ....Pee.v «..2..

5993988: sa (unicode)
59939B8: master (unicode)



MS SQL Server - User Info

0 4 8 c

0 1 0 0 50F3C38 ... ..o .... 8<. .
10 1 5993988 4  59939F0 ..... S R O..
20 3 0 0 5993998 ............. O..
30 14 5993A18 1A 0 it e e e
40 0 0 0 0 e e e e
50 0 59939D0 14 59939B8 ..... 9. i v ... 9..
60 C 11D9D4AA 11DSD4AA 0 it e e e
70 170101 180070 50F2001 S50F3FFO ....Pee.v «..2..

5993988: sa (unicode)
59939B8: master (unicode)
5993998: myPa55word (unicode)



MS Response

From our 1nvestigation 1t appears that to locate any
of the authentication i1nformation administrator
level privileges are required. This tends to fall
under Rule 6 of the 10 Immutable Laws of Security (

) where basically you have to trust your
adminlistrators.


http://www.microsoft.com/technet/archive/community/columns/security/essays/10imlaws.mspx

The
Web
Response

CYBERSECURITY _,..
DEGREES - mas

e

FORIT SECURITY PROFESSIOMNALS

Home Froducts Blogs Buyers Guide Whitepapers
Topic Center: Financial Services Health Care RHetail Government Compliance 2(

Download Free White Paper Research: Five Challenges to Continuo

Home = News = Microsoft dizsputes password-stealing SOL Server bug

Microsoft disputes password-stealing SQL Server bug

Angela Moscaritolo September 02, 2008

L PRINT [ EMAIL [ REPRINT []PERMISSIONS FONT SIZE: A|A|A c

For more than a year, Microsoft has been sitting on a purported SCQL RELATED ARTICI

Server vulnerability that could enable a malicious insider to obtain Mass SOL inj

users passwords, claims database security vendor Sentrigo. scaling up

Mew mass Si

. . . . ) infects 56,00C
The software giant, however, said that the issue is not a securty
Microsoft wan

flaw. vulnerability

Thousands o

The potential bug. which Sentrigo notified Microsoft about last SQL attack

September. involves SQL Server keeping passwords unenc ed in Microsoft recc
pt ping p "ypt to address 3(

its database memory, Slavik Markovich, CTO at Sentrigo, told _
Microsoft goe

SCMagazinelldS.com on Tuesday. The issue affects SUL Server massive SQL

2000, 2005 and 2008, running on Windows operating systems. Researchers
of SCIL attack:



Passwordizer

 Pass-what?
* How does it work
* Current status



How does it work??

session = ...
INFO OFFSETS = \

[Oxe0, 0x18, Ox1ld4, Ox**, Ox**] # MSSQL build #S$%"
info = mint.resolveOffsetslList (session, INFO OFFSETS) [-1]
username = mint.readDword (info + 0x28)
username len, username = \

((username >> 16), username & Oxffff)
print 'User name:', mint.readString(info + username, \
isUnicode=True)
password = mint.readDword(info + 0x2c)
password len, password = \
( (username >> 16), username & Oxffff)
print 'Password:', mint.readString(info + password, \
isUnicode=True)



Current status

SQL Server 2000
SQL Server 2005
SQL Server 2008
SQL Server 2008r2 (AKA: 2010)




Definition of Memory Software Analysis

Recovering internal implementation by reading

the memory of a running Process.
Without disassembling machine code.



The Hedgehog connection

Database activity monitoring




More reasons to read memory

* Not everyone can do SRE, while everyone knows C++
* |It's a great new useful method
* Avoiding conflicts with the law




Can be used for

* Security / Monitoring
* Debugging
* Cheating in games



Wait a minute, this ain't new.

* Game cheating engines
* Analysis of crash dumps

€ Cheat Engine 5.5 BE
File Edit Process Help
=1 [l 000000 C8-firgfon, exe
=&
Found: 5732
Addres= Valus * | Mew Scan | | Mext Scan |
006142C0 Value: Settings
0014300 AhAL 3333333
00e14340 AhAL
007 3cenn AAAE Scan type|EHan::WaIue -
on73CE40 Ahdh Value type 4 Btes
01F2 7940 Ahdh
02907440 A Memory Scan Dptions Unrandamizer
0291FEAD AhAL
03325300 AhAL
0323FSED AhAL 00400000 TFFFFFFF
03408920 Ahdh
03510E20 Ahdh
03510ERD Ahdh .. - |
4 ] 3 |l|
@
Frozen Descrption Address Type Walue
&dvanced optiohs ?







Tools for the task

* Remote process memory reader
* Python is just the best

—Mint
* Any other debugger



http://pedram.redhive.com/PyDbg/docs/

APl needed

* Read memory
* Search

* Differential search
* Recursive search
* Wandering around



Reading memory

00
10
20
30
40
50
60
70
80
90
A0
BO
coO
DO
EO
FO

6C29
0100
0000
0000
6078
74°7B
0000
0000
0000
BO7B
C47B
0000
0000
0000
007C
147C

700A
0000
0000
0000
Co603
Co603
0000
0000
0000
Co03
Co603
0000
0000
0000
Co603
Co603

6C29
387B
0000
0000
0000
7471B
887B
0000
0000
0000
C47B
D87B
0000
0000
0000
147C

760A
Co03
0000
0000
0000
Co603
Co03
0000
0000
0000
Co603
Co603
0000
0000
0000
Co603

0100
387B
4C'7B
0000
0000
0000
887B
9C7B
0000
0000
0000
D87B
EC7B
0000
0000
0000

0000
Co03
Co03
0000
0000
0000
Co03
Co03
0000
0000
0000
Co03
Co03
0000
0000
0000

0000
0000
4C'71B
607B
0000
0000
0000
9C7B
BO7/B
0000
0000
0000
EC7B
007C
0000
0000

0000
0000
Co03
C603
0000
0000
0000
Co603
C603
0000
0000
0000
Co603
Co603
0000
0000

yv.l)v...

8{..8{
........ L{
L
t{..t{....



Reading memory

10
20
30
40
50
60
70
80
90
a0
b0

do
e0
f0

AT76296C
1
0
0
3Co7B60
3Co7B74
0
0
0
3Co67BB0
3Co7BC4
0
0
0
3Co7C00
3Co7C14

AT76296C
3Co7B38
0
0
0
3Co7B74
3C67B88
0
0
0
3Co7BC4
3Co7BDS8
0
0
0
3Co7C14

1
3Co7B38
3Co7B4C

0

0

0
3C67B88
3C67BOC

0

0

0
3Co7BDS
3Co7BEC

0

0

0

0
3Co7B4C
3Co7B60

3C67BOC
3C67/BBO

3Co7BEC
3C67C00

. 81



Reading memory

14
28
3c
50
64
78
8c
a0
b4
c8
dc
£f0

A76296C
3C67B38
3Co7/B4C
3C67B60
3Co/B74
3Co7B388
3Co7/B9C
3C67BB0
3Co6/BC4
3C67BDS8
3Co6/BEC
3C67C0O0
3Co7C14

A76296C
3C67B38
3Co/B4C
3C67B60
3Co/B74
3Co7B388
3Co7/B9C
3C67BBO
3Co6/BC4
3C67BDS8
3Co6/BEC
3C67C0O0
3Co7C14

O O O OO OO Oooo oo

O O O OO OO OooOoo o oo

O O O OO OO Oooo oo



Reading memory

14
28
3c
50
64
78
8c
a0
b4
c8
dc
£f0

Next

A76296C
3C67B38
3Co7/B4C
3C67B60
3Co/B74
3Co7B388
3Co7/B9C
3C67BB0
3Co6/BC4
3C67BDS8
3Co6/BEC
3C67C0O0
3Co7C14

Prev

A76296C
3C67B38
3Co/B4C
3C67B60
3Co/B74
3Co7B388
3Co7/B9C
3C67BBO
3Co6/BC4
3C67BDS8
3Co6/BEC
3C67C0O0
3Co7C14

Num items

O O O OO OO Oooo oo

2 * Dont Know

O O O OO OO OooOoo o oo

O O O OO OO Oooo oo



Bython 2.6.4 (r264:75708, Oct 26 2008, 08:23:19) [M5C +.1500 32 bit (Intel)] on win32

Type "copyright™, "credits=s"™ or "license ()" for more information.
IDLE 1.2
>»» from mint.mint import *
x> m = mint (3284)
>>»>» base = m.findModule ('sglservr.exe')
>x>» m.readlPrintDwords (base, itemsInRow=4)
0 4 g c
a 905a4d 3 4 ffff i
10 k& a 40 0 o eeeeee B.......
20 0 a a 0 e e e e e e anas
30 0 a a 100 i e e e i e e e
40 ebkalflie cd0Sk400 4c0lbE821 £85421cd .. ...... . .L.'"Th
S0 TO20T7369 T2eTefT2 63208del 6feebesl i=s program canno
60 BS5822074 62T5TZ220 206826920 20534f44 t be run in DG5S
70 65e46f6d al0d0dZe 24 a mode....5.......
80 deafe20d4 E85cl18340 B85cl18340 B5cli8340 R - Y - I
90 85acZ3bd EB5clE8344 E8S5bcZ23bd4 BS5clg8343 .#..D....%..C
ald B5c08340 85clB8001 85ba4d4567 BS5cl8367 B....... gE..qg
b0 85bf47d4d7 B85cl834]1 BSbcd456T BLHcl834f o BR.LLgEL WO
o0 85acd4567 85cl8365 85af4567 BS5cli8Sge ge..e...gE......
d0 85bb4567 85cl8341 85bd4567T 85clB8341 gE..L...gE..4&
el 85b94567 E5clB8341 6EE36952 EB5clE340 gE..Rk...Rich@
fo 0 a a O e e e e e e e e e
x> m.readlPrintBin (ba=e)
Q0000000 4D5E& 9000 0300 0000 — 0400 Q0000 FFFF Q0000 i
Q0000010 BEOO 0000 0000 0000 — 4000 0000 0000 0000 ... e ... B.......
Q0000020 0000 0000 Q0000 0000 — Q0000 0000 0000 0000 & ee e e eenmsnnnns
Q0000030 Q000 0000 Q000 0000 — 0000 Q0000 0001 0000 & . ee e e e e aa s
Q0000040 OQOE1F B&AOE 00B4 O08CD - 21EBE8 014C CD21 5468 . ....... . .L.'"Th
Q0000050 6973 2070 T2e6F 8772 — &leD 20863 61leE BE&EF i= program canno
Q0000060 T420 68265 2072 TS56E - 2089 6EZ0 444F 5320 t be run in DOS5S
Q0000070 eDeF 6465 ZEOQD ODO& — 2400 0000 OO00 Q000 mode. ... 5.0 0.
Q0000080 0Q4EZ AFDEe 4083 C185 — 4083 C185 40B3 C1E5 (R - I - I
Q0000090 B423 ACES5 4483 ClE85 — B423 BCES 4383 CLES .#..D....%..C...
Q00000A0 4083 CO85 0180 Cl185 — &745 BLEBLS ©TB3 CLES B....... gkE..g...
Q000000 D747 BFE85 4183 C185 — &745 BCEBS 4FB3 CL1ES5 o BR.LLgEL WO
Qo0000Co 6745 ACES 6583 ClE8S5 — &745 AFELS S9ESS CILES ge..e...gE......
Q00000D0 6745 BBEE 4183 Cl185 - &745 BDES 4183 CI1ES gE..L...gE. .8
QO0000ED 6745 BOS85 4183 CI185 - 5269 6368 4083 CI185 gE..A...Rich@
QO00000F0 0000 0000 Q0000 0000 — Q0000 0000 0000 0000 @ & ee e e eenmsnnnns

>
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Eile Edit 5Shell Debug Options

Windows

Help

Python 2.6.4 (r2&4:75708,

Type "copyvright™,

IDLE 1.2

Cct 26 2009,

08:23:19)

[M5C w.1500 32 bit

"ocredits™ or "license ()™ for more information.

>»» from mint.mint import
x> m = mint (3224)

=

>»» base = m.findHModule ("sglservr.exe")
>»» m.readNPrintDwords (base, itemsInRow=4)
0 4 B c

0 305a4d 3 4 ffff M. . ii e it eeen
10 bE 0 40 1 @.......
20 0 0 0 1
30 0 0 0 i 0
40 ekbalfl0e cd09p400 4c0lbR821 685421cd  .... ... 1,.L.'Th
S0 70207368 TZ2eTefTZ2 632068del efeecesnl i= program canno
60 65622074 eeT5T7220 208269320 20534f44 L be run in DOS
70 65646fed al0dodzZe 24 0 mode....%5.......
80 deafez204 BES5cl8340 EB5cl8340 E25cl8340 .@...8...8
90 Bhaciib4 BLHclE344 EBESbci3b4 ES5cliBE343 $#..D....%..C
ald 85c0E340 BS5cl8001 E5ba4567 E5clB8367 a....... gE..qg
b0 BS5bf47d7T EScl8341 ESbc4d4567 EB5clB834f EoLLLL..gE. LD
o0 E2Lacd5e7 BSclZ3e6S E85af456e7 EL5clibae gE..e...gE......
dd 25bb4567T EBEScl8341 ESbd45e7 E25clB8341 gE..L...gE..E
el 25b94567 BSHclE34]1 68636952 E25clB8340 gE..L...Rich@
o 0 0 0 1

(Intel)] on win3d

>»» m.readNPrintBin (base)

Squeezed text (about 17 lines). Double-click to expand, middle-click to copy, nght-click to preview.

g g
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File Edit Shell Debug Options Windows Help

Python 2.6.4 (r264:75708, OCct 26 2009, 08:23:1%) [M5C +.1500 32 bit
ITyvpe "copyright"™, "credits" or "license ()" for more informatiomn.
IDLE 1.2

o mint.mint =

x> m = mint (3284)

=»> base = m.findModule ("sglservr.exe')
>»> m.readlNPrintlwords (base, itemsInRow=4)

(Intel}] on win32 ]

0 4 8 c
0 905a4dd 3 q Efff 1
10 bE 0 40 1 I I
20 0 0 0l 0 tievnenonnnnonns |
i;: El::alfjj,% tmpmrl8galongidletext (~\AppData\Local\Temp) - GVIM1 l =N |£E-
50 70207383 | File Edit Tools Syntax Buffers Window Help
LA Ra e @ BRRRSSA|THO|?
20 déafe20{ [fop@N008 4DSA 9000 0300 00O - D408 0OBO FFFF 0800  HZ.............. .
20 £5ac23b{ |peeees1e BSGO DOGO DGO DOEO - 4080 0080 6OG0 0680  ........ I
20 85c0234( |[ggpER620 ©OOO GO0 GO0 G606 - 0OOO 0600 0806 0808  ................
b0 85bf47d] |g9eEA630 ©H0O 6006 BHOO G606 - 0OOO 0808 0861 0808  ................
c0 25ac456] |g9e@A640 BE1F BAGE BEB4 B9CD - 21B8 O14C CD21 5468  ........ ¢..L.tTh
d0 85bb456] |g90EABS0 6973 2078 726F 6772 - 616D 2663 616E 6EGF  is program canno
=0 25b2456] (g90EAB6O 7428 6265 2672 756E - 2869 6E20 444F 5328t be run in DOS
£0 { |08080670 6D6F 6465 2EGD GDOA - 2400 0808 0806 0808  mode....$....... 3
080086080 O4EZ AFD6 4683 C185 - 4083 C185 4883 C185  ....E...@...Q...
>>> m.readNPrintBin(base| |pgpeenge B423 ACSS 4483 C185 - B423 BCSS 4383 C185  .#..D....H..C...
| 080B60AD 4683 CO8S 0188 C185 - 6745 BASS 6783 C185 @....... gE..qg-..
>queezed text (about 17 lines). Dol g ggg@eme D747 BFSS 4183 C185 - 6745 BCSS 4FS3 C185  .G..A...gE..0...
3> 0800860CH 6745 ACBS 6583 C185 - 6745 AFSS 9ESS C185  gE..e...gE......
0O0BOODA 6745 BB8S 4183 C185 - 6745 BDSS 4183 C185  gE..A...gE..A...
0B0BBOED 6745 BYSS 4183 C185 - 5269 6368 4883 C185  gE..A...Rich@...
060060FD 0600 0O0G 0600 0806 - 0OGO 0600 0806 0808  ................




Recursive Search

»»» for route in m.recursiveFind (0x54eSel>8, session, 0x200, 3):
m.printRecurziveFindResult (route)

0x54e5elc ['Ox1a0', '"OxE', '"Ox%98', '"Oxf4') 89022040
0x54e5elc ['Ox1lald', '"Oxb0', "Oxf4'] 88022040
0x54e5elc ['Oxla4', '"OxS98', 'Oxf4']) 89022040
Ox54e5elc ['Oxld4', 'Ox44', 'Ox8c', 'Ox2c'] 89022040
Ox54e5elc ['Oxld4', 'O=x44', '0x80', 'OxZ2c'] 89022040
Ox54eselc ['Oxld4', 'Ox44', 'Oxb4', 'OxZc'] 85022040
Ox54e5elc ['Oxld4', 'OxlOc', 'Ox8c', 'Ox2c'] 83022040
0x54e5elc ['Oxld4', 'OxlOc', 'OxB80', 'Ox2c'] 83022040
0x54e5elc ['Oxld4', 'OxlOc', 'Oxb4', 'Ox2c'] 83022040

FF






What lives in the memory realm?

* Pointers

* Data

* Text

* Time stamp

* Complete Random
* Code



Data types (Sessmn data)

lO
20
30
40
50
60
70
80
90
a0
b0
cO
d0
el
0
100
110
120
130
140
150

8B4354
1

0

0
TCoF9ADY
3EA

1

0
FO1IE71
FOB145
EC8606
F8717C2F
3D5

0

0

39

3D5

4F

4F
11DASF
0
5B8EDG6

37EA374

O 59E8258

0 33
AFEOEEBS 4745091B
2E2A970 2
0 0

0 0

0 E6
9D8B F8717C2F
9D8B FOB145
9D8B 2
8 39

0 0

0 0

0 0

0 0

0 F

0 4F

0 0

0 0

0 F8T717C2F

0 0

37EA374

5B8DEAY9A
33

TC. .. ... t.~.t.~
........ Xeeeeeo
........ C I
....... O..EG [
OlpPevee... 3
© P /1 g.....
E....... E.......
/1. .. .. Q. ...
S
N....... N.......
N.eeeeeeeeeeeo..
........ /lq.. ...



Data types: Data

lO
20
30
40
50
60
70
80
90
a0
b0
cO
d0
el
0
100
110
120
130
140
150

8B4354
1

0

0
TCoF9ADY
3EA

1

0
FO1IE71
FOB145
EC8606
F8717C2F
3D5

0

0

39

3D5

4E

4E
11DASF
0
5BB8EDG6

37EA374

O 59E8258

0 33
AFEOEEBS 4745091B
2E2A970 2
0 0

0 0

0 E6
9D8B F8717C2F
9D8B FOB145
9D8B 2
8 39

0 0

0 0

0 0

0 0

0 F

0 4E

0 0

0 0

0 F8T717C2F

0 0

37EA374
0

0
5BEDEASA
33

TC. .o v t.~.t.~
........ Xeeeeoeo
........ C I
....... O..EG [
OlpPevee... 3
© P /1g.....
E....... E.......
/1ge. ... Q...
.
N....... N.......
N.eeeweeeeeeeon.
........ /lq.. ...



Data types: Pointers

0
10
20
30
40
50
60
70
80
90
a0
b0
cO
do
el
0]

100
110
120
130
140
150

8B4354
1

0

0
TCoF9ADY
3EA

1

0
FO1IE71
FOB145
EC8606
F8717C2F
3D5

0

0

39

3D5

4F

4F
11DASF
0
5B8EDG6

0 37EA374

0 59E8258

0 33
AFEOEEBS 4745091B
2E2A970 2
0 0

0 0

0 E©
9D8B F8717C2F
9D8B FOB145
9D8B 2
8 39

0 0

0 0

0 0

0 0

0 F

0 4F

0 0

0 0

0 F8T717C2F

0 0

37EA374
0

0
S5B8DEA9A
33

TC. . oo T.~.t.~
........ Xeeeeeos
........ C I
....... O..EG [
OlPeveee.. 3
© P /1 g.....
E....... E.......
/1. .. .. Q. ...
S
N....... N.......
N.eeeeeeeeeeeo..
........ /lq.. ...



Where this memory belongs to

* Data section
* Code section
* Stack

* Heap

* OS



Data types: Time stamp

0
10
20
30
40
50
60
70
80
90
a0
b0
cO
do
el
0]

100
110
120
130
140
150

8B4354 0 37EA374 37EA374
1 0 D59E8258 0

0 0 33 0

0 4FEOEEBS 4745091B 5B8DEASA
TCoFO9ADY 2E2Z2A970 2 33
3EA 0 0 0

1 0 0 1

0 0 E© 0
FO1E71 OD8B F8717C2F 8
FOB145 OD8B FO0B145 OD8B
EC8606 O9D8B 2 0
F8717C2F 8 39 0
3D5 0 0 0

0 0 0 0

0 0 0 0

39 0 0 0

3D5 0 F 0

4F 0 4F 0

4F 0 0 0
11DASF 0 0 0
0 0 F8T717C2F 8
5BB8EDG6 0 0 0

TC. .o v t.~.t.~
........ Xeeeeeo
........ C I
....... O..EG [
OlpPevee... 3
© AP /g ...,
E....... E.......
/1. .. .. Q. ...
S
N....... N.......
N.eeeeeeeeeeeo..
........ /lq.. ...



Data types: Random

10
20
30
40
50
60
70
80
90
a0
b0
cO
do
el
0]
100
110
120
130
140
150

8B4354

1

0

0
7C6F9ADI

3EA

1

0
FO1IE71
FOB145
EC8606
F8717C2F
3D5

0

0

39

3D5

4F

4F
11DASF
0
5B8EDG6

37EA374 37EA374

O 59E8258 0

0 33 0
A4FEOEEBS 4745091B 5B8DEAS9A
2E2A970 2 33
0 0 0

0 0 1

0 E© 0
9D8B F8717C2F 8
9D8B FOB145 9D8B
9D8B 2 0
8 39 0

0 0 0

0 0 0

0 0 0

0 0 0

0 F 0

0 4F 0

0 0 0

0 0 0

0 F8T717C2F 8

0 0 0

TC. .o v t.~.t.~
........ Xeeeeeo
........ C I
....... O..EG [
OlPeweee... 3
© P /1 g.....
E....... E.......
/1. .. .. Q. ...
S
N....... N.......
N.eeeeeeeeeeeo..
........ /lq.. ...



Data types: Code

00
10
20
30
40
50
60
70
80
90
A0
BO
coO
DO
EO
FO

6884
026A
9090
4032
8B75
5E8B
0068
4534
05B8
ESES
8A5D
6840
c074
B1F4
14C5
C744

2478
01ES8
908B
0233
0C74
4DFC
0001
CS5FF
FEOO
16C5
088A
3202
4884
0000
FE8B
B2F4

026A
85E©
FF55
C589
0983
33CD
0000
8B45
0000
FF8B
C3F6
1BCO
DB74
0000
E55D
0000

3368
Bo0O
8BEC
45FC
3D90
E8CH
8D85
1083
5350
7514
D856
83CO0
228B
BOO1
Cc210
0000

6824
83C4
81EC
833D
C’76D
14C5
FCFE
C40C
8D8D
83C4
8D95
2350
0D8C
5E8B
008B
BOO1

7802
1433
0401
8CC/
0200
FFEB
FEEFFE
3DFE
FCFE
0C83
FCFE
ESCA
C76D
4DFC
1590
5E8B

6878
COC3
0000
6D02
7513
E55D
6A00
0000
FFEFFE
FEQOZ2
FFEFFE
68D0
025B
33CD
C’76D
4DFC

2478
9090
Al24
0056
32C0
C210
50ES8
0072
5651
766B
52B9
0085
C744
ES41
025B
33CD

h.S$x.j3hhSx.hxSx

B 3....
..... [ P
@2.3..E..=..m..V
u.t..=..m..u.2.
~AML3. ... ... ]
he.ooooo ... J.P
E4 E. =....r
...... SP......VQ
...... Ueo.oo...VKk
| R Veoo.o.. R
h@2..... #P..h...
tH..t" m.[.D
........ ~M.3..A
..... | S (|
D........ ~NoML3



Data types: Code

00
10
20
30
40
50
60
70
80
90
A0
BO
coO
DO
EO
FO

6884
026A
9090
4032
8B75
5E8B
0068
4534
05B8
ESES
8A5D
6840
c074
B1F4
14C5
C744

2478
01ES8
908B
0233
0C74
4DFC
0001
CS5FF
FEOO
16C5
088A
3202
4884
0000
FE8B
B2F4

026A
85E©
FF55
C589
0983
33CD
0000
8B45
0000
FF8B
C3F6
1BCO
DB74
0000
E55D
0000

3368
Bo0O
8BEC
45FC
3D90
E8CH
8D85
1083
5350
7514
D856
83CO0
228B
BOO1
Cc210
0000

6824
83C4
81EC
833D
C’76D
14C5
FCFE
C40C
8D8D
83C4
8D95
2350
0D8C
5E8B
008B
BOO1

7802
1433
0401
8CC/
0200
FFEB
FEEFFE
3DFE
FCFE
0C83
FCFE
ESCA
C76D
4DFC
1590
5E8B

6878
coc3
0000
6D02
7513
E55D
6A00
0000
FFEFFE
FEQOZ2
FFEFFE
68D0
025B
33CD
C’76D
4DFC

2478
9090
Al24
0056
32C0
C210
50ES8
0072
5651
766B
52B9
0085
C744
ES41
025B
33CD

h.S$x.j3hhSx.hxSx

B 3....
..... [ P
@2.3..E..=..m..V
u.t..=..m..u.2.
~AML3. ... ... ]
he.ooooo ... J.P
E4 E. =....r
...... SP......VQ
...... Ueo.oo...VKk
| R Veoo.o.. R
h@2..... #P..h...
tH..t" m.[.D
........ ~M.3..A
..... | S (|
D........ ~NoML3



Data types: Virtual table

00
10
20
30
40
50

0
1BEF767C
1COF93D
1COF9CY
5053ECEB
AC39850F
3314°758B

4 8
1BEF7674 10518660
1COF960 1COO0B78
145AC1FEF 90909090
SBEFO98BS7 20A83847
8B6060046 453BOCS5
104D39C9Y 3C578966

C
10518B9
145AA92
55FF8B90

6A80875
205D8B08
O50F178B



Data types: Virtual table

00
10
20
30
40
50

0
1BF7677C
1COF93D
1COFOC7

5653ECGSB
AC39850F
33147588

4 8
1BF7674 1051866
1COF960 1COO0B78

90909090
SBFO98BL7 20A83847
8B6060046 453BOCS5
104D39CY9 3C578966

ol
10518B9

55FF8B90

6A80875
205D8B08
950F178B






St

' rtaft SQL SEWEf Manag Ement StLED'

o (= | B )

Mle Edit View Query Project Debug

A NewQuey [y thihin by G HdI &

Tools Window Community Help

| Databases

1 Security

1 Server Objects
1 Replication

1 Management

| ﬁ 50L Server Agent

17 | master ¥ Execute P v gl 0 e &d(8] =
Object Explorer ~ & % || SQLQueryl.sql - FL..H.master (sa (60)) -
Connect = 33! = H select session id, connection id

= from =sys.dm exec connections
= I_ﬂ FLIPFLOPA\SQL2008_RESEARCH (5QL Server — -

where sessinn_id = 50

Ready

Results ij Messages
segsion_jd  connection_id -
10 ied | 5BB5SEFAC-OF1F-4EA5-BAAF-18CE4F3DFEFE
B o Teor SO o SEo 1 BY st
12 62 5F7E1457-7CA3-487A-97E4-08F534 74F52A E
13 63 9DF29623-DDBE-48C1-B70C-5B803F3C2E80
14 63 5FOFSC73-6510-4080-B390-8316B31E142C
15 f3 AR AR FCRG-ARTR-BATR-TAT T RF2ATA2 -
LIPFLOP\SQL2008_RESEARCH (... | sa (60) | master | 00:00:00 | 20 rows
Ln10 Coll INS




=

€ Cheat EnginJS.S BRI

File Edit Process Help

?:[ 00007 0B 3-zqlzervr. exe

Found: 3

Addres=s Value | Mew Scan ‘ | Mext Scan | Undo scat
06S0EASC  AC EF BS 58 1F OF A5 4E 84 AF 18 Cé 4F 3D FB FE Array of Bytes settings
06522F0C  AC EF BS 58 1F OF A5 4E 84 AF 18 C¢ 4F 3D FE FE @] Hex (e

06592161 AC EF BS 58 1F OF AS 4E 84 AF 18 C6 4F 3D FE FE

Scan ty|:u3| Search far thiz aray - |

Walue type | Array of Bytes

Memary Scan Options | Unrandamizer
16-Bit @ 32-Bit Al 7] Enable Speedhack

Q0400000 TFFFFFFF| [Show

Blzo zcan read-only rmermany

Fazt scan Huper Sczan
auze the game while scanning

P h hil '
| Memary view | | dd addrezs marnually |
Frozen D escription Address Tupe W alue -

Advanced options ?




% MicraBBft SOUBerer Managagnt?stnﬁ.'.. EEET)

it Wew Query Project Debug Tools Window Community Help
2 ewtuey |3 BB B IR S H S B
4 master Y Eeate b ® v 33 B[E] 0 | BEH

Object Explorer ~ 1 X //EQLQuerrl_sql-F_master[sa[ﬁﬂ}}*] - X

Connect = ig - [ E select session id, connection id

[1s]
e
i

from sys.dm exec connections
where session id > 50

= LB FLIPFLOP\SQL2008 RESEARCH (SQL Server
| Databases
6 L3 Security clect 'ansasaanaananaasasaaasanansasasacadl
1 Server Objects
|1 Replication
1 Management
@ SQL Server Agent

= Results ij I'H'Iessages
| {I"-.In column name} '
| 1 EEIEEEEEEEIEEEIEEEEEEEEEEEEEEEEEEEEEIEEEEIEEEEEEEIEEEE
| i | FLIPFLOP\SQL2008_RESEARCH (... | sa (60) | master | 00:00:00 | 1 rows
Ready Ln5 Col 1 Ch1 INS




Step 4

File Edit Process Help

00007 0B 4-zqlzerr. exe
'1' ~u
FEC) .
Found: 3
Address Value | Mew Scan | | Mext Scan | Undo zcan
0650EA8C  AC EF BS 58 1F OF A5 4E 84 AF 18 C6 4F 3D FE FE Auray of Bytes ettings
0e522F0C AC EF BS 58 1F OF AS 4E 34 AF 18 Ce 4F 3D FB FE [V Hex  acefbS5e1 i0fa54etaa Bcbdi3diis
681 61 61 61 61 61 61 61 61 61 61 61 61 61 Al 61
Scan t_l,lpe| Search far this array - |
Walue tppe | Aray of Butes
Mernary Scan Ophions | Unrandamizer
16-Bit @ 32-Bit Al [7] Enable Speedhack

| Memaorny view |

Frozen D ezcription

Advanced options

Address

Type

Walue

00400000 fFFFFFFF| | Show

Alzo scan read-only memon
Fast scan Hyper Scan

Pauze the game while zcanning

| Add address marually |

-~




Step. 5

FEF

a
10
20
30
40
50
60
T0
gd
a0
al
b0
cd
dd
el

f0 lckleee beede3?

0
0
0
0
0
0
0
0
0

28bsefac
16

Q

f38c34

Q
65907a8
Q

4
IEFfffff
0
IEFFffff
0

0
0
0
1
4eas0flf

T9c5c0
557edel

0
0
-
0
2

»»> M. readNPrintDwords (0x06522F0C - 0xE80, itemsInRow=4)

g C
Ifffffff 0
0 0
Tfffffff 0
0 0

0 0

0 0

0 0

d00308 3
c6l8affa fefb3d4f
0 0

1000 1lcages
£370cs 0

0 0

C 1000

4 ceelf07b

1 b20de741

............ T
X...0....0=
...... Ve rvonnnns
...... [ [
- T Divenns
.
............ {..

o Fig



Step

>»>» m.readNPrintDwords (0x0650EASC - 0xE80, itemsInEow=4)

FEF

6

10
20
30
40
a0
60
70
20
a0
al
b0
cl
dd
el
f0

0

3 L =

1000
6o0ells
a

g
S8biefac
6522f08
a

g

i

9da3
9da3
9da3

4

g
6624d7E
2d65930
g

40140
37ead04
6590258
3c
4eas0flf
g

a

g

26
b20efibs
163f61985

o5

Fa

g c

a
6badldec
1

0 6628040
SbO0dedd 1lc4354
37ead(4 1
ad a

a a
col8affa fefb3d4f
a
1
a
0 1e0l118b

3 163fe98
9da3 15dbd77
0 b20efi8bs5

3 o R

= =

D 4 TR 'y I
..... |
............ @.b

N IC.
I

N O

T
R SR PR
I
.............. c.
...... CovenaWi]



Step 7

>>» m.readNPrintDwords (0x0650EAEBC - 0xE80, itemsInRow=4)

0 E 8 C
0 0 0 0 i
10 1 ©624d78 oeadldc o ....xMb..A]7.....
20 3 5do3880 0
30 0 0

40 1000 40140
20 630el28 37eadl4

&0 0 8590238 :

70 0 3c 0 N T T
80 5Bboefac 4ead0flf celB8afBa fefb3d4f ...X...H....C=..
30 e322f08 0 0 R
al 0 0 0 1 i
b0 0 0 1 0 i e
cl 0 26 0 160118 ...vvvvvvennnn "
dd 3da3 b20efBbs 3 l1e3fe8% ... 0., cC.
el 3da3 1e63fel8 3da3 15dkd77T ...... Cunees W.].
fo 3da3 2 0 b20efB8bd .. ...iiiiiiinas

g



Step

8

>»>» M. readNPrintDwords (0x11lcd4354, itemsInRow=4)

FEF

10
20
30
40
50
60
70

80
al
kbQ
0
dd
el
fd

0
11e72a7
15cbbbc
1l5cbbbc
15cbbbc

8d5lecth

40bb
ffeaecth
4024al151
258b0000
Eb3774d2
g836effff
18413b66
29000000
8b9059040
eq81087d
850£fc085

4
11c7150
15ckbbbc
15ckbbbc
15ckbbbc

caf3li4l
c35deS8hb
af89hT868
c53302c3
fOS58908
c8831c4l
f0l1la4l
8bc2i40f
c25deSELE
ec8bi5ff
ffffe000
20448

I
l

15ckbbbe
lSceclee
15ckbbbc
805808080
cl0ff0ff
505809080
aled0?2
f4458d50
fcdscT
c70283801
891a41b7
f44d8bc?
d2330004
560c4580
eScelfbil
ladeb70f

c
15celcd
15cclde
15ckbbc

SSEfERa0

840f4al10

S55££f8b40

50000000

alod

85000000

fffffc4s

d2331chl
d8964
8080cdelb

Bb57f08b

ffffffed
1f88366



Step 9

»rr Nex (0x00o0EASC - Ox34)
'Uxbaleaat’
35 |



Step A

€ Cheat Engine 5.5 ST
File Edit Process Help
00007 0B 4-zqlzerer. exe
Found: B '
Addre=s Value | Mew Scan | ‘ Mext Scan | Undo scan
0659042C  06GOEAGS AHLaTE
De590CDe OBE0EAGS
0659147C O650EAGS
06594220 N&50EASS Scan type|E:-:an::WaIue '|
OACTAZE0 OAE0EASS Value type | 4 Fiytes
0ACEOZ280 O6S0EASS
Memary Scan Options 7] Unrandomizer
16-Bit @ 32-Bit Al 7 Enable Speedhack
00400000 TFFFFFFF Sk
&lzo zzan read-only memaony
Fast zcan Hyper Scan
Pauze the game while zcanning
| Memaory view | | Add address manually|
Frozen Dezcription Address Type Walue e
0] Mo descrption DESDEARC dyrray of Byt
1
Advanced options ?




Step B

€ Cheat Engine 5.5 Lo
File Edit Process Help
0000108 4-zglzerr. exe
'1' i}
Found: 8 '
Addres= Value | Mew Scan | | Mext Scan | Undo zzan
037EA404  0650EAGD . Settings
037EA408B 0650EAGRD and E5Neaka
06590A2C O6S0EASS
NES90CTE NESOEAGS SCan type|"-"alue between. .. v|
0659147C O6S0EASS alue type | 4 Bytes
06594280 0650EASS
OACTAZAD OEGOEASS temory Scan Options | Unrandamizer
DACE0Z280 O650EASS 16-Bit @ 32-Bit Al 7] Enable Speedhack
00400000 TFFFFFFF| [Show

| Memary view |

Fraozen

]

bdvanced options

Description
[ Mo dezcription

Address
OEROEARC

Type
Byrray of Bute

YWalue

blzo zoan read-only memany
Fast zzan

Huper Scan

Pauze the game while scanning

| Add addresz manually |

-




Step C

g g

10
20
30
40
50
60
70

80
al
b0
cO
do
el
fo

0
bS0easl
58b0ael
650eell
650faZ0
6S0fclE
37eadsd
37eadnd
37eadT4
37ead84
37ead494
3T7eadad
37eadb4d
37eadcd
3T7eaddd
37eaded
37ead4f4q

q
bS0easl
bS0echi
650eell
650f048
650f630
37eadsd
37eadnd
37eadT4
37ead84
37ead494
3T7eadad
37eadb4d
37eadcd
3T7eaddd
37eaded
37ead4f4q

>>> Mm.readlNPrintDwords (0x037EA404, itemsInRow=4)

[ TR i Y i O e Y e Y i N o I e Y i Y o B e R & B O L T e

(e TR i Y i Y e Y e Y i N o (Y e Y i Y o I e [N i S i O e R e A i R o



Step D

0
10
20
30
40
50
60
70
80
90
a0
b0
cO
do
el
£0

©650eabl
58b0a60
©650eebl
650fa20
650fcl8
37eadb4
37eadod
37ead’l4
37ead84
37ead 94
37eadad
37eadb4
37eadcd
37eadd4
37eaded
37eadfd

4
©650ea60
650ecb8
650ee50
650£048
650£630
37eadb4
37eadod
37ead’’4
37ead 84
37ead94
37eadald
37eadbd
37eadcd
37eaddd
37eaded
37eadfd

O O OO OO OO WhkdxPFDNDEHFE

oNoNoNoNoNoNoNoNoNoNoNoNGNGEGEGE)

Q. H -



Eg tmp3xulfmiongidletext (~\AppData\local\Temp) - GVIMZ

EE—)
File Edit Teels 3Syntax Buffers Window Help
AIRE| 9 @ B BUNE SSA TR ? %
37e9fal 5} 5} 5 1 -
37e9fby 5} 5} 5 1
37e9fch 5} 5} 5 1 =
37e9fdy 5} 5} 5 1
37e9fely 5} 5} 5 1 ree e e i eaaaaa
37e9F+y Ofh8 37e80628 5 5} S
J7eafiy 2c6048 s 2 2 I
J37eafly 1 A 3890868600 3¥dcAdd ... ... ........ ¥
J7eafd?y 5} 1 5 5
Jd7eafd3y 3I7edffi 3 1eB800008 5} c Y e e
d7eafhly 3J7eafly 3I7eabdlhy 5 B D.~. D™ -
37eafdshy S1082288 5102288 1 B e e
37eafdbly 5182478 5102478 1 B . xS ..
37eald7y 5182678 5102678 1 B p&..p&. ..o ...
J37ea8y 5102868 5102868 1 5} h{..h{.......-.-.
37ead9ly 5102368 5102a60 1 5} L TEL i
J37ealal 5102c58 5102c58 1 5} b
37eaby 5102e58 5102e50 1 5} e
Jd7fealch 5103048 5103048 1 5} HB..HB. .. .......
J37ealdy 5183248 51032408 1 5} B2, . @2, . ........
J37ealely 5103438 5103438 1 5} 84 .84 .. ......
37ealfy 5183638 5103630 1 5} B6..86..........
J7ealBy 51083828 5103828 1 5} (8..(8B..........
37eatl1y 5183a28 5103a28 1 5} e Teeeeeemea- b
21,44 4




Step F

€ Cheat Engine 5.5 L] D
File Edit Process Help
000071 0B 4-zqlzerr. exe
'1' ~u
Found: &
Addres=s Value | Mew Scan | | Mext Scan |
Sethngs
02C1145C 037EAQ4D alue
037DC01C 037EAQ0DD and T7eals0
037EAD44 037EAD44
N27EAD4R N27EAN44 Scan type|\-falue between... v|
037EDFFE 037EAQDZB Value type | 4 Bytes
03890020 037EAQ0D
Memory Scan Options | Unrandamizer
16-Bit @ 32-Bit Al [7] Enable Speedhack
00400000 fFFFFFFF| [Show
Alzo gcan read-only memory
Fast zcan Hyper Scan
Pauze the game while scanning

Frozen Dezcription Address Tupe Value -
Advanced optionz ?




What did we get?

* A pointer to a table set in a global address (In the data section)

* All currently connected sessions

* A struct with information about every session, such as session id,
user name, password...



Version proofed

* Everything is lost with each new update
o |s it?
o Hardly ever, because when they add something to a
class / struct they add it to the end of it.
© They hardly ever change the basic stuff
o |t just doesn't happen






Automating Update Proof

* Lets say that there are changes in memory structures
© The patterns survive
o x86 vs AMDG64 vs IA64 vs all the others



Candy

* Python environment to define memory patterns
o Patterns of shape
* Name
" Range
" Data type



Range

One of three:
1. End range
2. (start, end)

3. (start, end, step)

0x10
(0x10, 0x20)
(0x10, 0x20, 4)



Data Types

NUMBER (const value / range / enum, size)

BUFFER (const value / anything goes, size)

STRING (Nullterm, is_unicode, isPrintable, const value)
TIME_STAMP(datetime)

POINTER

POINTER TO STRUCT

STRUCT

ARRAY



Shape example

SHAPE(
"name”,
(0x10, 0x20),
STRING("RECon") )



Example of pattern

0 4 8 c

0O 205DB800 209E2800 3 0 e (.
10 0 0 200B57CO C52CA0 ......... W. .,..
20 C52D15 45F189 0 3E e Bl > ..
30 33 0 1 41 . A...
40 B 0 41 41 ... A...A...
50 2E000 Co0BED 0 AS5ES5T7C o | .E.
60 0 0 0 737350  ............ Pss.
70 0 0 0 O e e e e e e e
80 0 0 0 O e e e e e e e
90 0 20600920 200606920 207EC8CO R F:
a0 209D2840 20600824 20606824 20606900 @(. .h .h .i°
b0 20 F2FO0 1 O e e e e
cO 2 21 0 209E2000 R .
d0 209E2000 209E2000 4BC8E4 0 T
el 0 0 0 41 e e A...

f0 0 0 0 O e



Example of pattern

Pattern =

[
SHAPE("pssSlotsTable", 0x10000,

POINTER TO STRUCT(

SHAPE("next”, 0, POINTER()),
SHAPE("prev"”, 0, POINTER()),
SHAPE("name”, (0x50, 0x100), STRING("Pss"))

# Shape is (Name, Place, Data type, )



Search on Windows 32bit

x> pALLErn = [4
SHLPE {'pssilotsTable', Ox10000, POINTER TO STRUCT( STRUCTI[
SHAPE ('next', 0, POINTERI()),
SHAPE ('prev', 0, POINTERI()),
SHAPE ('name', (0x40,0x100), STRING(fixedValue='Pzs', isPrintahle=Falzse))]))1]
e 1 search(pattern, REIOURCE) :
print 1

pE33lotsTakle: [@Z002£578 (offset: O0000Z53) walue=55380787%
next: 21027000 (offset: 00000000) walue=553631744

prev: 21027004 (offset: 00000004) walue=5581332483

name 21027060 (offset: 0000006c) walue='Pss!

e



How about Solaris SPARC 64bit?

»22 pattern = [\
SHAPE(’ pssSlotsTable’, Bx18888, POINTER_TO_STRUCTC STRUCT (L

SHAPEC ' next’, B, POINIERC)),
SHAPEC! prev’, B, POINTER()),
SHAPEC'name’, (Bx48,8x188), STRING(fixedUalue='Pss’, i
}}} for i in search(pattern, RESOURCE>:
print 1

pssSlotsTable: (1800001ed3d (offset: BBABB430) value=18995384368%96L
next: 010001991000 C(offset: BABAEBAA? value=1A99538253824L

prev: 0100019791088 (offset: BHBABAGE)> value=1099544035328L

name: [100819?1AdA {offzet: BABMBAAAB? value='Pss’

>3
|



Example of complicated pattern

10
20
30
40
50
60
70

O O O

20255890
20A1C000
0
0
204A6CBO
204A7000

4

0

1

1FF
20A1D00O
0
204A6800

204A0E00
204A70CO

8
0
0
20A1EQ000
204E8800
0
204A6960

204A6EDO
204A71EQ

Cc
0
20256090
20ADFO000
0
0
204A0A10
204A60F70
20477230

XS oo

.N
..... hd "1iJ .jJd
1J .nd .nd pod

.pd .pd .qgqd 0OrJd



Pattern #2

Pattern = |

SHAPE ("cache", (0, 0x10000), STRUCT([

SHAPE ("table size", 0, NUMBER((0x100, 0x100000))),
SHAPE ("tablel", 0, POINTER()),
SHAPE ("table2", 0, POINTER(),

extraCheck = lambda context:
context.table2 ==
context. tablel +

((context.table size + 1) * PSIZE)))]))]

# Shape is (Name, Place, Data type, Extra check function)



lThe Real World



ﬁ Hedgehog Enterprise™

E [Edi Fiters] I'-.l"rew Unreschved Last 7 Days ﬂ Delete Fiter

Reports

‘Welcome admin, Change Password Logout

Severe Messages (3]

Supgport & Help

¥ Enable aute refresh

Alert ID P Heost Mame From i
Etatement |Fre-e Tet Resolution | Unresched j Lewvel ﬂ To il
Rule Name | Tag Hame 1 =D Resolves From =
Clisnt I WModuls Application Hezolve To |
Chent Info 035 Uger Uzegr Time | Last ¥ days ﬂ
DBMS |AIDBMSS = Sensor = Rule Type =
Cempliance |
Display W aleris per page. Sort Options
Apphy Save Fillar Chear
Sekect Page, AlL Mone Alerts Resuls for: Unrezelved Last 7 davs
Aclions: Reselve 1 Archive | Generate Repont Alert 1-30 of 35 First Previpus Mext Last
Level DBMS Time Rezolution Statement Rules Action(z)
»
B0 & e 27 Apr2009 10:51:05 Unresolved  select cname, uname . Excessi..., Catch al (@B e
B0 & x 27 Apr2009 10:51:05  Unresolved insert inte sysauths (. Cateh all e |5 @) B
B0 B oxe 27 Apr 2009 10:51:04 Unresolved GRANT DBATO SCOTT Catch all e | B @
BT = xe 27 Apr 2008 10:51:04 Unresolved DECLARE INDEX_MAME VAR.. SQL Inj..., Catch all el @ (& @ @
BC O 57 Apr2002 10:51:04 Unresolved  DECLARE oindexinfo ODC.. Cateh all el (3 2 @]
B0 & x 57 Apr2009 10:51:04 Unresolved  CREATE OR REPLACE PACK..  Catch all o (3B B
B & oxe 27 Apr 2009 10:51:04 Unresolved select source from Sou... Catch all = (3 B B8
@0 & % 27 Apr2009 10'51:04 Unresolved  CREATE OR REPLACE PACK..  Calch al kel (3 9] B
@0 e 27 Apr2009 10:50:20  Unresolved insert inte Sy5auths (. Cateh all e |0 & @
@0 e e 27 Apr 2008 10:50:20 Unresolved select name,passwaord,d... Catch all e | @ hl
B 5 xe 27 Apr 2008 10:50:20 Unresolved salact privilage® leve. .. Excessi..., Caich all v (o3 @ @) a
B0 & e 57 Apr2009 10:50:20 Unresolved  GRANT DBATO SCOTT Catch all e (3 8 B
B0 5 e 57 Apr2009 105020 Unresolved  select metadata from k. Catch all = (2 8 B
@0 = x 27 Apr2009 10:50:20 Unresolved  select audits properti. Excessi_. Catch al w22 @ e
e ey il



‘ Alert 10018000 Details (03 May 2009 17:18:44)

Sensor. aviad-laptop.sen...

Session IDx 155 DBMS: adb1 0203
Serial# 11 Application: sqglplus.exe
User: SYS IP: 192.168.252 147
02 Userr SENTRIGOAwiadl Host Name: AVIADL-LAPTOP
Action: Terminal: AVIADL1APTOP
CMD Type: SELECT Madule: sqlplus.exe
Client Info: Client1D:
Log on time; 2009-05-03 17:18:35.068
Statement select trigger_name from all_triggers where trigger_name like"%DUAL%
Rules: all
Accessed Owner Name Type
Objects: 5YS GWSEMNABLE... WIEW

5SS TRIGGERS TABLE

5YS VIFWTRCDI S TARIF
Inflow SQIL;

Inflow Objects: P

Resolution: Resolved
Resolved By: admin

Resolve Date: 0S/03/2008 17:20
Reason: Test

== Previous Alert Mext Alert == Print View

Close



What's next?

Web Servers Monitoring
Anti-Virus

Flash debugger

Open sourcing everything
Coffe...



FIN

Questions?
Nativ.Assaf@gmail.com



A trick to uncover asterisks passwords

Email Password

David.Cohen. 1337 @agmail. cor m Login




Step 2

Email Password

David,Cohen. 1337 @gmail, cor w Login




Step 3

& Cheat Engine 5.5 EEN
File Edit Process Help
— Q0001 724-firefox, exe
Found: 2 I I
Address Value
057C2530  somethingThatIEnow Test Sellings
N75e0a00 somethingThat IKnow T
Scan type [ Search far ket -
Walue type | Test
b emary Scan Options
ao400000 FFFFFFFF
Frozen D ezcription Addrezs Tope Walue -
Advanced options ?




Step 4

AllocationFrotect=Read wnte AllocationB aze=05700000 ReqgionSize=3E 000

057C2500 6D O0eSO0Z2EO007F000c8 007000000063 00me . php c
057C2510 01 00000062 00000073 006F 0060006500 b =omne
057C2520 50006l 007300730077 006F 00720064 00F a2 =2 = word
057C2530 73 00eF 006D O0GS 007400650069 00GEND=s oame t h 1 n
057C2540 67 0054 0065 006100740049 004EB006E00g T ha t I K n
057C2550 6F 0077 000000000060 001001050000000 w "

057C2560 000000 001C00 15 000000000000 000000

057C2570 4900 2C 51 440068 8146006588166 6163 001 , Dh F h fac
057C2580 08 77 EF 68 01 00 00 00 17 00 0000 17 000000 wih

O057C2590 10 3C 75 0580 27 76 0500 6F 2305 E010 2405 «<x 1's o a %
057C2540 40 6E 23 05 30 5F 22 05 50 99 23 05 1057 22 05 @ngd O_" Prg W°
0S7C25B0 4065230580644 23 05C06A3 23 05C0 91 2305 @et 1dt Act A #
O57C25C0 0063 23050047 23052095 9F 04 BO979F 04 & GE 11 °11
057C25D0 B0CA9SF 04 A0 11 20 0S EDGE OS5 07 40 E7 46 03 1E) ak @gF
O57C25E0 405E 86 04 60EE 46 03 0032 A48 03 466163 00@[1 "&aF 2 Fac
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