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Swizzor

" Presentsince 2002 !

= AV companies receive hundreds of new
binaries daily.

= Njceicons: . ’ .

A5bede957... kp_mapla ckad,

= Little publicly available information.




Presentation Outline

= Introduction
» The packer

» The heart of Swizzor



Welcome in Swizzorland !

At first sight :

= Standard Win32 binary

= Clean compiler signature with a nice "WinMain()"
= Long list of imports

= Statically linked with the C standard library (msvcrt)

Sounds cool! But if you try to disassemble it and dig



~imse |@B4O2DB3 push esi
4 (88482DBY push ebx
J 884 020B5 mov ebx, [esp+8+arg_#a]
88483258 push ed1 80408365 mov [esp+18h+aryg 58], ; 08402DB9 sub ebx, @FDh
88483259 mov edx, [esp+h+arg_B8] | & 80408369 push 119h ... 08482DBF mov eax, dword_437298[ebx]
88483250 sub edﬁ, 13Eh [ AALNAR2GE. call sub 482DB3 5 BB4A2DCS lea edx, dword_ 433538
88483263 lea edi, unk_433564 : BB4BAB37I Tov  duord H3363C, eax 88482DCE mov esi, 2FBDh
B8A4A3269 mov eax, off_42C554[edz] 80488378 push 1 4 88482008 xor esi, eax
8048326F mov ecx, 28B3h ' 8048837A call sub_408803A 08482DD2 add esi, [edx+18h]
88483274 add BCX, €ax _ 0840837F mov [esp+18h+arg 4C], eax f 804082005 sub esi, [edx+44h]
88483276 sub ecx, [edi] \ 08408383 mov edi, dword 433640 . 00402008 mov eax, esi
80483278 mov eax, ecx _ (aenp8389 sub esp, 8 8e4820DA pop ebx
0048327A pop edi 4884 B838C push edi 08482DDB pop esi
88483278 retn 4 004 0838D+call sub_403258 | ! 804820DC retn 4
a b 08408392 mov  dword_433654, eax
: 084088397 push 125h
0040839C call _ sub_4020B3)
0040883A1 jmp loc_408D 0GB s (0B4B39PE push edi
o 8048396F push ebp
\ i o 808403918 mou ebp, esp
AB4ARFZE mov duord 433668, eax| &% = L 86483912 mou Eﬂ%, S55ED427 AN
884 08F83, push 12ah,_, A ge408DOB : START OF FUNCTION CHUMK FOR sub 488CBY 80483917 sub edi, [ebp+arg 8]
08488F88 call sub_483258 | | .. |asnaspon ry - 884083910 lea edi, [edi+638A6h]
gELBRFED movu T “duord u33ﬁﬁs, eax ! ge408D BB loc 4O8DGE - 4 ae4839208 add edi, (ustet loc_4@3805+3)
88468F92 push 14nh : 0B4O8DBE mou [esp+2Bh+arg 5€], eax 80483926 mou eax, edi
00408F97 call  sub_ 403258 | Bo4BED12 push CCEES3A7h o 88483928 pop ebp
00408F9C jnp — Toc_HO9OFG \  |seuosp17icall ~sub_40390E ) 99403929 pop  edi
\ |esuosDi¢ push  2enh BB4B39ZA retn 4

Be4A8D1E call sub_4B8F7E"

80488023 mou  dword ptr [ebp-388h], 1DBh
- 88488020 sub esp, BCh .
- = e g9488D30, call _ sub_4O2BF3) ol 9048383C push  esi
86402BF3 push  edi A 06408035 mov  duord 433664, eax” # |9648383D mou edx, [esp+h+arg_0]
984 B2BF 4 mov edx, [esp+i+arg 8] @A4BBD3A _push._._ 8Ah._ - ' |eon03841 sub edx, 2Ah
9B4B2BF8 Sub edx, 1B4h 8640803F call  sub_40383C 00403844 lea ecx, unk_433594
9BLB2BFE lea ecx, unk_h3353h BRLBBDYL MmoU [esp+8+ard 4], eax ; 004E384A mou eax, duord_435F38[edx]
B84082C 84 mov eax, dword_4359D8[edx] @0488D48 _push duord 433670 ’ 80403858 mou esi, 134E3Ch
8B482CBA mov edi, 1987DBh 0O408D4E call  sub_403258 | { 88483855 sub esi, eax
88482C8F sub edi, eax @0488D53 mou - dword 539648, eax 884083857 add esi, [ecx]
88482C11 add edi, [ecx] 00408D58 push 1D4h ) 00403859 add esi, offset loc_4@3E9C
88482013 mov eax, edi @0408D5D call  sub_402BF3 | - 8a4A385F mou eax, esi
B8482C15 pop edi aenERDs? mou '[egp+l], eax " 88483861 pop esi
ge462c16 retn 4 @B 08066, push____ 3Ch _ : 08403862 retn 4
#-~"""|08u08D68 call _ sub_@2DSE
80482D8E |JI.IS|'I edi a4 08060 mov l:|l.l.ll]l‘l:| II33658 eax
804820 8F |JI.IS|'I ebx BBIIBSD?Q. |]US|'I 96"! . — i e g
60462D98 nou ebx, [esp+8+arg_0] 06408077 call _ sub 46383C ) @0402DFF push  esi
BA4B2D94 sub ebx, 36h 86408D7C mov [esp+8+arg_58], eax 80402EBA push ebp
00462097 mou eax, duord_4327EC[ebx] 86408088 push BEEESSCGED, o 868402E61 mov ebp, esp
00462090 lea edi, unk_43356C 884088085 call sub 482DFF 88482E83 mov ecx, 141063h
aeL4a2DA3 mov ecx, 2416BSh B0482EB8 sub ecx, [ebp+arg_#8]
aeL82DA8 sub ecx, eax B8402EBB lea esi, dword_ 433538
aeLa2bAA add ecx, [edi] B8482E11 mov edx, [esi+2Ch]
a8482DAC mov eax, ecx 88402E14 Xor ecx, edx
BO4B2DAE pop ebx 804682E16 mou eax, [esi+5hn]
BO4B2DAF pop edi 804682E19 xor ecx, eax
BOLEZDED retn 4 804682E1B sub ecx, [esi+6Ch]
804682E1E add ecx, offset loc_»63088
B0402E24 mov eax, ecx
BB4BZE26 pop ebp
8A402E27 pop esi
BO402E28 retn 4
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This 1s the packer !

= Between 40 M and 100 M CPU instructions.

= Objective : protect the original code which is the
heart of Swizzor against:

= Manual reverse-engineering
= Detection by security products



Problem

* We want to understand what's is going on inside :
= The packer
= The heart of Swizzor (original executable)

= But:

= It seems difficult (cf. previous slides)

= We are newbies




First step : the packer

= Context:

Mono-thread, 32 bits binary.
Less than 1% of API calls :

Not enough to understand API calls, need to think at
assembly level.

Only one layer of code : no dynamic code before the
unpacked binary.

The packer layer for one binary will have the same
behavior over multiple executions :

The addresses are the same inside the main module (in
particular the ones used to access the data section)
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Proposed solution (1)

= Set of tools:

= Atracing engine which is going to collect
« information » for us

= Some tools to exploit the collected
information:

= Visualization to quickly identify interesting
patterns or recognize already seen behaviors.

= Heuristic engine based on previous knowledge.



Proposed solution (2)

= Work process:

= Tracing step: once per binary, it outputs two files:

= Improved trace : detailed view.
= Events file : high level view.

= Analysis step: standard RE work but directed by the
previously collected information.




Tracing engine

= Pin: dynamic binary instrumentation framework:

° Insert arbitrary code (C /C++) in the executable (JIT
compiler).

= Rich library to manipulate assembly instructions, basic
blocks, library functions...

= Deals with self-modifying code.

» Check it at http://www.pintool.org/

= But what information do we want to gather at


http://www.pintool.org/
http://www.pintool.org/
http://www.pintool.org/
http://www.pintool.org/
http://www.pintool.org/
http://www.pintool.org/
http://www.pintool.org/
http://www.pintool.org/
http://www.pintool.org/
http://www.pintool.org/

1. Memory Access

= Swizzor binaries have a data section of more
than 10KB and weird stuff inside.

= |t would be interesting to see the actual access
made by the code in this section.

= Easy to do with PIN, cf. documentation.



2. API calls (1)

= PIN provides an API to deal with system calls, but
we are more interested in the APIs functions

that actually perform system calls...

= Detection of API calls:
Dynamic linked library : PIN functions like
RTN_FindNameByAddress()

Statically linked library: use IDA Flirt.
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API calls (2)

= Detectingis cool, but we can do better : dump
arguments and return values!

= Function prototypes given in entry of the PIN tool:

= Instructions for dumping:
= Basic types:

- Complex types:



3. Loops

= Why is it interesting ?
= Most of the time, a loop does one thing:
decrypting data, resolving imports, containing
other loops...

* In a « divide and conquer » approach, a loop
can thus be considered as an independent
sub-problem.



Loops 1n Swizz

[E N
[T R
LLITT YRl
LLITTTRT
DBLAEE1E sub_WESEHE proc near
LLIT IR
::::E::; :3 g;:w;;gi&?;ax‘]‘“ I BELBGETE arg_1k- dword pte 180
5 . BBUDGUIE arg_20< dword pEr  ZAR
BORESF &G push pax DAL AGATE arg_ ward pre ! BOROSFIF mov [esp+rarg_0], ebx
DouESra7 push  edi BBLOGO1E ; FUNCTION CHUNK AT DBUOSFAZ SIZE 00000010 DVTES ::t:fﬁ:g :::n ;:;- [eciksedx]
BR406A1B ; FUHCTION CHUNE AT BELGFSYE SIZ2E Aa@A0R3? BYTES - -
Icall sub LA501B I FEAL ! R o BSHSFAT push __edi
FEORUS] S U TuL BRLAGHTE moy dvard _W3F100, eax
BAESFEY xar Eax, eax BOLEGEZE mou ax, duord u&am: I [:Elll Suh hﬂﬁ ﬂ1 B I
BONBSFSE pop ebp by —
BOLESFST retn i ::ﬁ:g:i; !:: Ezf' [ecxreax] :gxsgigg Mo egu, eax
BBLAGOZY add ebx, eax pop ebp
DELERAZE may [eEx+edi], ebx BAMESFET retn 4
BRLAGOZE lea ecx, [ecivd]
BRLAAAZT mau pax, denrd_ 433070
POLAGAIG Cp esi, [edireax]
BREGHEP 1 Log_Y4R5FA2
BOLEGF7A Sub_BOGFTA proc nEar I
BONASFTA MOy ¥ ¥
ROLASFEN mou LT EXTN
DELASFED =or BALAGHZF Lea eox, dword 433154 BBLESFAZ ; START OF FUHGCTIDN CHUME FOR =ub 4@661E
AASFES moy dward_wi3106, ecx BRNDGNAS Llea edi, [ediva] BRUASFAZ
PAGASFRE o BEX, BEK BaLE6GELE mau [esp-1@h+arg_14], esi BBLESFAZ loc_LESFA2:
BENBSFED push dword WEZF1Y BRIDGOAL Moy esi, [esp-1Bh+arg_20][ (PBUOSFAZ mou ebx, [ebp-OFBR]
PRLBEASD dec esi DRLASFRE moy pax . dword 423108
call sub 4B85F3F I BONBGIST jz Loc_SOFNTE —
——— short sub 4BS5F3F
DBLASFIF pop edi ¥ —
AvAsFAN pop eby
BALASFAT rotn ¥ ¥
EH L. AN
BOLEAAS T mou ehx, esi BOLAFAT? 5 STAART OF FUHCTION CHUME FOR sub LOGE1E]
BONAGO5S Moy ean, [ecx+7Ch] BRLAFATZ
BALAGASE mov PCX, [prxeVEh] BBLAFNT? Loc WaFerz: 7 lpHoduleRane
- PRUBFATE push duord pre [ecx-BELN]
I BRGBAFRTE call ds:EetHoduleHand lel
I] mp 5 Uh—h BSF EE " | BBLEFAETE mau BEE, BaK
BRUOFABD Moy gax, [BCK+3ICR]
BRLEFEEE add rax, e
PRLOFAES moy edx, [eax+BOh]
BALAFSEE lea ehx, Loc_kB1BAR
BRLAFAST push Yy
BOMBEAYE push duard_W3zFan
DRLEFAOS call sulb_LBFI2E
BRLESFZE sull_BAGFZE proc near BRLAFARE pop ebx
BOMESFZE push  dword B3ZFAC ::t:i::; E:t ::; enp
2] h .
BBLASFEY pus o BBRLEFEAZ pap ebp
DBLAFRAT retn
Cal]. e 5‘L|h I-I-GEF?HI DOLBFNAS : EHD OF FUMCTION CHUME FOR sub 486818

ore than 95% of the packer code is in loops !




Loops: How to detect them ? (1)

INSTRUCTION2

INSTRUCTION 1
INSTRUCTION 2 INSTRUCTION2

INSTRUCTION 3 INSTRUCTION3
INSTRUCTION12
INSTRUCTION2

When tracing a binary, can we define a loop as the
repetition of an instruction ?
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Loops: How to detect them ? (2)

INSTRUCTION2
INSTRUCTION 1

INSTRUCTION 2 INSTRUCTION 5
INSTRUCTION 6

INSTRUCTIONg

INSTRUCTION 3
INSTRUCTION 4 |.

INSTRUCTIONG6
INSTRUCTION2

INSTRUCTION3

INSTRUCTIONg

INSTRUCTIONG6

This is not aloop ! So what's a loop ?

20



Loops: How to detect them ? (3)

INSTRUCTION1
INSTRUCTION 1 INSTRUCTION2

INSTRUCTION 2
INSTRUCTION 3 INSTRUCTION3

INSTRUCTION2
INSTRUCTION2
INSTRUCTION3
INSTRUCTION12

What actually define the loop, is the back edge between
Instructions 3 and 1.
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Loops: How to detect them ? (4)

= [n our dynamic world a back edge is an instruction
pair ( , Tail) where:
* The has been first executed.

* TheTail is executed just before the at least
two times.

= Thus we detect on the fly the (Leader,Tail) pair, i.e.
the loops.

= Detecting loops is cool but we can do better: collect
the addresses that have been read and written by
the loop !



4. Exceptions

= Between 5 and 10 exceptions in a standard
Swizzor packer.

= Detect them by instrumentation of
KiUserExceptionDispatcher()

= Dump the error code of the exception with the
fault address.



5. Dynamic code

= |f code is executed outside of either the main
module or shared libraries, we detect it as
dynamic code (remember : no dynamic code
inside the main module for Swizzor!)

» |dentify the instruction which transfers control
to new code.



6. Swizzor ‘“calculus”

= A “calculus” is a small block of code which
makes calculations on its argument and returns

the result (no memory modification, no API,
etc).

= We detect them with a simple heuristic in our
PIN tool :

= Between 7 and 20 instructions.

= More than 40% of arithmetic instructions
(XOR/ADD/SUB).

= Ends with a RETURN instruction.
= \We store where the result is written.
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Output 1: improved trace




Output 2: events file




Output 2: timeline!

= Between 400 and 600 events in a standard
Swizzor packer.

= Not easy to read in a plain text file.

» Build a “timeline” by using the Timeline widget
from the MIT :

http://www.simile-widgets.org/timeline/



http://www.simile-widgets.org/timeline/
http://www.simile-widgets.org/timeline/
http://www.simile-widgets.org/timeline/

SMALL
UNIT OF
TIME

BIG UNIT
OF TIME

@calcull gsrand()
@calcul?2 gcalcul3 gcalcul? gcalcull gcalcul? gealculd gcealculd gcalcul9 gcalcul2

@ time()
@calcul? gcalcul9 gcalculd gcalcul2

@ OpenMutexh() @ calcull g_snwprintf() gcalcul2 gcalcul? g calcul?
@calculd gcalcul9 gcalcul3 gcalculb

@calcull gcalcul2 @calcull @calcul? gcalcul9

gwcschr() @ _snwprintf() @calcull gealcul® gcalculd gcalcull

@calculd @calcul9
@calcull gcalcul3 gcalcul9

@calcull gcalcul9 gcalculs

@calcul2 gcalculd @calcul2 gcalcul2 gcalcul?

@calculd gmalloc()
@ CloseHandle()

gucslen()
@ GetCommandLineW()
@ GetCurrentThreadId()

@calculb

@ calcul5 @calcull

@calcul?
@ GetModuleFileNamel()

@calculd @calcul8

@ GetCurrentProcessId() @ _smuprintf() @malloc()

_snwprintf()
APT CALL [@ ©x004045DB][Time: 138]

SIZE_T] @xPeopopss
WCHAR_T*] "%i coren %d olagm %i"

INT] 8xBoBaBa26
WCHAR_T*] "1216 coren -114529557 olagm -253932429"

|
al
|
o

@calcul2 gcalculs gcalcull gcalculld gcalculb gcalculld gcealcull gcalcul3 |oop2

Loopl
@calcul9
@calculd
@ calcul5
@calcul?
@calculd
@malloc()
@calcul3
@calcull
@malloc()
@ calcul?
@ calculé
@ calculé
@calcul6
@calculd
@calculd
@calcul3
@calcull
@ calcul6
@calcull

acalcull




cul6 gcalculd gcalcull gcalcull Logp?2

T —

Loop2
[Lead@: BxBB48F624][Queuel: BxBAABFAIC][Start: 634][End: 1381]

| TURN: 57

| READ ZONES: [@xBB42A8AS5-BxBBA2ASEC: 72 B
[@xP042A579-8xB0A2A5F4: 124 B]
[0xP0426234-0x0042623F: 12 B]
[0x00428440-0x00428447: 8 B]
[0xP04338C0-0xP04338C3: 4 B]
[0xP04286(9-0xP04286D4: 12 B]
[@xP04286F1-0x0042876C: 124 B]
[0xB0432F20-0x00432F23: 4 B]

WRITE ZOMES: [BxBB842A8A5-0x0042ABEC: 72 B]
BxBBA2A579-0xBBA2A5F4: 124 B]
BxBB426234-0x0042623F: 12 B]

BxBB84286(9-0x004286D4: 12 B]

I
[
[
[0x00428440-0x00428447: 8 B]
[
[0x004330C0-0x004330C3: 4 B]

@ calcull @ calculb

acalcull acalcul?



Enough with the tools, what
about the packer?



Era 0: FUD

@calcul2 gcalcul3 gcalcul5gcalcul9 gcalcul5 gcalcull gcalcul3 gcalcullgcealcul3 Loop2

@time()
@calcul2 gcalcul7 gcalcul7? gcalculd gcalculd gcalculd gcealcul2 [oopl

@calcull gsrand()
@ OpenMutexW() gcalcul2 @calcul5gcalcul8 gcalcul? gcalcul9 gcalcul® gcalcul3dgcalcul2 gcalcul9
gcalcul2 gcalcul7gcalcul9 gcalculd gcalcul9gcalcul9 gcalcule gcalcul8
@calcull gcalcul9 gcalcul3 gcalcul3 @ calcul5

@calcull
@calcul5gcalcull

@calcul9 gcalculs3

@calcul?

@calcull
@calcullgcalcul2 gcalcul®

@_snwprintf() gcalcull
@calcule gcalcul9 gcalcul9

@_snwprintf() gcalcul2 gcalcul2 gcalcul5
@calculs @calcul8 gmalloc() gmalloc()
@calcul2 D -

@calcull
@_snwprintf() o! malloc()
API CALL [@ ©x@@4@F5BD][Time:

gwcschr()

@wcslen()
@calculd

@pmalloc()

@calcul2

@calcull  gGetCurrentThreadId()

@ GetCommandLineW()

@ GetModuleFileNameW()
592]

@GetCurrentProcessId()
@ CreateMutexW()
| Al: [SIZE_T] @x00002EF4
| RV: [VOID*] ©x©2562ED®

@ GetTickCount()

$ grep '[RW] 0x0256[2-5]"' trace98be_500.out
__ Useless malloc!
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Era 1: Prepare the packer

Example of simple loop

gmalloc() Loop2

Loop2

[Lead@: Ox0040F62A][Queue@: Ox0040F41C]
[Start: 634][End: 1381]

| TURN: 57

ZONES: ©xP042A8A5-0x0042A8EC: 72 B
Ox00AJA5 70 - 0x0uA AFA . 104 B
0x00426234-0x0042623F: 12 B
Px004284410-0x00428447: 8 B

Bx004286C9-0x004286D4: 12 B
Ox004286F1-0x0042876C: 124 B
[oxvos3arz0-oxoosorzs: a0
| WRITE ZONES: ©Ox0@042A8A5-0x0042A8EC: 72 B
XOO42, -0x0042) ;
Ox00426234-0x0042625F: 12 B

0x00423440-0x00428447: 8 B
0x004286(9-0x004286D4: 12 B

gmalloc() Loop2

EeHandle() Loopl

Loopl

[Lead@: 0x0048F605][Queus@: OxB040F671]

[Start: 624][End: 1338]

| TURN: 4

| READ ZOWES: [@x0@42ASED-0xQ042A8F@: 4 B]

[0x00428739-0x0042873C:
[0x0042A5F5-0xA0A2A5F8:
[0x0042876D-0x00428770:
[0x00426240-0x00426243:
[0x0012FB40-0x0012FB43:
[0xB012FBOC-0xA012FBOF:
[0x004330C0-0x004330C3:
[0x004330D4-0x004330D7:
[0xB012FB7C-0x0012FB7F:
[0x00428448-0x0042844B:
[0x004286F9-0x00428700:

Ox00432F20-0x00432F23 :

4 B]
4 B]
4 B]
4 B]
4 B]
4 B]
4 B]
4 B]
4 B]
4 B]
8 B]
4 B]

[0x004286D9-0x004286E8: 16 B]

Eﬂx@?d???d%;@x@@dié?Sd: 16 B

| WRITE ZOMES: [0x0042ASED-0x0042A8F0: 4 B]

[0xB042A5F5-0xB042A5F8:
[0x00426240-0x00426243:
[0x0012FBES-0x0012FBEB:
[0x004336D4-0x004330D7:
[0x00428448-0x0042844B:
[0x004330C0-0x004330C3:
[0x0012FB7C-0x@012FB7F:
[0x0012FBA0-0x0012FB43:
[0x0012FBOC-0x0012FBOF:

4 B]
4 B]
4 B]
4 B]
4 B]
4 B]
4 B]
4 B]
4 B]




Era 1:

Example of simple loop (2)

Memory profile : [#Read,#Write, #Call/Jmp]

Ox4284be
Ox4284ca
Ox4284ce
Ox42850a
Ox4284a8
Ox42951F
Ox428212
Ox428499
Ox42a360

Ox42a678

[5
[3
[2
[1
[1
[1
[1
[1
[1
[1

— = == 0000000

0]
0]
0]
0]
0]
0]
0]
0]
0]
0]

KEY

DECRYPTED AREAS
CONTROL STRUCTURES
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Era 1: Example of simple loop (3)

g@malloc() Loop2
keHandle() Loopl

@malloc() Loop2

Loop2

Loopl

[Lead@: @0x0040F6@5][Queuec@: Ox0Q48F671]

[Start: 624][End: 1338]

[Lead@: 0xB8040F62A][Queue@: OxB040FA1C] | TURN:

[Start: 634][End: 1381]

| TURN: 57
| READ ZONES: 0x0042A8A5-0x0042A8EC:

[DXxO04 A5 /0 -Ox0A2ALFA: 124 B

Ax00426234- ﬂwﬂﬂAzijF

: ﬂwﬂﬂﬂzAbED 0x8042A8F0: 4 B]

72 B

| WRITE ZONES: ©x0042A8A5-0x0042A8EC: 72 B

A0 A0 il 4 B

Ax00426234- ﬂwﬂﬂ4£ijF 1z B

Ox426234-0x42624Y
Ox428440-0x42844c
Ox4286c9-0x4286d5
Ox4286d9-0x4286ed
Ox4286F1-0x428771
Ox429T745-0x429759
Ox42a579-0x42a5f9
Ox42a8ab-0x42adf1

[@x0012FB40-x@P12FEA3

[0x@012FBOC- ﬂxﬂﬂleBﬂF

keyHeuristic... Done

[DECRYPTED BY KEY 0] on
[DECRYPTED BY KEY 0] on
[DECRYPTED BY KEY 0] on
[CONTROL STRUCTURES FOR
[KEY 0] 128 bytes

[CONTROL STRUCTURES FOR
[DECRYPTED BY KEY 0] on
[DECRYPTED BY KEY 0] on

16 bytes
12 bytes
12 bytes
KEY Ox4286f1]

KEY Ox4286f1]
128 bytes
76 bytes
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Loop28
[ ] Bl e ———————
Era 1' [Lead@: @x00408B29][Queue@: Ox@O40SAEC]

o o [Start: 4051025][End: 4215937]
More original loops

| TURN: 7496
| READ ZONES: [©x0041193E-0x00411945: 8
B]

u Read clusterSJump [0x00411948-0x004A1194F: 8 B]
[0x00411952-0x0044T959: 8 B] +3
over 3 bytes | [0x0041195C -0x00411963: 8 B]
[@x00423DC8-0x00423DCF: 8 B]
| | [@x00423DD2-0x00423DD9 : B]
[ L [@x00423DDC-0x00423DE3: 8 B]
L - . -— [@0x00423DE6-0x00423DED: 8 B]
(I
./ [ -
[ | |
| (I [6x0012F750-0x0012F753:
= [0x084333D4-0x004333D7:
— [ . oo
. m [0xP04333C8-0x0P4333CB:
L /| - [0x00423E04-0x00423E0B:

) [@x00433020-0x00433023:

Ox412650
Ox412653

] | WRITE ZONES: [0x@015FA2F-0x0016EAGE:
] 59968 B

Ox004333D4-0x004333D7:
[0x0012F760-0x0012F763 -
[@x0012F750-0x0012F 753 :

= Big write zone.




Era 1: More

= Checkthe code:

original loops (2)

Simple, no ?
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Eraa

Check this one

Seems more
complicated!

e original loops (3)

[ HL
DOLAABED
BOLAEERI
BBLBASFA PONRGGES ; ArTributes: bp-h
BOLBGSFA BALBGEED
oBLBGSFA BOLAGEEI loopl proc near
BBLBESFA sub_LBESFR proc near PEREGEES
BRUBGSFA BOLASEER arg k= dword pte 8
BBLBASFA arg 8= duord ptr GG DONBGEET arg 208~ dword ptr  20Ch
BOUBGSFA arg_C- duord ptr 18N pEbBGGET
@NL‘\. BBLYBGSFA arg 14= dword ptr 18h BORB5ERI ; FUNCTION CHUMK AT @ DVTES]
T BBUBESFA arg 18- duprd ptr  1Ch PERBGEET
BBIBGSFA arg_1C= duord ptr 20h BOLALEED mov eax, duord_hITOFS
DRNIBETY L0C_ROGETH: BRLOASFA DOLOGEEE MmOV dword_43310, eax
BBNGATY moy [esprarg 8], eay DOUBESFA Moy [esprarg_i4], eax] BERBGGED mov cbp, Bsp
::::z:;g :: é;‘,:;“s_ﬂ” L:; BBLBASFE Lea pax, ds:B[eaxs?] 2
T e Svarechmn, o DMSCGOE her i ASTTIN, can
BOLAGERE Xor eds, edx DOLBEEEE nou | [espearg 8] X
BOYEAGGBA add edx, [ebp+BCh] Frarree— s DBLBAAEF
BBLBEEED muu edi, [edxsdCuh] BO4O6E1H now obx DRLAGEEF loc_RAGSEF:
BRNDGGET MOV ecy, [edis1un] . PBLARGEF deg pax
BELERAYE mav vax, [ehxeecx] ::,':::ﬂ: ;sﬂ Lﬁz”‘:}_ edi DRLBGECO test  eax, eax
PRNAGEST MOV ecx, [edis1zen] DBLBEED mow 12T1IC, eax BRLBGGE? jnz Loc_liB6be?]
BERERGIF may [esp+arng L], eay BBUDEG2E mow Tebp+BCnH
DOLEGEAZ MU [espeaig 4], ecy BBLBEEE nou {ru:mnnl].] ki ¥
0500080 Jep 53.’.\[52322?” BBLBGH2E nou [eax+14h] [EEL T BN
Dieaane ey n Ao BRUBAGZE xor pax BRREGACE mov i, duord_4aa13c | [OBBAAEZZ ; 10K OF FORCTION GHONE FOR Lonpd
onasonn = S0 endp DOLBEEIE add [ebxsedi] DBLABECE moy eex, [espearg_208]| DBnosE2z
! DRIBG63E mou [esprarg 0], eax BBLAGGDS MmOV [ebprarg_4], edi BBRAGEZZ Lloc_BOGEZZ:
DRLAREIT nou vax, dward_Li3120 BELERADE mov pex, [voeeBlin] DBLAGRZ2 mou eds, [espearg_208]
noy etue, [esprarg_1C] BBLAGEDE jRp diward_BIZF9L BRRAGEZT MmOy ed¥, [edisBCin]
BELBGAKE xor ehix, pax DORBGEOE loopd endp DBLAERZF wor EEx, BER
DBLBAGAZ mOv edi, 1 BB BDE BONOGET oF ecx, [edx+158n]
BBLBGGAT sub edi, 1 moy edi, duord_L33130C
BRLBEEAR nou duurl! naamz 2 DOLBEEID jmp dward prr [edx+138h]
BRUBGESN oy ; END DF FUNCTION CHUNK FOR laapd
BBLBAASE jnp uum—u Fiazrsa
BOUBGESE Sub_4BGSFA endp
BG5S
=1, DY
BRLAGETA
BOLBESTA
'E [ I BRGSTA
[N BBLBASTA sub_BASSTA proc near
BBLAGRAE LU )
DRLAGEREE :g,““”n BEARSTA arg P0E= dword ptr 2D0h
V6590 BBLOBSTA
BRBGESE BELAGRID _BEGEID proc near . e LUK AT O0KBAT -
DOLBEBSE sub_BESBEE proc near POLOGEID g::g:;;: ; FUHCTION CHUNK AT BBMAGIDA 5
BONAGRGE T — 208
BOMGRAE ; FUNCTION CHUNE AT DELG6RAZ 5126 5 atenngq 2ro-2pé= dword ptr 20Ch DONBGSTA Moy eca, [ecxsi58R]
BRUBGEEE | FUNCTION Ciy 312 VTES) BBLOGEID sub edx, duord_4331ec UBAGSEN Sh1 edi,
BOLAGEGE BBLEARAZ moy ecx. [ehxsT4Ch] DBLOGSEZ ub e, edi
DOLBEAEE Moy duord_BIHEL, edx DOLESBAD mOv g BILAGSEY ROy eax, [esprarg 208]
BORAGETY ROy By, [edxrUCan] BOLEGEAR shl edx. cl BRB0G56E Moy edx, [edicelCih]
BBLBGRTA mou Ed)f. [edxs1uh] PBLAGRAD Sub dwunl B30, el LLUL S 90%.. [edx+13CN]
DmBsE7D mov esi, dword_4331in BBLOGEE3 mau LebpeBEh] . eax [ dyard_33158, ehx
RBLAARES jmp loc_Loo7e BOLBGRES moy edx, [espearg 208] DBLEGSED Har b, el
BOLAGRED suh HO6BEE endp BOLBEERD mou " fedes chi] 9B0s50F add by, duord_43313C
BENEGEES ’ BBLEASAS ey lac_LB67on
oy eax, [eaxr12uh] PRLAESAS suh 50657 end
BALAGRED xor ax, ol 3! 5 P
DRLAGELE Sub dword_k3313C, eax LU
[ELT™ BBLAGRE moy ‘
BRLAGITE ; START DF MR sub_LAGEGE DRLAGEDT xor
DOLBEIT2 DONAGEDT o BN
BRLAOYTZ Lac_hOGYTE: BBLBARDE shr BOLBATDA ; START OF FUHCTION CHUNK FOR sub 4OAS7R
DOBBEITE mOu [esiteds], eax BRLAERDD stor BOLBETDA
PONAGITS mou [ebps2an], eax POLAGEDE add BORAOTDA Loc_WUGTDNA
DOLBEITE mau cax, [ebpriCh] DRLBARES xor BALAGTDA X0 . Bbx
BONOGYTE add eax, ¥ BOLAGBET sub BNAGTDE Sub dvard a331sE, edx
BOHBAITE add e BOLAGRED sub 5, BOLAGTE? mou e
BOLBGIET Moy [esiseds], edi BOLAGEFD mou eax, duord_43313C BOLAGTET MmO eax, [espulg_ZDS]
BEAGYES add esi, & BRLBGEFS sub eax, duord 4IZFDR BEREATEE mou ehx, [eax+dikh]
DOLAEIET mau [ebpsddn], eax BBLBERFE jap duwari_k22FE8 BALAETF4 mOU ecx, [ebxs7Ch]
BRNDGIEA mov b, dword_433i5h DONOGEFE Sub_HOGEID endp DONGGTFT mou dword_¥33iae, esi
BELBEIPD mau ex, [ehxsiCun] BRLHEFE BELAETFD xor esi, esi
BEMAGITE wor eax, ean or duord_t3313c
BELARIVE add pax, [ecx+28h] BALAREAS shr 3
DOLAEIYD crp s, BALAGEOT mou duord_k33110
BOLAGYRD 1 loc_boagni :m::g:g *:E ?:;m“ et
i . v UL S,
ar wdx, duord_t
[EHL. [BH L. BOLAGEAE jmp dword pte [ebxsDESR]
DORBABNE ; START OF FUNCTION GHUNK Sub_hBRGE| [BRBAORG nau vax, duord_4aan DOBSEIC 3 END OF FUNCTION CHUNK FOR sub
BRLAGELT BOLAGIAR MOy [ebx+DUB], eax
BOROGENT Loc_ NOGSNI: BOLBAOAE o Pax, dunrid 433090
BALBSELD MmOy [ebp+2un], esi BOLAGIED moy ecx, [ebrOCUN]
BRNAGENE MOy esi, [ebp+18h] BELEGIEY oy pdi, [ecxs148h]
BALBSELS muu [ecx+1200], BOLAGIEF xor edx, edx
DRLAGEAF MmOy eax, [ebpi2ah] BORAGICY add dx, dword_ 433076
BOLEGESE mov ecx, pdi BOLAGICT fmp duard_BI2FAE
BRLASESY mOu edi, [ebpes] BOROGYET  END DF FUNCTION CHUNK FOR sub hoooE
DIREGEST mov ebx, [ebp+1dh]
BALBSESA muu eds, [Ebps2th]
DRNAGESD MmOy esi, duord_niitun
BRLBAEAE add ehp, 2000
imp loc_KOB674
JOLB6B6Y ; EHD OF FUHCTION CHUNK FOR sub 4BGHOE




Loop3

Eraa:
More original loops(4)

[Lead@: 0x00406674][Queus@@: Ox00406869 ]
[Start: 1521][End: 495021]

| TURN: 2625
| READ ZONES: [@x0042B2B9-0x0042B2C0: 8

B]
B Ut h ere are th e [0xPRA2B2C2-0x0042B2C9: 8 B]
[Exﬂ@dEEgEE:géﬂE&?EEDE: B]
] ] [Ox0042B2D4-0x0042B2DB : B]
C h aracteristics we [0x0042B2DD-0x0042B2E4: 8 B]
[0x0042B2E6-Bx0042B2ED: 8§ B]
[0x0042B2EF-0x0042B2F6: 8 B]
gathe red . [0x00A42B2F8-0x0042B2FF: 8 B]

ExaCt same type Qf a|gorithm! [xP012FAAB-Ox0OO12FAA3: 4 B]

[0xB012F884-0xB012F887: 4 B]
[0x0O12F6(C8-0xPO12F6CB: 4 B]

WRITE ZONES: [Bx0012FBAC-0x0012FBAF: 4

We only care about the write
zone.

[@x0043313C-0x00433147:
[6xB012FA04-0x0012F413: 16
[Bx00433128-0x0043312F:
[0x00433110-0x00433117:
[6xBO12F3FO-0x0012F3FF: 16




Era 2: Set up the unpacked code

Remember that ?




Era2: Set up the unpacked code (2)

Let’s take a closer look:

:E-UEIEI- ) _|:.|l|_||:||"|:| 1t [ eax 4
add edi, edi
inz 1nc_4 IBIER

A binary tree where the path is built with
successive addition plus JZ/JB.
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Era 2: Setup the unpacked code (3)

It has the shape of a binary tree.

At each node, a 4-bytes value (the counter) is added
with itself, then it checks if the result:

= |szero (UJNZ/JZ)
= Has overflowed (JB/JNB)
If the result is zero it takes the next 4-bytes value.

Somewhere in the function, there are some loops that
calculate one byte depending also of the counter (ADCQ),
this is the decrypted byte.

These functions is implemented differently three times
in one Swizzor binary for data, rdata and text sections,
but that stays the exact same algorithm!

)



Era 2: Set up the unpacked code (4)




Era 2: Set up the unpacked code (5)

= As the unpacked binary is normally mapped at
Ox400000, it needs to patch all the absolute
address.

= A patch table for each dynamic area:

== dump

4 A9 B8 BA QS HE Bc 88 OBfFFicE @1 88 06
T 168 18 18 24 :=: 14 68 A4 EC 82 6% A4 64 84 64

A4 B4 @4 A4 AC FF -| I-1-'|- HE @A I-1-'|- H-'I- HE B A8 H4

A



Packer miscellaneous

Checks the kernel32 timestamp against the Windows g5
explorer.exe timestamp!

Checks the first 4 bytes of the return value of
RtlDecodePointer() against hardcoded values.

Looks for certain functions in kernel32 export table by
means of signatures and deal with forward exports.

Looks also in the import table of some modules! For
example the ADVAPI32 functions are found in the
import table of RPCRT4.
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Hidden Code

= Millions of different files

* Probably all produced by the same gang
= Droppers

= Updaters
= Advertisement delivery

= Many common characteristics



Typical Installation

1. Dropper creates registry entries with
affiliate ID and software version

2. Dropperlaunches updater

3. Updater downloads second stage according
to affiliate ID

4. Second stage is responsible for ad delivery




Typical Install Process

s




Code Injection

GetCommandLine A

Deobfuscated code start

Get name of Internet Explorer from registry

Compare

Start Internet Explorer

WriteProcessMemory

Patch process

Start injected binary in Internet Explorer

5o



Code Injection

strl = RegQueryValueA (
"InternetExplorer.ApplicationV) ;

str2 = GetModuleFileNameA (NULL) ;
strl = GetShortPathName (strl) ;
str2 = GetShortPathName (str2) ;

if (strcmpA (strl, str2) !'= 0)
inject and exit();

by



String Encryption

= All strings are encrypted
(xor)

* Decrypted “on the fly”
before usage

= The first character of the
key is indicated by the first
2 chars of the encrypted
string

= Same string = multiple
encrypted versions
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String Decrypting

70000019:5.61msn:United States

= Used to encrypt network communication

= XOR key is always the same




Advertisement Delivery

POST /tba/p HTTP/1.1

ontent-Length: 289

ontent-Type: application/x-www-form-urlencoded
ser-Agent: Mozilla/4.0 (compatible; MSIE 7.0; 6.€
Accept -Encoding: gzip

ost: ads.rangel59-195.com

guld=29235442840985DE819F8A4B73AABFC3334E&version:
le=F94122913C22&sess10n=Bl0B&activewWindows=E17B0O2§
B3A7DB6A7C62&launchCount=9E3962HTTP/1.1 200 OK
erver: Resin/3.0.18

ontent -Language: en-CA

ontent-Type: application/octet-stream

onnection: close

Transfer-Encoding: chunked

Date: Tue, 15 Jun 2010 15:01:40 GMT
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Advertisement

WHY PAY MORE FOR NORTON OR MCAFEE?

[e—rs

Rl The Shield Deluxe 2010 provides
superior protection at half the price!

a

IC) CIVBIMT DAL

The Norton McAfee
Shield Deluxe AntiVirus VirusScan
2010 Plus 2010

Antivrius Protection V4
Anti Spyware Protection
Antiphishing Protection

Browser Protection

Email Protection

1 Year of Free Antivirus Updates

1 Year of Free AntiSpyware Updates

FREE Tech Support

v
g
v
v
v
v
v
e
v

Priced Under $30.00

Five
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Updater

http://%s/bins/int/7k42 up2.int

= References to all
affiliate IDs

= (enerate unique
installation ID

= Contacts LOP servers




Host File Modifications

= Upon installation,
etc/host file is modified

= Domain blacklist is
removed

= |fyou can decrypt the
strings, you have a
complete list of
domains related to this
company




Dark Connections

A\LCAUTION

Tin Foll
Hat Area




C2 Media / LOP.com

= Advertising:
= Pop ups
= Toolbars
= Search engine
= All software delivered by this company uses

Swizzor type obfuscation (even their
uninstaller)



GodLikeProductions.com

= Conspiracy theorist discussion forum

* Bought by lop.com, probably to distribute
advertisement and attract traffic

= Change post contents
= Bunny =lop.com
= Flower = spyware

= Reachable from lop.com (chat page)



Conclusions

= Complextarget
= Millions of (sometimes useless) instructions

= Multiple binaries per installation

= Solutions
= Enhanced tracing
= Visualization

= Fyn!




Pierre-Marc Bureau — bureau@eset. sk
Joan Calvet - j@4n.calvet@gmail.com

THANK YOU!
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