CORE SECURITY

Dynamic Binary Instrumentation Frameworks: | know you're
there spying on me

Francisco Falcon — Nahuel Riva

RECon 2012
June 2012

@SECURITY



Agenda

PAGE, 2 @SECURITY



.

Agenda

* Who are we?

* Motivations

* What is Dynamic Binary Instrumentation?
* Whatis Pin?
* How does Pin work?

* Anti-debug and Anti-VM related work

* Anti-instrumentation techniques

* Presentation of eXait

* Applications of our research

* Future work

e Contact info

PAGE 3

@SECURITY

W\\\\\\\\\\\\“\\“‘“"“""""‘““““““““““““



Who are we?
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Who are we?

M\\\\\\\\\\\\\\\\\\\\\\"""‘“‘m“mmmmmm,

* We are exploit writers in the Exploit Writers Team of Core
Security.

* We have discovered vulnerabilities in software of some major
companies (CA, Adobe, HP, Novell, Oracle, IBM, Google).

* We like low-level stuff, like doing kernel exploitation, assembly
programming, breaking software protections, etc.

* This is our first talk in a conference!

* We are from small towns in Argentina.
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Who are we?
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Nahuel is from the World ‘s Capital City of Asado!
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Who are we?
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Motivations for our work
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Motivations

M\\\\\\\\\\\\\\\\\\\\\\"""‘“‘m“mmmmmm,

* Dynamic Binary Instrumentation is becoming more popular.

PAGE

Covert debugging (Saffron - Danny Quist — BH USA 2007/Defcon 15)
Automatic Unpacking (Piotr Bania - 2009, Ricardo J. Rodriguez - 2012)
Shellcode detection (Sebastian Porst — Zynamics - 2010)

Taint analysis

Instruction tracing

Self-modifying code analysis (Tarte Tatin Tools - Daniel Reynaud)
Exploitation techniques mitigations (Richard Johnson — Snort 2012)
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Motivations

* Dynamic Binary Instrumentation is becoming more popular.

PAGE 10

Light and Dark side of Code Instrumentation - Dmitriy Evdokimov -
ConFidEncE 2012

Hacking Using Dynamic Binary Instrumentation - Gal Diskin - HITB
2012 AMS

Improving Software Security with Dynamic Binary Instrumentation -
Richard Johnson - InfoSec Southwest 2012

Improvements in the unpacking process using DBI techniques - Ricardo
J. Rodriguez - RootedCon 2012

Shellcode analysis using dynamic binary instrumentation - Daniel Radu
and Bruce Dang - CARO 2011

Vulnerability Analysis and Practical Data Flow Analysis & Visualization -
Jeong Wook Oh - CanSecWest 2012
@SECURITY
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Motivations

* If this trend continues, we think that eventually anti-
instrumentation techniques will arise.

* Apparently, there isn’t any comprehensive public
documentation on anti-instrumentation techniques.
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What is Dynamic Binary Instrumentation?
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What is Instrumentation?

It’s a technique to analyze and modify the behavior of a program
by adding code to it.

It can be done:
e At the source code level
e At the binary code level

In turn, it can be:
e Static
* Dynamic

@SECURITY
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What is Dynamic Binary Instrumentation?

It’s a technique to analyze and modify the behavior of a binary
program by injecting arbitrary code at arbitrary places while it is
executing.
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What is Pin?
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What is Pin?

* It’s the Intel’s Dynamic Binary Instrumentation Framework.
* |t works on Windows, Linux and Mac OS X.
* It works on x86, amd64, Itanium and ARM (discontinued).

* [ts API allows to inject C/C++ arbitrary code.

PAGE 16 @SECURITY
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How does Pin work?
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How does Pin work?

*Pin is a command line tool:

* pin.bat -t pintool.dll [pintool args] -- program.exe [program
args]

e pin.bat -pid <program pid> -t pintool.dll [pintool args]
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How does Pin work?

* Pin main components:
* Pin.exe

e Pinvm.dll

* The code you write to instrument programs using the Pin APl is
compiled into pintools

PAGE 19 @SECURITY



How does Pin work?
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* JIT compiler.
* Input: binary code
e Qutput: equivalent code with introspection code
* The code is generated only when it is needed

* The only code that is executed is the code generated by the JIT
compiler.

* The original code remains in memory just as a reference but it
is never executed.

PAGE 20 @SECURITY
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Anti-debug and Anti-VM related work

O O EE———————~,
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Anti-debug and Anti-VM related work

* Anti-debug techniques papers series by Peter Ferrie
(http://pferrie.host22.com/).

* Anti-VM techniques papers by Peter Ferrie (same link as
above).

* Dan Upton — Detection and Subversion Of Virtual Machines
(http://www.cs.virginia.edu/~dsu9w/upton06detection.pdf).
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http://pferrie.host22.com/
http://www.cs.virginia.edu/~dsu9w/upton06detection.pdf

Anti-debug and Anti-VM related work

* Red pill — (Joanna Rutkowska).

* On the Cutting Edge: Thwarting Virtual Machine Detection
(Tom Liston — Ed Skoudis

http://handlers.sans.org/tliston/ThwartingVMDetection Liston
Skoudis.pdf).
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Anti-instrumentation techniques
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Anti-instrumentation techniques

* Code and data fingerprinting of pinvm.dl|
* PE characteristics fingerprint

* Handles inspection

* Time detection

* Pin’s JIT compiler code fingerprint

* Real EIP value

* Misc techniques

; PAGE 25 @SECURITY



Anti-instrumentation techniques — Fingerprinting
pinvm.dll

e Code and data fingerprinting of pinvm.dll
e Detect by searching string patterns

* Detect by code patterns

SECURITY
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Fingerprinting pinvm.dll — Detect by string patterns

* Detect by string patterns

e “@CHARM-VERSION: SId:”

o "puild\\Source\\pin\\internal-include-windows-ia32\\bigarray.H"
 "LEVEL BASE::ARRAYBASE::SetTotal”

* "Source\\pin\\base\\bigarray.cpp“

E4@1974E | PUSH pinwm. 542F4938 ASCII "useripintool™

E4819727 | PUSH pinwm.542FEC1E ASCII "runt ime™

E48197C3 | PUSH pinwm. E42F4E658 ASCII "internal™

54819928 MOL ERX, pinvm. 54459888 ASCII "ECHARM-UERSIOM: 5Id: wersion.cpp 43535 2011-85-31 11:29:892 atal $°
E4@1'9A82 | PUSH pinwm. S42FSCAE ASCII "$Id: wersion.cpp 48535 2811-B2-31 11:2%9:892 atal &

E4@1987H| PUSH pinwm. 542F502C ASCII "Source~pin~base~version.cpp™

E4@1'9A99 | PUSH pinwm.542FS088 ASCII "LEVEL_BRSE::VersionShort™

E4@19828 | PUSH pinwm.542F5064 ASCII "assertion failed: n == @™

CARIQDINI DIICH mirmien CADCAINA NorTT FPe PR
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Fingerprinting pinvm.dll — Detect by code patterns

* Detect by code patterns (pattern 1)

5418D4A6
5418D4AA
5418D4AE
5418D4B2
5418D4B6
5418D4BA
5418D4BC
5418D4CO
5418D4C4
5418D4C8
5418D4CC
5418D4DO0O
5418D4D4
5418D4D8
5418D4DC
5418D4EOQ
5418D4E4
5418D4ES
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897424
895C24
895424
894C24
894424
33CO0

894424
8C4C24
894424
8C5C24
894424
8C5424
894424
8C4424
894424
8Cb424
894424
8Cb6C24

04
10
14
18
1C

20
20
28
28
24
24
2C
2C
30
30
34
34

MOV
MOV
MOV
MOV
MOV
XOR
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV
MOV

DWORD PTR SS: [ESP+4],ESI

DWORD PTR SS:[ESP+10],EBX
DWORD PTR SS: [ESP+14
[
[

], EDX
DWORD PTR SS:[ESP+18],ECX
DWORD PTR SS: [ESP+1C],EAX

EAX, EAX
DWORD PTR SS: [ESP+20],EAX
WORD PTR SS: [ESP+20],CS
DWORD PTR SS: [ESP+28],EAX
WORD PTR SS: [ESP+28],DS
DWORD PTR SS: [ESP+24],EAX
WORD PTR SS:[ESP+24],SS
DWORD PTR SS: [ESP+2C],EAX
WORD PTR SS: [ESP+2C],ES
DWORD PTR SS: [ESP+30],EAX
WORD PTR SS:[ESP+30],FS
DWORD PTR SS: [ESP+34],EAX
WORD PTR SS: [ESP+34],GS

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

SECURITY |
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Fingerprinting pinvm.dll — Detect by code patterns

 Detect by code patterns (pattern 2)

01750110 CD 00
01750112 E9 0BO08000O
01750117 90

01750118 CDh 01
0175011A E9 03080000
0175011F 90

01750120 CD 02
01750122 E9 FBO070000
01750127 90

01750128 CD 03
0175012A E9 F3070000
0175012F 90

01750130 CD 04
01750132 E9 EB070000
01750137 90

01750138 CD 05

0175013A E9 E3070000

[...]
It continues until INT FF

PAGE 29

INT
JMP
NOP
INT
JMP
NOP
INT
JMP
NOP
INT
JMP
NOP
INT
JMP
NOP
INT
JMP

0
01750922

1
01750922

2
01750922

3
01750922

4
01750922

5
01750922

@SECURITY



Anti-instrumentation techniques — Detect by PE
characteristics

PE Signature
—[2l=fo] o} |Mamerenin 1
MinorLinkacVarsion
SizalfCoda
GOFF File Header gmﬂmﬂu | |
PE File Haan!_et ﬁﬂmmgmaw maﬁmpmm
. . MEslllnos'sm'u |} |meDatsstamp - f | BuseOiCata
* Detect by PE characteristics S R o (s
Optional Headar muépmu::adar Mlm:mm
: MejorOperatingSystamVersian
MinarOperating SystemVarsion
PE File Dptional File Header mm G
. PE File Hpader WMS'_;*IWWW
* Detect by pinvm.dll presence ok imﬁ. M s
| mage
Section Table Seclion Header Ehecksum
SactionHeadar1  f IName ?ﬁﬂmu
\_,.| Section Header2 VirtualSize Siza0fStackResarve
: : R [
* Detect by pinvm exported functions S, || |t
- t;::r:ﬁcum ,:umgmﬁmm’:‘m NumberCiRvatndSizes
” umberOfuinsnumbiers f |, = |
|| rt FA
. . Export iy 3 Resourca Table
* Detect by pintools exported functions Lie Chao
Deb
S
e Detect by sections names e
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Detect by PE characteristics — Detect by pinvm.dl|
presence

* Detect by pinvm.dll presence

§ CllyDbg - calc.exe - [Executable modules]

@File View Debug Options Window Help

S x| wln] wivd ¥4 2 o

LEM|T|wlH|c|/|K|B|R|..|5]| =|E]?]

Base Size Entry Hame Fath

5200000 BAAAGAA0| B529108088 | synrgyhk|| C:\Program Files\Synergy\synrgyhk.DLL

10006000 | AAOALAAA| 18001586 | Unlocker | C:\Program FilesiUnlockerilUnlockerHook.d1l

CLAOABA0| BALBS 808 | 54107448 pinum C:ilUsersinrivaiDesktopipiniia32\binipinuvm.dll

CCOAAAAA| AA326008| 5508297080 opcodeni || Cz\UsersinrivaiDesktopiypinisourceytoolshSimpleExampleshobj-ia32\opcodemix.dll
76630000 | 600AB00A | 766449ES | ADUAPI3ZZ || C:\Windowsysystem324ADVAPI32 . d11

75DCA88A| AABLCARA| 75DC2C14 | apphelp || C:\Windows\system32\apphelp.dll

20400000 AOBCA0A0 | AAY12D6C (calc C:ywWindowsysystem32icalc.exe

77C60000| 60883008 77C623D2 | CLBCatQ || C:\Windowsisystem32\CLBCat(.DLL

75E100808| AAAACAA0 | 7SE118E1 | CRYPTEAS || C -\ Windows\system32\CRYPTBASE .d11

750820000 0661320808 75031D03F | dumapi C:yWindowsysystem32\duwmapi.dll
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Detect by PE characteristics — Detect by pinvm

exported functions

* Detect by pinvm.dll exported functions

Crdinal Function RVA | Mame Ordinal | Mame RVA MName

* PinWinMain
(nFunctions) Dword Word Dword szhns
00000001 00019980 0000 0034041 CharmVersion(C

. 00000002 00107430 0001 00340424 CrtEnableThread Callbacks

° C h arm Ve rsion C 00000003 00107370 0002 003A0443 DeleteCritical5ection
00000004 00107080 0003 003A0459 FlsAlloc
00000005 00107120 0004 003A0462 FlsFree
00000006 001071FD 0005 003A0464 FlsGetValue
00000007 00107000 0006 003A0475 FlsSetValue
00000003 0002CETO 0oa7 00340452 GetlpcClientData
00000009 001D0E0E0 0008 003A0493 GetModuleHandleA
00000004 001 DEEGD 0009 00340424 GetModuleHandleW
00000008 001D&FLO 000A 003A04B5 GetProcAddress
0000000C 001072F0 000B 003A04C4 InitializeCriticalSection
00000000 00107260 000c 002A04DE InitializeCriticalSectionfndSpinCou..,
0000000E 00340513 000D 00340504 MativeTlshlloc
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Detect by PE characteristics — Detect by pintools

exported functions

* Detect by pintools exported functions

Crdinal Function BV& | Mame Ordinal | Mame RVA Mame
* CharmVersionC

(nFunctions) Dword Word Dword szAns

00000001 Q000EDT0 0000 00300085 TClientInt@LEVEL_PINCLIENT @@Y...
° C | e nt | N t C 00000002 00043E10 0001 0030000 CharmVersionC

00000003 0000BDEND 0002 003000 CE ClientIntC

00000004 00005340 0003 00300009 CrtEnableThreadCallbacks

00000005 00001110 0004 003000F2 main

PAGE 33
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Detect by PE characteristics — Detect by sections
names

° Detect by Sections na mes Marne Virtual Size Virtual Address | Raw Size Raw Address
Byte[8] Dword Dword Dword Dword
. . text 002791CC 00001000 00279200 00000400
* P ! nto 0 | SsS€ Ct 1oNS rdata 00085DF7 00278000 00085E00 00279600
*.p in CI ie .data 0002541C 00201000 00002400 002FF400
Jpinclie 00000380 00227000 00000400 00201800
e .charmve E j
.charmve 00000043 00328000 00000200 00201C00
JTeloc 00019878 00329000 00019400 00301E00
Mame Virtual Size Virtual Address | Raw Size Raw Address
. . Byte[8] Chword Chword Dword Dword
* P nvm SeCtI ons et 002E1B3E 00001000 002E1CO0 00000400
* C h armve rdata 000BDSF? 002E3000 000BDE00 002E2000
.data OO0ETEE4 00341000 00002E00 0039F00
charmve 00000043 00489000 00000200 DDBM#DD
.._r;:nc 00024498 00484000 00024500 00242600
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Anti-instrumentation techniques — Handles
Inspection

* Handles inspection

* Detect by Event handles

* Detect by Section handles mR

* Detect by Process handles

f
%
|
i
/
@SECURITY g
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Handles inspection — Detect Event handles

* These objects are used by Pin for IPC (Inter Process
Communication)

\Sessions\1\BaseNamedObjects\PIN IPC_EventAckSetByClient 0x958 0x1484 0x3f587d5766fa

Event \Sessions\1\BaseNamedObjects\PIN_IPC_EventSetByServer 0x958 0x1484 0x3f58/d5/66fa
Event \Sessions\1\BaseNamedObjects\PIN_IPC_EventSetByClient 0x958 0x1484 0x3f587d5766fa
Event \Sessions\1\BaseNamedObjects\PIN_IPC_EventAckSetByServer 0x958 0x1484 0x3f587d5766fa
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Handles inspection — Detect by Section handles

* These objects are used by Pin for IPC (Inter Process
Communication)

Sessios\1\aseNamedObjects\PIN_IPC_FiIeSentByServer_0x958_0x1484_0x3f587d5766fa
Section \Sessions\1\BaseNamedObijects\PIN IPC FileSentByClient 0x958 0x1484 0x3f587d5766fa

PAGE 37 @SECURITY
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Handles inspection — Detect by Process handles

“mcmd.exe 4864 TRAVESTNnriva
=Fipin.exe 3708 TRAVEST\nriva

Sllcalc.exe 2392 TRAVESTNM\nriva
"'pin.exe TRAVEST\nri

Process pin.exe(6108)
Process pin.exe(6108)

M\\\\\\\\\\\\\\\\\\\\\‘“‘“““‘““““““““““““
\\\\\\\\W\\\\\\\\\\\“\“\“mw““mm““““““““““““
"
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Anti-instrumentation techniques — Detect by
execution delay

* Detect time variations

e Detect Pin’s overhead

é PAGE 39 @SECURITY



Detect by execution delay — Time variations

* Detect execution delay introduced by Pin

* Non-instrumented execution = 15 to 30 miliseconds.
* Instrumented execution = 1200 to 1500 miliseconds.

printf ("HMODULE:
printf ("HMODULE:
printf ("HMODULE:
printf ("HMODULE:
printf ("HMODULE:
printf ("HMODULE:
printf ("HMODULE:
printf ("HMODULE:
printf ("HMODULE:
printf ("HMODULE:

Ex\n",
Ex\n",
Ex\n",
Ex\n",
sx\n",
Ex\n",
sx\n",
sx\n",
sx\n",

sx\n",

LoadLibrary ("user32.d11™));

LoadLibrary ("ntmarta.dll"));

LoadLibrary("gdi32.d11"));
LoadLibrary ("advapi32.dll"
LoadLibrary ("comctl32.d11"

LoadLibrary ("crypt32.d11"));
LoadLibrary ("dbghelp.dll"));

LoadLibrary ("ole32.d11"));
LoadLibrary ("urlmon.dl1l"™)) ;

* Depends on your machine’s power.

PAGE 40

(

(

(

( ));

( ));
LoadLibrary ("comdlg32.d11"));

( )

( )

(

(
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Anti-instrumentation techniques — JIT compiler
detection

* Detect the JIT compiler

* Detect ntdll.dll hooks
* Detect by page permissions

 Detect by common API calls
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JIT compiler detection — Detect by common API calls

* Detect by ntdll.dll hooks

77610038 KiUserApcDispatcher
776100EC KiUserCallbackDispatcher
77610134 KiUserExceptionDispatcher

77639E49 LdrInitializeThunk

PAGE 42

EO9

EO9

E9

E9

C367BBDC

FB66BBDC

EF66BBDC

Co6CI9B8DC

JMP pinvm

JMP pinvm

JMP pinvm

JMP pinvm

.541C6800
.541C67EC
.541C6828

.541C6814
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JIT compiler detection — Detect by page permissions

* Detect by page permissions

pin exe 1968 00400000 00092000
calc exe 4460 00260000 000C0000
Din Exe 5460 00400000 00092000
r -
ﬂ Region Dump Information - : ﬁ
® Th iS te C h n iq u e Address Size Protect State g
00020000 00010000 EXECUTE READ/WRITE commT [ ]
t k it h 000D0000 00010000 EXECUTE READ/WRITE COMMIT
May NOT WOrkK wi DO0E000D 00010000 EXECUTE READ/WRITE COMMIT
O00FO0D0 00010000 EXECUTE READ/WRITE COMMIT
programs WhICh 00100000 00010000 EXECUTE READ/WRITE COMMIT
00110000 00010000 EXECUTE READ/WRITE COMMIT
| h 00120000 00010000 EXECUTE READ/WRITE COMMIT
d ready ave a JIT 00130000 00010000 EXECUTE READ/WRITE COMMIT
00140000 00010000 EXECUTE READ/WRITE COMMIT
compiler 00150000 00010000 EXECUTE READ/WRITE COMMIT
’ 00160000 00010000 EXECUTE READ/WRITE COMMIT -
1| i [ b
Dump Information
Address  000DDDD0  Size 00010000 Dump | | Refresh || Close |
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JIT compiler detection — Detect common API calls

* Detect by common API calls

e ZwAllocateVirtualMemory

* AllocationType = MEM_COMMIT | MEM_RESERVE

* Protect = PAGE_EXECUTE_READWRITE

* This technique may not work with programs which already
have a JIT compiler.
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Anti-instrumentation techniques — Real EIP value

’ i, : %
L 2 3 2 |
[ R I E | P I ' intel Intel® 64 and I1A-32 Architectures Optimization Reference Manual
ed value Ll ,

\ / -

1

b Intel® 64 and IA-32 Architectures Software Developer's Manual @ |

- (inteD)
& VOLUME 15 Basic Architecture

(Remember that: the original
code remains in memory just as a
reference but it is never executed)

'
Intel® 64 and I1A-32 Architectures Software Developer’'s Manual
, (intel) e’ P @
VOLUME 3A: System Programming Guide Part |

* Detect by FSTENV
* Detect by FSAVE ! @ RIS A A-32 Arcitactures Software Developer's Manual
* Detect by FXSAVE e ——

intel Intel® 64 and IA-32 Architectures Software Developer's Manual
VOLUME 3B: System Programming Guide Part 2 !

* Detect by Interruptions

@SECURITY
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Real EIP value — Detect by FSTENV

__asm

{
fldz;
fstenv [esp-Ox1c];
mov eax, [esp-0x10];
mov RealEIP, eax;

}

* FSTENV saves the FPU environment, which includes the
instruction pointer.

e Alternative: FNSTENV

E SECURITY
| PAGE 46 @
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Real EIP value — Detect by FSTENV

=)

PAGE 47

Non-instrumented

Instrumented

\\\\\\\\\\\\\\\\\\\W\\\\\\\\\W\Wm,““

0x00521000 fldz
0x00521002 fstenv [esp-0x1c]
0x00521006 mov eax, [esp-0x10]

0x0052100A ...

@SECURITY
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Real EIP value — Detect by FSTENV

VirtualQuery((LPCVOID)RealEIP, &mbi, sizeof(mbi));

if((DWORD)hGlobalModule == (DWORD)mbi.AllocationBase)
return NOTDETECTED;

else
return DETECTED;

| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| SECURITY |
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Real EIP value — Detect by FSAVE

aSm

——

FLDZ
FSAVE (108-BYTE) PTR SS:[ESP-6C]
MOV EAX,DWORD PTR SS:[ESP-60]

)

* FSAVE stores the FPU state (FPU environment + register stack).
* Alternative: FNSAVE

, ,
. .
. .
. ,
. .
. .
. .
. .
, .
. .
. .
, ,
. .
. .
, ,
. .
. .
, ,
| SECURITY I
| PAGE 49 @ —
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Real EIP value — Detect by FXSAVE

aSm

——

LEA EAX, [ESP-0x20C];
AND EAX, OxFFFFFFFO;
FLDZ;

FXSAVE [EAX];

MOV EAX, [EAX+8];

* FXSAVE writes the state of the x87 FPU + MMX registers + SSE
registers.

| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| SECURITY |
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Real EIP value — Detect by Interruptions

__asm{
XOr eax,eax;
xor edx,edx;
int Ox2e;
nop;
mov RealEIP, edx;

* This technique was documented by the corkami project
(http://code.google.com/p/corkami/).

* This technique only works on 32 bits systems (Windows
XP/Vista/Seven).

 Does not work on WoW64 (it raises an exception).
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http://code.google.com/p/corkami/

Anti-instrumentation techniques - Misc techniques

* Misc techniques

 Detect by Argv
e Detect by parent process

* Detect by SYSENTER emulation
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Misc techniques — Detect by argv

e Detect by argv

We get the argv array of our parent process by searching within
the memory of our process.

AraVv |
> el
i A
Ll rv\&c)\;c’c-c)\odt“
f:__,__y cOE
BRI

PAGE 53 @SECURITY



Misc techniques — Detect by argv

e Detect by argv

000305C8 000305F0 ASCII "C:\pin\\ia32\bin\pin.exe"

000305CC 00030610 ASCII "-p32"

000305D0 00030618 ASCII "C:\pin\\ia32\bin\pin.exe"

000305D4 00030638 ASCIl "-p64"

000305D8 00030640 ASCII "C:\pin\\intel64\bin\pin.exe"

000305DC 00030660 ASCII "-t"

000305E0 00030668 ASCII “tools\SimpleExamples\obj-ia32\opcodemix.dll"
000305E4 000306A0 ASCII "--"

000305E8 000306A8 ASCII "C:\dummy.exe"

O0O0305EC FEEEFEEE
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Misc techniques — Detect by parent process

 Detect by parent process

“mcmd.exe 4864 TRAVEST\nriva
“Epin.exe 3708 TRAVEST\nriva
AElcalc.exe TRAVESTNnriva
“pin.exe 6108 TRAVEST\nriva

* Will not work when instrumenting a process by attaching it.
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Misc techniques — Detect by SYSENTER emulation

e Detect by SYSENTER emulation

* Eloi Vanderbeken in 2011 found a bug in the way Pin emulates the
SYSENTER instruction

 Normal execution ring0 —ring3: the execution continues in
ntdll!KiFastSystemCallRet

* Instrumented execution ring0 —ring3: continues in the instruction
following the SYSENTER

 The last affected version of Pin is build 39599, Feb 28, 2011

* Discussion of this bug can be found here:
http://tech.groups.yahoo.com/group/pinheads/message/6363
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Misc techniques — Detect by SYSENTER emulation

asm

{
//invalid syscall

mov eax, 0x42424242;
push retaddress;

mov edx, esp;
//Sysenter

~emit OxOF;

~emit Ox34;

//1if execution reaches here, it means that it's being
instrumented

mov detected, DETECTED;

Jmp endasm;

retaddress:

//normal execution should continue here after the sysenter
mov detected, NOTDETECTED;

endasm:
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Keep in mind that ...

* All the presented techniques have different levels of reliability.

* SO, you may combine them to be more accurate when
detecting Pin.
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eXait — eXtensible Anti-Instrumentation Tester
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eXait — eXtensible Anti-Instrumentation Tester

* There are benchmark-like tools to test:

Anti-Virtualization techniques (ScoopyNG - Trapkit)

e L WINDOWS  system32h cmd.exe
C:~Documents and Settings“~Administrator~Desktop ScoopyNG>ScoopyNG.exe

####################################################
ScoopyNG — The UMuware Detection Tool
Windows version vi.@ ::

[+]1 Test 1: IDT
IDT base: Bx8003f400
Result : HWative 05

[+]1 Test 2: LDT
hase: BxdeaddBBA

: Mative 08

3: GDT
se: Bx8003f000
: Hative 05

st 4: STR
STR bhaze: Ax2B8A0B0AA

60

@SECURITY



eXait — eXtensible Anti-Instrumentation Tester

* There are benchmark-like tools to test:

* Anti-Debugging techniques (xADT- Shub Nigurrath)
[xADT] eXtensible Anti Debug Tester = | B i
Start Selectedl Clear | About
[ Enable Test ame Result | Status Description of Test 2.
B |sDebuggerPresent]] MaM  MaM  Test uzing lsDebuggerPresent Tty
B CheckRemaotel ebuggerPresent(] MaM  MaM  Test uzing CheckRemotelebuggerFresent Tty
B PEB.Beinglebugged MaM  MaM Controls PEB.BeingDebugged Tty
B PEB.FrocessHeap MaM  MaM Controls PEB. ProcessHeap Tty
B GetProceszHeap() Mal  MaM Controlz PEB.ProceszHeap through GetProcessHeap AP It
B PEB.MtGlobalFlag MaM  MaM Controls PEB.MNtGlobalFlag Tty
B PEB.MtGlobalFlags MaM  MaM Controls PEB MNtGlobalFlag via 2wluemlnformationProcess Int
B Debug Registers MaM  MaM  Testif any of the Debug Reaisters iz not 0 Tty
B Single Step MaM  MaM  Testif single step bit in EFlags iz set Tty
B CreateFileDrivers() MaM  MaM Test some drivers using CreateFile Tty
[ ZwluemlnformationProcess(] MaM  MaM Test using SwluemlnfarmationProcess [t
B SwlluenlnformationT kread]) MaM  MaM  Test ugsing 2wlluemnformationT hread Tty
Will dizplay WARMIMG, POSITIVE Re » Wil display UNENOWH, HEGATIME results -
i 1 P 1 P
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eXait — eXtensible Anti-Instrumentation Tester

* eXait is the eXtensible Anti-Instrumentation Tester tool.
* It was written in C using Visual C++ Express 2008.

* It has a plugin architecture.

* It is open-source code (BSD license).

* It has more than 15 plugins to test all the techniques presented
in this talk.
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eXait — eXtensible Anti-Instrumentation Tester

A erait v1.0 - eXtensible Anti-Instrumentation Tester ﬁ
Enable  Plugin name Result  Status  Plugin description -
= Detect Pin by time MaM MaM  This plugin tries to detect Pin by checking executi
= Detect Pin by comman AP calls MNaM MaM  This plugin hooks ZwAllocateVirtualMemany ta chi
[l Detects Pin angv MNaM MaM  Detects Pin by searching for the orginal argv vari
[E Detect pin by searching code pattems MaM MaM  This plugin implements a search function to searcl
[l Detect pin int 2o MaM MaM  This plugin detects Pin by executing the INT C2E
[ Detect Pin ntdll.dll pointers MaM MaM  This plugin looks for four poirters to rtdll.dil functic
[ Detect pin by page pemissions MaM MaM  This plugin looks for memony pages with EXECUT| 2
= Detect pin by searching a code pattem MaM MaM  This plugin searches for a code pattem usually log 1
= Detect pin by searching pattems MNaM MaM  This plugin implements a search function to searcl
[l Detect pin by searching PE section names MNaM MaM  This plugin detects Pin by searching PE section n
[E Detect Pin by sysenter MaM MaM  Detects Pin by executing a sysenter instruction. P
[l Detect pin by EIP MaM MaM  This plugin determines the address in which is co
[ Detect NTOLL hooks MaM MaM  This plugin looks for hooks that Pin usually sets in
[ Detect parent process MaM MaM  This plugin checks the name of the parent proces
= Detect pirtools Exports MaM MaM Looks for functions exported by the pintools
= Detect pinvm DIl MaM MNaM Looks for the pinvm dll into the list of loaded modu -
e T o b

[ISelect Al [ Gtart Test | | Clear || Refresh dhnd
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eXait — eXtensible Anti-Instrumentation Tester

e eXait comes in two flavors: console and GUI.

* You can write your own plugins for eXait, check the project
wiki.

* We are waiting for your contribution.
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eXait — eXtensible Anti-Instrumentation Tester

e eXait can be downloaded from:

http://corelabs.coresecurity.com
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Applications of our research
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Applications of our research

* Each one of the discussed techniques can be included in any
software that wants to protect itself against dynamic binary
analysis:

e Packers
e Malware
e Shellcodes?
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Future work
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Future work

e Extend our research to other DBI frameworks (DynamoRIO,
Valgrind, Dynlnst, ERESI, Fjalar).

* Further our research to other platforms and architectures.

* Find new anti-instrumentation techniques (obvious!!!).
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Future work

e e e o o o o o o o o T o o T o T T o T T T T T T T T i T T e e e

* Create a library for pintools to bypass anti-instrumentation
techniques.

* Things to discuss in this field:
* How to implement it as generic as possible?
e |s this a never ending story? Who wins, if anyone?
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It’s show time!. Demo.
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Questions?
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Thank you.
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