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Introduction

Introduction

@ Binary analysis

sub_us2c1B proc near ; CODE XREF: sub
B 3 sub_u5317E+164
var_u auord ptr -u
arg 0 duord ptr 1
arg_u auord ptr &
arg’s duord ptr och
push  n
pop  eax
call  _alleca_probe
push  ebx
push  ebp
push  esi
push i
mou  edi, [espriunrarg 0]
test  edi, edi
jz 1oc 453175
mou  esi, [espriunrarg 8]
test  esi, esi
jz 1oc 153175
mou  eax, [espeiunrarg 4]
mou  ecx, 860
cmp  eax, ecx
jz short loc_52¢66
cmp  eax, ocon
jz short loc_us2c62
cmp  eax, 1000
jz ort loc_52¢62
push  OFFFFFFFED
pop  eax
“text:00452050 i loc 453178
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Introduction

@ Binary analysis

public AES_set_encrypt_key
key proc near 5 CODE XREF: AES
i sub_10049780+4

e AES_set_encrypt (OpenSSL)

= duord ptr och

push
pop

call alloca_prove

push

push

push

push

nou [esp+1unsarg_o]
test J edi

iz 1oc 10022401

mou  esi, [espriunsarg 8]
test  esi, esi

jz 1oc 1002201

mou  eax, [espriunsarg 4]
mou  ecx, 860

cmp  eax, ecx

iz short loc_10621F85
cmp  eax, o

iz short loc_10021F81
omp  eax, 1

iz short loc_10021F81
push  OFFFFFFFER

pop  eax

Jmp  loc_10m22udu

o Identify librairies that do not need to be reversed
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Introduction

@ Binary analysis
BT ey, o

£ sub_10049780+1

HEMAES set_encrypt (OpenSSL)

= duord ptr  och

push  n
pop  eax

call  _alloca_probe

push  ebs

push  ebp

push  esi

push  ed:

My edt, [esperanearg 0]
test e

jz Toc. 10022101

mou esi, [espiunsarg 8]
test  esi, esi

iz Toc 10022401

mou ax, [espetinearg 1]
v oo 8o

cmp eax

jz short m 10021F85
omp eax,

jz shor m 10021FB1
o ea

jz Shart lo_10021F81
push  OFFFFFEFER

pop

I g

@ Identify librairies that do not need to be reversed

Our approach
@ Control flow graph comparison

@ Import results in IDA

N
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@ Spamming botnet

@ Use of cryptography for communication : RSA and AES

aurelien: $ strings Waledac\ v48\ unpacked.int | grep OpenSSL
EC part of 0.9.8e 23 Feb 2007

ECDSA part of 0.9.8e 23 Feb 2007

@ OpenSSL 0.9.8e (Feb 2007) used for cryptography



Introduction

Waledac malware and OpenSSL

@ Spamming botnet

@ Use of cryptography for communication : RSA and AES

aurelien: $ strings Waledac\ v48\ unpacked.int | grep OpenSSL
EC part of 0.9.8e 23 Feb 2007

ECDSA part of 0.9.8e 23 Feb 2007

@ OpenSSL 0.9.8e (Feb 2007) used for cryptography

@ Which functions are specifically used ?
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Control flow graph analysis (MA)
.

Morphological Analysis : Scanning a file

Step 2 : Scan

Control Flow Graph |
? L

Abstraction

MA database

& python

B4 Gro



Control flow graph analysis (MA)
©0000

Control flow graph recovery

Control Flow Graph (CFG) : oriented graph in which nodes are
instruction addresses and edges represent all paths that might be
traversed during execution



Control flow graph analysis (MA)
©0000
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Control Flow Graph (CFG) : oriented graph in which nodes are
instruction addresses and edges represent all paths that might be
traversed during execution

ASM code

cmp eax 0
jne +7

mov ecx eax
dec ecx

mul eax ecx
cmp ecx 1
jne -3

jmp +2

inc ecx

ret
—




Control flow graph analysis (MA)
©0000

Control flow graph recovery

Control Flow Graph (CFG) : oriented graph in which nodes are
instruction addresses and edges represent all paths that might be
traversed during execution

ASM code

cmp eax 0
jne +7

mov ecx eax
dec ecx

mul eax ecx
cmp ecx 1
jne -3

jmp +2

inc ecx

ret
—

mov ecx eax




Control flow graph analysis (MA)
©0000

Control flow graph recovery

Control Flow Graph (CFG) : oriented graph in which nodes are
instruction addresses and edges represent all paths that might be
traversed during execution

cmp eax 0
jne +7

mov ecx eax
dec ecx

mul eax ecx
cmp ecx 1
jne -3

jmp +2

inc ecx

ret
—

mov ecx eax

dec ecx
mul eax ecx




Control flow graph analysis (MA)
0®000

Control flow graph recovery

Extraction of the control flow graph from a binary :
e Static analysis from entrypoints when possible (BeaEngine)

e Dynamic analysis otherwise (Intel’s Pintools)
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Control flow graph analysis (MA)
0®000

Control flow graph recovery

Extraction of the control flow graph from a binary :
e Static analysis from entrypoints when possible (BeaEngine)
e Dynamic analysis otherwise (Intel’s Pintools)

Nodes of the control flow graph :
@ Sequential instructions do not modify the control flow

@ 4 types of instructions have an impact on the CFG (jmp, call,
jec, et ret)

6 /34



Control flow graph analysis (MA)
00®00

Control flow graph construction & reduction

Ny, instruction | Control flow graph
, 6=
Sequentia
instruction
&)
()
jmp K
®
&
call K
SO,
(=)
jec K
OO,
ret




Control flow graph analysis (MA)
00®00

Control flow graph construction & reduction

Ny, instruction | Control flow graph g
Remove
i ®
Sequential @ sequential =) 7
instruction instructions @ @
&)
P
_ () Bealign SRS
jmp K jumps
0) ®
®
@ & ®
call K Remove (N @
false calls ®/ T
) ® @ @
(=)
jec K
&) ®
ret
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The CFG is reducted :
@ Reduce the size of the graph (fastens the algorithms)

@ More abstract form : detect slight changes (junk code
insertion, code re-ordering)



Control flow graph analysis (MA)
000®0

Reduction of the control flow graph

The CFG is reducted :
@ Reduce the size of the graph (fastens the algorithms)

@ More abstract form : detect slight changes (junk code
insertion, code re-ordering)

Waledac with static analysis :
@ 38236 nodes before reduction
@ 14626 nodes after reduction



Control flow graph analysis (MA)
ooo0e

Reduction on Waledac

#8723 :1CC @3ci56  RET

48781 : CALL

oD >

48c744 1 JCC 497258 :CC

4959¢0 : RET

a8c7af INST

Figure: Part of Waledac without reduction (80 nodes) and with reduction
(23 nodes)
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Control flow graph analysis (MA)
0®0000

Graph matching : Waledac and OpenSSL

@ Entire graphs are not isomorphic

OpensSL
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Control flow graph analysis (MA)
0®0000

Graph matching : Waledac and OpenSSL

@ Entire graphs are not isomorphic

@ But some parts (subgraphs) are

Waledac
= T

£ EE=F

i
i
O
0
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Control flow graph analysis (MA)
0®0000

Graph matching : Waledac and OpenSSL

&\ 1=

===l =L =N
== =
= | = = =

v 11 /34




Control flow graph analysis (MA)
00®000

Subgraphs

@ Both graphs are cut into many small subgraphs

o Generated through BFS (Breadth First Search) from each
nodes

12 /34



Control flow graph analysis (MA)
00®000

Subgraphs

Both graphs are cut into many small subgraphs

Generated through BFS (Breadth First Search) from each
nodes

Their size is limited (typically 24 nodes)

Search graph isomorphisms between subgraphs of both
binaries

12 /34



Control flow graph analysis (MA)

000e00

More on subgraphs

@ From one CFG, many subgraphs are generated
@ Every reachable node is in many subgraphs

Example on Waledac : 24 nodes to 8 subgraphs of size 5

<= N T 2=
=T L2 = =

I3 /34




Control flow graph analysis (MA)
0000e0

Graph isomorphism problem

@ Graph isomorphism has no solution in polynomial time in the
general case

@ The problem is in NP

@ General solutions are slow
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Control flow graph analysis (MA)
0000e0

Graph isomorphism problem

@ Graph isomorphism has no solution in polynomial time in the
general case

@ The problem is in NP

@ General solutions are slow

Property (Simplification)

Our subgraphs :
@ Have a root node (from which every other node is reachable)
@ Each node has at most 2 children (call or jcc)

@ Children are ordered

This problem is in P

14 /34



Control flow graph analysis (MA)
oooo0e

Graph isomorphism problem

@ Does not exactly resolve the graph isomorphism problem
@ But there are fast solutions (polynomial time)

(v) Original graph (w) Undetected graph

15 /34



Control flow graph analysis (MA)
®00

Morphological analysis engine

@ Signatures are subgraphs from reducted control flow graphs
@ Obtained statically or dynamically

@ A database (tree automata) is filled with the signatures

16 /34



Control flow graph analysis (MA)
®00

Morphological analysis engine

@ Signatures are subgraphs from reducted control flow graphs
@ Obtained statically or dynamically
@ A database (tree automata) is filled with the signatures

@ Learning and scanning is fast (Intel Core i5 CPU M560

2.67GHz)
Operation | Files Time (s)
Learn 44 binaries (< 2000 nodes) 1.2s
Scan 44 binaries (< 2000 nodes) 1.1s
Learn OpenSSL (28313 nodes) 12s
Scan Waledac (14626 nodes) 2.0s

16 /34



Control flow graph analysis (MA)
oeo

Compare Waledac and OpenSSL

e Waledac uses OpenSSL 0.9.8e (Feb 2007)
@ OpenSSL learnt with reduction

17 /34



Control flow graph analysis (MA)
oeo

Compare Waledac and OpenSSL

e Waledac uses OpenSSL 0.9.8e (Feb 2007)
@ OpenSSL learnt with reduction

@ One DLL is matched (libeay.dll)

OpenSSL | Comment Results  (com-
version mon subgraphs)
0.9.8x Released in May 2012 53

0.9.8e Compiled for performance (/0x /02) | 53

0.9.8e Compiled for file size (/01) 1264

17 /34



Control flow graph analysis (MA)
ooe

Compare Waledac and OpenSSL

e Compile OpenSSL 0.9.8e with option /O1 (size optimization)

@ 1264 common subgraphs between one of the DLLs (libeay.dll)
and Waledac !!

@ We want to know which functions are matched
@ We will compare the matched code of OpenSSL and Waledac

18 /34



Code realignment

Code and nodes

@ The larger the matched subgraphs are, the more accurate the
matching
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@ The larger the matched subgraphs are, the more accurate the
matching

@ Learns and scans with increasing number of nodes from 24

@ Associate nodes that are in the largest subgraphs

19/34



Code realignment

Code and nodes

@ The larger the matched subgraphs are, the more accurate the
matching

@ Learns and scans with increasing number of nodes from 24
@ Associate nodes that are in the largest subgraphs

@ Outputs matched nodes for each size for IDA

19/34



Code and nodes
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Code realignment

Code and nodes

@ Greatest subgraph found has 18 nodes
@ Corresponding nodes in matched subgraphs are associated

@ Then associate free nodes on matching subgraphs of lesser size

Waledac

= [ Ly < >

20 /34



Code realignment
°

IDA plugin

With both binaries opened in IDA
@ Imports the list of matched nodes
@ Marks them in IDA
@ Provides browsing through corresponding nodes in both
Instances

s =

loc_45619D: ; void =
push [esp+arg_0]

call off_uD86AL

nov eax, dword_4E49A0

test eax, eax

pop ecx

jz short locret_ 456189

A J

lal i =
push 1

push 0

call eax  dword_ 4E49A8
pop ecx

pop ecx

21/34



Code realignment
®0000

Waledac / OpenSSL : common subroutines

libeay3z-098e.dll | subroutine Waledac43 int subroutine

10002CDE CRYPTO_new_ex_data Q045565 sub_455B55
10002CEN CRYPTO_new_ex_data Q0455E5E sub_455E55
10002004 CRYPTO_free_ex_data Q0455672 sub_455B66
1000200 CRYPTO_free_ex_data Q0455674 sub_455E6E
100Z1FE0 AES_set_encrvpl_key o0452C1E sub_452C16
100Z1F7C AES_set_encrvpk_key 00452220 sub_452C1E
10021F55 AES_set_encrypk_key 00452C359 sub_452C16
100Z21F99 AES_set_encrvpk_key 00452C44 sub_452C1B
10021FAD BES_set_encrypk_keyw 00452751 sub_452C1E
100Z1FAY AES_set_encrvpl_key 00452C55 sub_452C1E
100Z21FES AES_set_encrvpk_key 00452264 sub_452C1E6
10021FD9 AES_set_encrypl_key 00452C54 sub_452C1E
100Z1FEF AES_set_encrypk_key 00452CA0 sub_452C16
10022409 BES_set_encrypk_keyw 00453170 sub_452C1E
100Z24E0 BES_seb_decrypt_key oo453154 sub_45317E
100224F0 BES_seb_decrypt_key 0453194 sub_45317E
1002248, AES_set_decrypl_key Q045319E sub_45317E

Figure: Matching nodes are in corresponding subroutines



Code realignment
0®000

Waledac / OpenSSL : common subroutines

AES : AES_set_encrypt_key, AES set_decrypt_key
X509 : X509_PUBKEY _set, X509_PUBKEY _get
RSA / DSA : RSA free, DSA size, DSA_new_method

BN (Big Number lib) : BN_is_prime_fasttest_ex, BN_ctx_new,
BN_mod_inverse

CRYPTO : CRYPTO_lock, CRYPTO_malloc
Misc OpenSSL routines : Ul, encoding...

23 /34



Code realignment
00e00

Comparing matched code : AES set _encrypt_key

public AES_set_encrypt_key
RES_set_encrypt_key proc near

ptr -u
ptr 4
ptr
ptr och

x
Toca prabe

i
edi, [esprinnearg 0]
1 Les

edi, edi
loc 10022401

o1, [esprithrarg 8]
esi) esi
loc_100224D1

(]

mou eax, [espsisnsarg 4]
mou  ecx, son

1FBS.

i short loc_160621F81

cmp —eax, 1000
iz short loc_10021FB1

Loc_10021FB1:
cnpeax, ecx
linz  short loc_10021Fc1

Figure: Matched code between OpenSSL (left) and Waledac (right)

liz! short loc.

sub_452C18 proc near

duord ptr -4

dword ptr  0Ch

u

edi
edi, [esp+1uh+arg_0]|
edi, edi

loc_453175 I

osi, [esprinneara 8]
esi, esi

iz doc’wssizs |

ou  ecx, 8
cny eax,

mou  eax, [espriuhearg 41|

ecx
2 short loc_ 452066

cnp _eax, 100n
1o !

iz short loc_i52062|

1oc_us2c62:
oy

34



Code realignment
[sleTe] Yo)

Comparing code : AES encrypt

@ Not detected

vy

"EE]
loc_108228BB:

mov’ edx, ebx

shr edx, 160

and edx, esi

nov eax, ebp

shr eax, 8

and eax, esi

nov eax, ds:duord_1808DB58[eaxxh]
xor eax, ds:dvord_1808D758[edxx4]
nov edx, edi

shr edx, 18h

xor eax, ds:duord_1808D358[edxx14]
nov edx, ecx

and edx, esi

xor eax, ds:duord_1608DF58[edxx14]
nov edx. [esp+1Chrarg_8]

xor eax, [edx]

nov edx, ebp

nou [esp+iCh+ual], eax

shr edx, 1600

and edx, esi

nov eax, ecx

shr eax, 8

and eax, esi

nov eax, ds:dvord_1888DB5B[eax*4]
xor eax, ds:dvord_1888D758[edx*4]
nov edx, ebx

shr edx, 18h

xor eax, ds:dvord_1888D358[edx*4]
nov edx, edi

Figure: AES_encrypt subroutine
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Code realignment
[sleTe] Yo)

Comparing code : AES encrypt

o Not detected
@ Control flow graph too small

vy

T
loc_1088228BB:

nou’ edx, ebx

shr edx, 160 '
S e et Initial round
o eax, enp

shr eax, 8

and eax, esi

noy eax, ds:dvord_18688DB58[eax*4]

xor eax, ds:dvord_18688D758[edx*4]

nov edx, edi

shr edx, 18h

xor eax, ds:dword_1008D358[edx*4]

nov edx, ecx

and edx, esi

xor eax, ds:dword_1088DFS8[edx*4]

nou edx, [esp+iCh+arg_8]

xor eax, [edx]

nou edx, ebp

nou [esp+iCh+Ual], eax

shr edx, 16h

and edx, esi

Final Round
shr eax, 8

and eax, esi

nou eax, ds:dword_1888DBS8[eax*4]

xor eax, ds:dword_1088D7S8[edx*4]

nov edx, ebx

shr edx, 18h

xor eax, ds:dword_1888D358[edx*4]

nov edx, edi

Figure: AES_encrypt subroutine Figure: Simplified AES_encrypt CFG
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Code realignment
ooooe

Waledac / OpenSSL : Findings

@ OpenSSL 0.9.8e compiled for being small (option /01)
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Code realignment
ooooe

Waledac / OpenSSL : Findings

@ OpenSSL 0.9.8e compiled for being small (option /01)

@ Use of AES for symmetric encryption

@ X.509 (certificate) handling, use of RSA and/or DSA
algorithm

e Calls to primality tests (consistent with asymetric encryption
like RSA but not exclusively)
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Code realignment
ooooe

Waledac / OpenSSL : Findings

OpenSSL 0.9.8e compiled for being small (option /01)

Use of AES for symmetric encryption

X.509 (certificate) handling, use of RSA and/or DSA
algorithm

Calls to primality tests (consistent with asymetric encryption
like RSA but not exclusively)

Waledac actually uses X509/RSA and AES encryption

We were able to find out without actually reversing its code

26 /34



More examples
[ Jelelelolole}

Duqu and Stuxnet

e Static analysis on their decrypted (and unpacked) main DLLs
(maindll.dll for Stuxnet and netp191.pnf for Duqu)
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More examples
[ Jelelelolole}

Duqu and Stuxnet

e Static analysis on their decrypted (and unpacked) main DLLs
(maindll.dll for Stuxnet and netp191.pnf for Duqu)
First analysis :

@ 26.5% of Duqu'’s subgraphs are common with Stuxnet (846
subgraphs)

@ 60.3% of Duqu’s nodes are in subgraphs matching with
Stuxnet (2215 nodes)

@ Duqu and Stuxnet are strongly related

27 /34



More examples
0®00000

Duqu / Stuxnet : common subroutines

maindll. decrypted.. subroutine netpl9l Decrypter subroutine

10042DB0 sub_10042C02 10013608 sub_100135FD
10042000 sub_10042C0z2 100136EE sub_100135FD
100420025 sub_10042C0z2 100136F0 sub_100135FD
10042003 sub_10042C0z2 100136FE sub_100135FD
1004ZDED sub_10042C0z2 10013708 sub_100135FD
10043116 sub_100430CE 1001353F sub_100134F7
1004311F sub_100430CE 10013543 sub_100134F7
10043135 sub_100430CE 10013561 sub_100134F7
10043140 sub_100430CE 10013576 sub_100134F7
10043155 sub_100430CE 1001357E sub_100134F7
10043157 sub_100430CE 10013580 sub_100134F7
10043161 sub_100430CE 10013554 sub_100134F7
10043176 sub_100430CE 10013544 sub_100134F7
10043153 sub_1004317C 100144E3 sub_10014400C

10043180 sub_1004317C 100144ED sub_10014400C

28 /34



More examples
00®0000

Duqu / Stuxnet : subroutine identification

@ Some of the common subroutines come from standard
librairies (libc...)

@ They are documented and should not be manually reversed
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More examples
00®0000

Duqu / Stuxnet : subroutine identification

Some of the common subroutines come from standard
librairies (libc...)

They are documented and should not be manually reversed

msvcr80.dll : Microsoft Visual C++ Run-Time
How to identify its code within Duqu / Stuxnet in IDA ?

29 /34



More examples
[eleleY Yolole}

Duqu / Stuxnet : libc identification

@ Learn msvcr80.dll ('libc’) and scan Duqu, Stuxnet
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More examples
[eleleY Yolole}

Duqu / Stuxnet : libc identification

@ Learn msvcr80.dll ('libc’) and scan Duqu, Stuxnet
IDA plugin will :
@ Mark the nodes common with msvcr80.dll

@ Rename the matched subroutines

30/34



More examples
[eleleleY Yole}

Duqu / Stuxnet : common subroutines

maindll. decrypted.  subroutine netp191_Decryph subroutine

10042080 sub_10042CD2 10013608 sub_100135FD

1004200 sub_10042C02 100136EE sub_100135FD

10042005 sub_10042C02 100136F0 sub_100135FD

10042003 sub_10042C02 100136FE sub_100135FD

1004Z0ED sub_10042C02 100137068 sub_100135FD

10043116 msver80$__beginthreadex  1001353F msver80$_ beginthreade:x
1004311F msvcr80$_beginthreadex 10013545 msver80$_ beginthreade:x
10043135 msver80$__beginthreadex 10013561 msver80$_beginthreade:x
10043140 msver80$_beginthreadex: 10013576 msver80$_beginthreadex
10043155 msver80$_beginthreadex  1001357E msverS0$_beginthreadex
10043157 msver80$_beginthreadex: 10013580 msver80$_beginthreadex
10043161 msver80$_ beginthreadex: 10013584 msver80$_ beginthreadesx
10043176 msver80$_ beginthreadex: 10013544 msver80$_ beginthreadesx
10043183 msverd0d_free 100144E3 msverS0s_free

10043180 msverd0d_free 100144ED msverS0$_free

Figure: Renamed subroutines matching between Duqu and Stuxnet

31/34



More examples
0000080

Highlighting msvcr80.dll in Stuxnet

_ 0O47EST ; SSUBROUTIMNE
msvcr80$_|mt\l:||tlﬂcknum 9B4TEIT
msvcrB0$_lod 8847E31 ; Function found in msvcr8@

mswer80%___sbh_find_black AOuTES
mswerB0§___sbh_free_block BB47E31
mswer80§__sbh_alloc_new BBu7E31 ; int _ cdecl msucrd BSJ‘ealloc (LPUDID 1pMem, int)

Attributes: bp-based frame

mswerE0$_ sbh_alloc_new 8847E31 public msvcr88$_realloc
msverfi0f_ sbh resize bln | OB47E31 msucr88$_realloc proc near ; CODE XREF: sub_10844C90
BO4FED

meverB0§__shh_aloc blocl | |ge7ra1 var 28 = duord ptr —28h
sub 10047207 AO47E31 var_1C = dword ptr -1Ch
sub_10047248 BOU7EI1 ms_exc = CPPEH_RECORD ptr —18h
sub_10047258 BO47E31 1pHen = dword ptr &
sub_10047293 BBUTEIT arg 4 = duord ptr ACh
sub_10047244 BB47ES
ullsub 2 BB47ES1 3 FUNGCTION GHUNK AT .text:18047F7E S1ZE BABABAGE BYTES
sub_100473C0 3331531 push  1gh
sub_1On473EC A047E33 push  offset stru_1006B278
sub_10047441 BOUTESS call
sub_1004745D BO47E3D moy ebx, [ebp+lphem]
sub_100474ES AO47ELD test ehx, ebx
mewer30§_ wchartodigit BBUTEL2 jnz short loc_10847E52
sub_10047730 AB47ELY push [ebp+arg 4]
cub_ 10047770 DO4TELT call sub_10843259

- BB47ELC pop LK
mswierBi$fastcopy_I 5
mswirdld  YEC memcoy EE"ZE—‘E - np Loc_1004801E

Figure: Colored (yellow) code of msvcr80.dll in Stuxnet, subroutines are
renamed



More examples
[elelelelole] }

Duqu / Stuxnet : summary

@ From the decrypted and unpacked DLLs from Stuxnet, we are
able to automatically find code shared with Duqu

o Before reversing, we identify standard (msvcr80.dll)
subroutines
o With IDA, we can identify and browse matching subroutines

33/34



Conclusion

Conclusion

o Identify used librairies
@ Show code similarities

e IDA Ul for browsing matched code
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Conclusion

Conclusion

Identify used librairies
Show code similarities

IDA Ul for browsing matched code

Thank you

Any question ? (aurelien.thierry@inria.fr)
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