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What is AFD.sys?

Default kernel module -

Property Val
i " . Description
A n CI I I a r F u n Ct I O n D rl Ve r File description  Ancillary Function Driver for WinSock
Type System file

ion 6.3.9600.17194

Ring 0 entrypoint for Winsock

Size 450 KB

Required for socket() calls el
Not all network comms use |it:

o winhttp  wininet
o webdav mrxsmb




Why AFD.sys?

e Sandbox accessibility P —
o Chrome YES
o Adobe Reader YES "
o |E EPM YES
[ ok [ Cacs

e History of bugs:
o CVE-2011-2005 CVE-2012-0148
o CVE-2013-3887  CVE-2014-1767



e Project Zero's goal:
“Make 0-days hard(er)”

e Strengthen Sandboxes

o Widely adopted strategy

o Increase attacker cost

o Ways to escape:
m Logic errors (broker process)
m Bugs in syscalls / win32k.sys
m Bugs in accessible devices!



Why AFD.sys?

e Cannot be disabled until Windows 8
o Even then not easy to disable

e Complexity and accessibility
o AFD.sys size ~500KB
m win32k.sys is 3.1MB
m most kernel drivers < 100KB
o 70 I0CTL’s reachable from \\Device\Afd\Endpoint
o Handles everything from TCP/IP to SAN



e socket(AF INET) call
ws2 32 (2 fn)
mswsock (4 fn)
wshtcpip (1 fn)
mswsock (IOCTL)

Windows Windows Windows
Sockets 16-bit | [Sockets 32-bit Sockets 32-bit
1.1 1.1 2.0
Application Application Application
Windows Sockets 1.1 API
Winsock.dll Wsock32.dll
Windows Sockets 2.0 API
Mswsoclk.dll
Ws2_32.dll Wshelp.di|

Windows Sockets 2.0 SPI

Layered Service Provider

Helper DLLs

Wshtcpip.dll
Wshnetbs.dll
Wshirda.dll
Wshatm.dll
Wshisn.dll
W shisotp.dll
Sfrnwshat.dll

Name Space DLLs

MNwprovau.dll
Rnrz0.dll
winrnr.dll

Msafd.dll

User Mode

Afd .sys

TDI Layer

Kernel Mode



AFD is a translator

e AFD acts as a server to user mode Winsock

o Abstracts multiple protocols

o Ends up relaying to:
m [ransport Driver Interface (TDI)
m \Winsock Kernel (WSK)

e Serves kernel mode clients as a WSK
provider (internal IOCTL)



e DbgPrint o

o Normally removed in release builds? & %’t‘
o 23 xrefs in Win7 o -
O 1 13 XrefS in W|n8 ‘DBGPRINTS EVERYWHERE

e 74/279 import DbgPrint* (~25%)
o Event Tracing for Windows (ETW) extensively used
o Helpful in RE efforts




e Several configurations pulled from registry:
o HKLM\System\CCS\Services\Afd
m Buffer sizes
m DisableRawSecurity - admin raw sockets
m DefaultSendWindow
m AfdReadRegistry() populates _AfdConfiglnfo
e Few are “Volatile” configurations
o Change notification registered



memse t32 (

->MajorFunction, {int)afdDispatch, 8x1Cu);

->MajorFunction[IRP_MJ DEVICE CONTROL] = { yafdDispatchDeviceControl;
->MajorFunction[IRP_MJ_INTERNAL_DEVICE_CONTROL] = { yafdWskDispatchInternalDeviceControl;
->MajorFunction[IRP_MJ SYSTEM _CONTROL] = { yafdEtwDispatch;

->FastloDispatch = { Y&AfdFastIoDispatch;

->DriverUnload = ( : N yafduUnload;

IOCTLs

Plug-n-Play Events

TDI address changes and filtering
RPC



e Easy to find tables
AfdIrpCallDispatch - functions
AfdloctlTable - numbers

nother level of indirection

AfdimmediateCallDispatch
For routines that always

lofCompleteRequest

O
O

O
O

. rdata:

00026730

180026738
:80082673C

1800826748
100026744

2:000826748

:80082674C
180026750
180826754
180026758

2:8082675C

100026760
1800826764

08026768

a:0802676C

. rdata:
. rdata:
. rdata:
. rdata:
. rdata:
. rdata:
. rdata:
. rdata:
. rdat
. rdata:
. rdata:

rdata:

. rdata:
. rdata:
. rdata:
. rdata:
. rdata:
. rdata:
:000267C8

. rdata:
. rdata:
. rdata:
. rdata:
. rdata:

180026770
100026774
1800826778

06026788
08026784
00026788
0802678C
068026790
08026794
00026798
0802679C

1800826748

00026704
08026748
0802674C
08026788
08026784
08026788
080267BC
060267C8
000267C4

080267CC
080267D8
0080267D4
080267D8
060267DC
080267E8
000267E4

2:0008267E8

080267EC
080267F0

:8008267F4
:800267F8
:808267FC
100026800
1800826804

068026808

a:0002680C

. rdata:
. rdata:
. rdata:
. rdata:
. rdata:
. rdata:
. rdata:
:80082683C

180026810
100026814
180026818

0002681C
080268208
08026824
00026828
0802682C
00026830
08026834
00026838

068026848

a:00026844

180026848
:6002684C
1800826850

_afdIrpcallDispatch dd offset @afdBindes

dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
dd offset
align 16h
; int afdloctlTable[]

DATA XREF:

@afdconnectes :
eafdStartListen@s :

afdDispatchDeviceControl {x, x)+32yr
afdBind (x, x)
afdConnect {x, x)

afdStartListen(x, x)

@afdwaitForListen@8 ; afdWaitForListen(x, x)

afdReceiveDatagran(x, x)

afdsendDatagran(x, x)

eafdacceptes afdaccept(x, x)
eafdReceive@8 : AfdReceive(x, %)
eafdReceiveDatagram@s
eafdSendes afdSend (x, x)
eafdSendDatagram@s
eafdPolles afdPoll (x, x)

eafdDispatchInnediateIrp@8 : AfdDispatchinmediatelrp (. x)

eafdGetaddress@s

eafdDispatchInnediatelrpes :

eafdDispatchImmediatelrp@8

eafdDispatchInnediatelrpes :

eafdDispatchInmediatelrp@s

eafdDispatchInnediatelrpes :

eafdDispatchInnediatelrpes

eafdDispatchInnediatelrpes ;
eafdDispatchInnediatelrpes ;

eafdDispatchImmediatelrp@8

eafdDispatchInnediatelrpes :

eafdDispatchInmediatelrp@s

eafdDispatchInnediatelrp@s :

eafdDispatchInnediatelrpes :
eafdDispatchInnediatelrpes :
eafdDispatchInnediatelrpes :

eafdDispatchImmediatelrp@8

eafdDispatchInnediatelrpes :

eafdDispatchInmediatelrp@s

eafdDispatchInnediatelrp@s :
@AfdTransnitFile@8 : afdTransnitFile(x, x)

eafdSuperaccept@s ;

eafdDispatchInnediatelrp@s :
eafdDispatchInnediatelrp@8 : afdDispatchinmediatelrp(x. x)

eafdDeferaccept@s :

afdeetaddress (x, x)

afdDispatchInnediatelrp(x, x)
afdDispatchInnediatelrp{x, x)
afdDispatchInnediatelrp{x, x)
afdDispatchInnediatelrp(x, x)
afdDispatchInnediatelrp{x, x)
afdpispatchInnediatelrp(x, %)
afdDispatchInnediatelrp{x, x)
afdpispatchInnediatelrp{x, x)
afdDispatchInnediatelrp(x, x)
afdDispatchInnediatelrp{x, x)
afdDispatchInnediatelrp(x, %)
afdDispatchInnediatelrp{x, x)
afdpispatchInnediatelrp(x, %)
afdDispatchInnediatelrp{x, x)
afdDispatchInnediatelrp{x, x)
afdDispatchInnediatelrp(x, x)
afdDispatchInnediatelrp{x, x)
afdpispatchInnediatelrp(x, %)
afdDispatchInnediatelrp{x, x)

afdSuperaccept(x, x)

afdDispatchInnediatelrp(x, x)

afdDeferaccept(x, x)

@afdwaitForListen@8 ; afdWaitForListen(x, x)

@eafdSetQoses
@nfdGetQos@s
eafdNoOperation@8 ;
@afdvalidateGroup@s :

afdsetQos (x, x)

afdGetQos (x, x)
afdNooOperation(x, x)
afdvalidateGroup(x, x)

@afdDispatchInnediatelrp@8 : afdDispatchinmediatelrp(x, x)
eafdDispatchInnediatelrp@s :

@eafdRoutingInterfaceChange@8 : afdRoutingInterfaceChange (x, x)

eafdDispatchInnediatelrp@s :

eafdaddressListChange@s :
eafdConnecte@s :

afdDispatchInnediatelrp(x, x)

afdDispatchInmediatelrp(x, x)

afdaddressListChange (x, x)
afdConnect (x, x)

eafdTliloControl@8 ; afdTliloControl (x, %)
eafdTransnitPackets@8 : afdTransmitPackets(x, x)

@afdSuperConnect@s :

afdSupercConnect (x, x)

eafdsuperDisconnect®8 ; afdSuperDisconnect (x, x)

eafdReceiveDatagram@s

afdReceiveDatagran{x, x)

eafdSendMessageDispatch@8 : afdSendMessageDispatch(x, x)
eafdDispatchImmediatelrp@8 :
; afdDispatchInmediatelrp(x, x)
eafdDispatchImmediatelrp@8 ; AfdDispatchImmediatelrp(x, x}

eafdDispatchInnediatelrpes

@afdSanConnectHandler@s :

afdDispatchInmediatelrp(x, x)

afdSanConnec tHandler (, x)

eafdDispatchInmediatelrp@8 : afdDispatchinnediatelrp(x, x)
eafdDispatchinmediatelrpes ;
eafdDispatchInnediatelrpes :
eafdDispatchInmediatelIrp@8 ; afdDispatchinmediatelrp(x, )
eafdDispatchInmediatelrpes ;
eafdSanAcquireContext@8 ; afdSanacquireContext{x, x)
eafdDispatchinmediatelrpes ;
eafdDispatchInmediatelrp@8 : afdDispatchinnediatelrp(x, x)
eafdDispatchInnediatelrp@8 :
eafdDispatchInnediatelrpes :

@afd: dd

ListCh ; af

afdDispatchInnediatelrp{x, x)
afdpispatchInnediatelrp{x, x)

afdDispatchInnediatelrp{x, x)
afdDispatchInnediatelrp(x, x)
afdDispatchInnediatelrp{x, x)

afdDispatchInnediatelrp{x, x)
Listchange (x, x)

@afdUnBindSocket@8 : fdUnBindSocket (x, x)
eafdDispatchImmediatelrp@8 ; afdDispatchImmediatelrp(x, x)

@afdRioRs afdRio(x, %)



Immediate Call Dispatch

_afdIrpcallDispatch dd offset @afdBind@s

AfdBind(x, %
dd offset @afdConnec t@8 aAfdConnect(x, 3
dd offset RafdStartListen@8 afdStartl
dd offset RafdWaitForListen@8 afdwai ti
dd offset @afdaccept@s aAfdaccept{x, x)
dd offset @PafdReceive@s AfdReceive(x, s
dd offset @AfdReceiveDatagram@8 afdRe

dd offset @aAfdSend@8 aAfdSend {x, x) dd o

dd offset @AfdSendDatagram@8 : afdSendD dd o

dd offset @afdPoll@ES afdPoll (%, x) dd o

dd offset @afdDispatchImmediatelrp@8 ; ¢ — dd offset _afdPartialDisconnect@32 ; afdi
dd offset @afdGetAddress@8 : AfdGetaddr: = 4o -

dd offset @afdDispatchImmediatelrp@8 ; ¢ dd offset _afdQueryReceiveInformation@32

dd offset @afdDispatchImmediatelrp@8 [ dd offset _afdQueryHandles@32 afdQuervH
dd offset @afdDispatchImmediatelrp@8 : | dd offset _afdSetInformation@32 ; Afdsel
dd offset @afdDispatchImmediatelrp@8 : | dd offset _afdGetRemoteaddress@32 ; afdGe
dd offset @afdDispatchImmediatelrp@8 ; ¢ dd offset AafdGetContext@32 afdGetCon t
dd offset @afdDispatchImmediatelrp@8 ¢ dd offset afdSetContext@32 afdSetConte
dd offset @afdDispatchImmediatelrp@8 1 e o

dd offset @afdDispatchImmediatelrp@s8



Static Bug Hunting

e \Windows 7 x86

e Basic bottom up static analysis
o memcpy, memmove, ExAllocatePool*, etc
o functions with __ security check cookie xrefs
o functions with large stack buffers
o object reference counts
e Script to find unchecked return values
o EXxAllocatePool* (Note: TagPriority raises exception)



Static Bug Hunting

e Manual review of all reachable IOCTLs
o Not WSK or SAN related IOCTLs

Data alignment

Proper size restrictions

TOCTOU on METHOD_NEITHER IOCTLs

Integer under/overflow issues

Signed integer issues

O O O O O



e Preference for static / dynamic analysis

o Better understanding of target
o Leads to better fuzzers

e Two weeks fuzz time
o Single core
o Simple fuzzer
m Hitall [OCTLs
m Usermode buffer mutated in another thread
m Basic awareness of what was expected data



e "Native” AFD library

o Skip user mode winsock entirely
o Compile into shellcode for use in a sandbox
o Feedback into a more intelligent fuzzer

e More fuzzing

o At scale
o More expected data structures defined

e Manual review of WSK and SAN functions



e (Google
e Project Zero
e James Forshaw







