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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Malware analysis: Backspace

APT30 RAT (2015, see FireEye’s whitepaper)

Encrypted configuration (C&Cs, ports...):

I Simple, custom ”decryption” routine

I Many variants of the decryption algorithm
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Malware analysis: Backspace

Goals:

I Detection

I Classify variants

I Decrypt configuration variables

YARA:

I Works on bytes (regular expression)

I What is ”80??1180??25” ?

grap:

I Based on the instructions and their graph

I ”xor ??, 0x11” then ”sub ??, 0x25”
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

grap overview (standalone tool)

I graphs: DOT1 files

I grap2: standalone tool + python bindings (pygrap) + IDA plugin

grap:
python

Disassembly3: python
(based on Capstone)

DOT parser:
flex + bison (C)

Graph matching:
C++

grap-match (binary)
import exec

backspace.exe backspace.dot

pattern.dot

match +
extraction

1The DOT Language: http://www.graphviz.org/content/dot-language
2Open source: https://bitbucket.org/cybertools/grap
3Thanks to @YoannFrancou for his work on the disassembler
4
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Control flow graph (CFG)

8B 44 24

04 03 C1

8A 10 80

F2 11 80

EA 25 41

3B 4C 24

08 88 10

7C E9

Bytes (hex)

mov eax, [esp+4]
add ecx, eax
mov dl, [eax]
xor dl, 0x11
sub dl, 0x25
inc ecx
cmp ecx, [esp+8]
mov [eax], dl
jl 0x40129b
retn

Assembly listing

mov eax, [esp+4]

add ecx, eax

mov dl, [eax]

xor dl, 0x11

sub dl, 0x25

inc ecx

cmp ecx, [esp+8]

mov [eax], dl

jl 0x40129b

retn

Control flow graph (CFG)

Standalone tool:

I Recursive (static)
disassembler

I Based on Capstone

IDA plugin:

I Graph created by IDA
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Graph matching

Pattern (10 nodes) Test (8820 nodes)

mov eax, [esp+4]

add ecx, eax

mov dl, [eax]

xor dl, 0x11

sub dl, 0x25

inc ecx

cmp ecx, [esp+8]

mov [eax], dl

jl 0x40129b

retn

 BB (0x403144 .. 0x403148)(0x5)
0x403144 pop edi
0x403145 pop esi
0x403146 pop ebx
0x403147 leave
0x403148 ret

 BB (0x401792 .. 0x40179c)(0xb)
0x401792 push ebx
0x401793 lea eax, [ebp - 8]
0x401796 push ebx
0x401797 push eax
0x401798 push 0x404000

 BB (0x40179d .. 0x4017a8)(0xc)
0x40179d push ebx (x2)
0x40179f call dword [0x4050bc]
0x4017a5 cmp eax, ebx
0x4017a7 je 0x4017b2

2

 BB (0x4032a2 .. 0x4032cd)(0x2c)
0x4032a2 push esi (x2)
0x4032a4 lea eax, [ebp - 0x14]
0x4032a7 push esi
0x4032a8 push eax
0x4032a9 push esi
0x4032aa push dword [ebp - 4]
0x4032ad mov dword [ebp - 0x14], 1
0x4032b4 mov dword [ebp - 8], 2
0x4032bb call dword [0x405000]
0x4032c1 call dword [0x405068]
0x4032c7 mov esi, eax
0x4032c9 neg esi
0x4032cb sbb esi, esi
0x4032cd inc esi

 BB (0x4032ce .. 0x4032d6)(0x9)
0x4032ce push dword [ebp - 4]
0x4032d1 call dword [0x405058]

3

 BB (0x4012dc .. 0x4012e4)(0x9)
0x4012dc cmp eax, -1
0x4012df pop ecx
0x4012e0 mov dword [ebp - 8], eax
0x4012e3 je 0x40135f

 BB (0x40135f .. 0x401362)(0x4)
0x40135f xor eax, eax
0x401361 jmp 0x40137d

2

 BB (0x4012e5 .. 0x4012e8)(0x4)
0x4012e5 test eax, eax
0x4012e7 jne 0x4012f0

1

 BB (0x4017fc .. 0x40180d)(0x12)
0x4017fc lea eax, [ebp - 0x10c]
0x401802 push eax
0x401803 push esi
0x401804 call dword [0x4050d4]
0x40180a test eax, eax
0x40180c je 0x401813

 BB (0x401813 .. 0x401815)(0x3)
0x401813 push 1
0x401815 pop eax

2  BB (0x40180e .. 0x401812)(0x5)
0x40180e call 0x403000

3

 BB (0x401130 .. 0x401136)(0x7)
0x401130 mov edi, eax
0x401132 cmp edi, -1
0x401135 je 0x40117c

 BB (0x40117c .. 0x40117e)(0x3)
0x40117c push 1
0x40117e pop eax

2

 BB (0x401137 .. 0x401140)(0xa)
0x401137 lea eax, [ebp - 0x1c]
0x40113a push eax
0x40113b push edi
0x40113c call 0x4019f4

1

 BB (0x403062 .. 0x4030fc)(0x9b)
0x403062 lea eax, [ebp - 0x244]
0x403068 push 0x406124
0x40306d push eax
0x40306e call dword [0x405098]
0x403074 mov esi, dword [0x4050d0]
0x40307a lea eax, [ebp - 0x140]
0x403080 push eax
0x403081 lea eax, [ebp - 0x244]
0x403087 push eax
0x403088 call esi
0x40308a lea eax, [ebp - 0x244]
0x403090 push 0x40611c
0x403095 push eax
0x403096 call esi
0x403098 lea eax, [ebp - 0x348]
0x40309e mov dword [ebp - 0x34], edi
0x4030a1 mov dword [ebp - 0x2c], eax
0x4030a4 lea eax, [ebp - 0x244]
0x4030aa mov dword [ebp - 0x24], edi
0x4030ad mov dword [ebp - 0x20], edi
0x4030b0 mov edi, dword [0x405040]
0x4030b6 push 0x100
0x4030bb mov dword [ebp - 0x3c], 0x3c
0x4030c2 mov dword [ebp - 0x30], 0x406114
0x4030c9 mov dword [ebp - 0x28], eax
0x4030cc mov dword [ebp - 0x38], 0x40
0x4030d3 call edi
0x4030d5 mov esi, dword [0x405044]
0x4030db push eax
0x4030dc call esi
0x4030de mov ebx, dword [0x405048]
0x4030e4 push 0xf
0x4030e6 call ebx
0x4030e8 push eax
0x4030e9 call dword [0x40504c]
0x4030ef lea eax, [ebp - 0x3c]
0x4030f2 push eax
0x4030f3 call dword [0x40515c]
0x4030f9 test eax, eax
0x4030fb je 0x403130

 BB (0x4030fd .. 0x40312f)(0x33)
0x4030fd push 0x40
0x4030ff push dword [ebp - 4]
0x403102 call esi
0x403104 push 1
0x403106 push dword [ebp - 4]
0x403109 call dword [0x405050]
0x40310f xor esi, esi
0x403111 lea eax, [ebp - 0x140]
0x403117 push esi
0x403118 push eax
0x403119 push 1
0x40311b push 4
0x40311d call dword [0x405158]
0x403123 push esi (x2)
0x403125 call dword [0x405170]
0x40312b push 1
0x40312d pop eax
0x40312e jmp 0x403144

4

 BB (0x403130 .. 0x403141)(0x12)
0x403130 push 0x20
0x403132 call edi
0x403134 push eax
0x403135 call esi
0x403137 push 0
0x403139 call ebx
0x40313b push eax
0x40313c call dword [0x40504c]

5

 BB (0x4018be .. 0x4018c5)(0x8)
0x4018be cmp dword [0x406290], ebx
0x4018c4 jne 0x4018d2

 BB (0x4018d2 .. 0x4018d6)(0x5)
0x4018d2 call 0x4019ba

1

 BB (0x4018c6 .. 0x4018d1)(0xc)
0x4018c6 push 0x4019cc
0x4018cb call dword [0x4050fc]
0x4018d1 pop ecx

0

 BB (0x401261 .. 0x401265)(0x5)
0x401261 pop edi
0x401262 pop esi
0x401263 pop ebx
0x401264 leave
0x401265 ret

 BB (0x401418 .. 0x401420)(0x9)
0x401418 mov eax, dword [ebp - 0x228]
0x40141e mov dword [ebp + 8], eax

 BB (0x401421 .. 0x40143d)(0x1d)
0x401421 mov edi, dword [ebp - 8]
0x401424 lea eax, [ebp - 0xc]
0x401427 push eax
0x401428 push esi
0x401429 push edi
0x40142a push dword [ebp + 8]
0x40142d push dword [ebp + 0xc]
0x401430 call dword [0x4050a8]
0x401436 test eax, eax
0x401438 je 0x4014ce

0

 BB (0x401184 .. 0x40119f)(0x1c)
0x401184 push ebp
0x401185 mov ebp, esp
0x401187 sub esp, 0x268
0x40118d push ebx
0x40118e push esi
0x40118f push edi
0x401190 push 0x10
0x401192 pop ecx
0x401193 mov esi, 0x40601c
0x401198 lea edi, [ebp - 0x164]
0x40119e push 0x30

 BB (0x4011a0 .. 0x4011a1)(0x2)
0x4011a0 rep movsd dword es:[edi], dword ptr [esi]

2

 BB (0x40117f .. 0x401183)(0x5)
0x40117f pop edi
0x401180 pop esi
0x401181 pop ebx
0x401182 leave
0x401183 ret

0

 BB (0x40137d .. 0x401381)(0x5)
0x40137d pop edi
0x40137e pop esi
0x40137f pop ebx
0x401380 leave
0x401381 ret

0

 BB (0x401124 .. 0x40112f)(0xc)
0x401124 mov dword [ebp - 0x1c], 0x1c
0x40112b call 0x4019e8

1

 BB (0x4019e8 .. 0x4019ed)(0x6)
0x4019e8 jmp dword [0x405078]

0

 BB (0x40328e .. 0x4032a1)(0x14)
0x40328e lea eax, [ebp - 0x10]
0x403291 push eax
0x403292 push 0x406258
0x403297 push esi
0x403298 call dword [0x405014]
0x40329e test eax, eax
0x4032a0 je 0x4032ce

2

3

 BB (0x40143e .. 0x401448)(0xb)
0x40143e sub esi, dword [ebp - 4]
0x401441 and dword [ebp + 0x10], 0
0x401445 test esi, esi
0x401447 jle 0x40146b

2

 BB (0x4014ce .. 0x4014d1)(0x4)
0x4014ce xor eax, eax
0x4014d0 jmp 0x40146e

3

 BB (0x401148 .. 0x40114c)(0x5)
0x401148 cmp dword [ebp - 0x10], ebx
0x40114b jne 0x401168

 BB (0x401168 .. 0x401171)(0xa)
0x401168 lea eax, [ebp - 0x1c]
0x40116b push eax
0x40116c push edi
0x40116d call 0x4019ee

0

 BB (0x40114d .. 0x401151)(0x5)
0x40114d cmp dword [esi], 0
0x401150 jne 0x401159

1

 BB (0x401581 .. 0x40158e)(0xe)
0x401581 push dword [ebp - 4]
0x401584 call dword [0x4050dc]
0x40158a jmp 0x401620

 BB (0x401620 .. 0x401626)(0x7)
0x401620 pop edi
0x401621 pop esi
0x401622 xor eax, eax
0x401624 pop ebx
0x401625 leave
0x401626 ret

1

 BB (0x4019f4 .. 0x4019f9)(0x6)
0x4019f4 jmp dword [0x405080]

3

 BB (0x401141 .. 0x401144)(0x4)
0x401141 test eax, eax
0x401143 je 0x40117c

2

 BB (0x4012f0 .. 0x4012fe)(0xf)
0x4012f0 push 8
0x4012f2 call dword [0x405138]
0x4012f8 mov ebx, eax
0x4012fa pop ecx
0x4012fb test ebx, ebx
0x4012fd je 0x40135f

1

 BB (0x4012e9 .. 0x4012ef)(0x7)
0x4012e9 push 0x1f4
0x4012ee jmp 0x40134a

0

 BB (0x401200 .. 0x401204)(0x5)
0x401200 cmp dword [ebp - 0xc], ebx
0x401203 je 0x401209

 BB (0x401209 .. 0x40121b)(0x13)
0x401209 xor eax, eax
0x40120b lea edi, [ebp - 0x18]
0x40120e mov dword [ebp - 0x1c], ebx
0x401211 push 0x11
0x401213 stosd dword es:[edi], eax (x3)
0x401216 pop ecx
0x401217 xor eax, eax
0x401219 lea edi, [ebp - 0x60]

1

 BB (0x401205 .. 0x401208)(0x4)
0x401205 xor eax, eax
0x401207 jmp 0x401261

0

 BB (0x40146b .. 0x40146d)(0x3)
0x40146b push 1
0x40146d pop eax

 BB (0x40146e .. 0x401472)(0x5)
0x40146e pop edi
0x40146f pop esi
0x401470 pop ebx
0x401471 leave
0x401472 ret

0

 BB (0x401405 .. 0x401411)(0xd)
0x401405 lea eax, [ebp - 0x23c]
0x40140b push eax
0x40140c push edi
0x40140d call 0x4019fa

 BB (0x4019fa .. 0x4019ff)(0x6)
0x4019fa jmp dword [0x4050ac]

2

 BB (0x401412 .. 0x401415)(0x4)
0x401412 test eax, eax
0x401414 jne 0x4013ef

1

 BB (0x4011a2 .. 0x4011ad)(0xc)
0x4011a2 movsb byte es:[edi], byte ptr [esi]
0x4011a3 pop ecx
0x4011a4 xor eax, eax
0x4011a6 lea edi, [ebp - 0x123]
0x4011ac xor ebx, ebx

 BB (0x4011ae .. 0x4011af)(0x2)
0x4011ae rep stosd dword es:[edi], eax

2

 BB (0x401716 .. 0x40171a)(0x5)
0x401716 cmp dword [ebp - 4], ebx
0x401719 je 0x401754

 BB (0x401754 .. 0x401758)(0x5)
0x401754 call 0x40326e

0

 BB (0x40171b .. 0x40171f)(0x5)
0x40171b call 0x4014d2

1

3

 BB (0x4012ff .. 0x40130d)(0xf)
0x4012ff xor eax, eax
0x401301 mov edi, ebx
0x401303 stosd dword es:[edi], eax
0x401304 push ebx
0x401305 push dword [ebp - 8]
0x401308 stosd dword es:[edi], eax
0x401309 call 0x40110b

2

 BB (0x40326e .. 0x40328d)(0x20)
0x40326e push ebp
0x40326f mov ebp, esp
0x403271 sub esp, 0x14
0x403274 lea eax, [ebp - 4]
0x403277 push esi
0x403278 push eax
0x403279 push 0x28
0x40327b xor esi, esi
0x40327d call dword [0x405040]
0x403283 push eax
0x403284 call dword [0x405010]
0x40328a test eax, eax
0x40328c je 0x4032d7

0

 BB (0x401759 .. 0x401764)(0xc)
0x401759 lea eax, [ebp - 8]
0x40175c mov dword [ebp - 8], ebx
0x40175f push eax
0x401760 call 0x401266

1

 BB (0x40176d .. 0x40177d)(0x11)
0x40176d push 0x3e8
0x401772 call dword [0x40508c]
0x401778 push esi
0x401779 call 0x4032dc

 BB (0x4032dc .. 0x4032e6)(0xb)
0x4032dc push ebp
0x4032dd mov ebp, esp
0x4032df push ecx
0x4032e0 push esi
0x4032e1 push edi
0x4032e2 call 0x40326e

1

 BB (0x40177e .. 0x40177e)(0x1)
0x40177e pop ecx

2

3

 BB (0x4032d7 .. 0x4032db)(0x5)
0x4032d7 mov eax, esi
0x4032d9 pop esi
0x4032da leave
0x4032db ret

4

 BB (0x4031d5 .. 0x4031fb)(0x27)
0x4031d5 lea eax, [ebp - 0x12c]
0x4031db push eax
0x4031dc lea eax, [ebp - 0x134]
0x4031e2 push eax
0x4031e3 lea eax, [ebp - 0x13c]
0x4031e9 push eax
0x4031ea push esi
0x4031eb call dword [0x405034]
0x4031f1 push esi
0x4031f2 mov edi, eax
0x4031f4 call dword [0x405058]
0x4031fa mov eax, edi

 BB (0x4031fc .. 0x4031ff)(0x4)
0x4031fc pop edi
0x4031fd pop esi
0x4031fe leave
0x4031ff ret

2

 BB (0x4014cc .. 0x4014cd)(0x2)
0x4014cc jmp 0x40146b

0

 BB (0x4017e6 .. 0x4017fb)(0x16)
0x4017e6 push 1
0x4017e8 push 0x7d0
0x4017ed call dword [0x405064]
0x4017f3 lea eax, [ebp - 0x10c]
0x4017f9 push eax
0x4017fa jmp 0x4017e0

 BB (0x4017e0 .. 0x4017e5)(0x6)
0x4017e0 call edi
0x4017e2 test eax, eax
0x4017e4 jne 0x4017fc

2

 BB (0x401095 .. 0x40109d)(0x9)
0x401095 call esi
0x401097 add esp, 0xc
0x40109a test eax, eax
0x40109c je 0x4010c8

 BB (0x4010c8 .. 0x4010cf)(0x8)
0x4010c8 mov eax, dword [ebp - 0x124]
0x4010ce jmp 0x4010d2

1

 BB (0x40109e .. 0x4010ac)(0xf)
0x40109e lea eax, [ebp - 0x12c]
0x4010a4 push eax
0x4010a5 push dword [ebp - 4]
0x4010a8 call 0x4019dc

2

 BB (0x40164c .. 0x401658)(0xd)
0x40164c call dword [0x405068]
0x401652 cmp eax, 0xb7
0x401657 jne 0x40166a

 BB (0x40166a .. 0x401698)(0x2f)
0x40166a mov edi, 0x104
0x40166f mov esi, 0x406364
0x401674 push edi
0x401675 push esi
0x401676 push ebx
0x401677 call dword [0x40505c]
0x40167d push edi
0x40167e push esi (x2)
0x401680 call dword [0x405060]
0x401686 push 0x40
0x401688 xor eax, eax
0x40168a pop ecx
0x40168b lea edi, [ebp - 0x10b]
0x401691 mov byte [ebp - 0x10c], bl
0x401697 push 0x40

1

 BB (0x401659 .. 0x401669)(0x11)
0x401659 push dword [0x40656c]
0x40165f call dword [0x405058]
0x401665 jmp 0x40170f

2

 BB (0x401473 .. 0x401478)(0x6)
0x401473 cmp dword [ebp + 0x14], 0
0x401477 je 0x40146b

0

 BB (0x401479 .. 0x40147e)(0x6)
0x401479 mov esi, dword [0x40506c]

1

 BB (0x401416 .. 0x401417)(0x2)
0x401416 jmp 0x401421

1

 BB (0x4013ef .. 0x401404)(0x16)
0x4013ef push dword [ebp + 8]
0x4013f2 lea eax, [ebp - 0x21c]
0x4013f8 push eax
0x4013f9 call dword [0x405140]
0x4013ff pop ecx
0x401400 test eax, eax
0x401402 pop ecx
0x401403 je 0x401418

0

 BB (0x401783 .. 0x40178c)(0xa)
0x401783 push ebx (x3)
0x401786 push 0x401000
0x40178b jmp 0x40179d

1

 BB (0x40326c .. 0x40326d)(0x2)
0x40326c pop edi
0x40326d ret

 BB (0x4014c8 .. 0x4014cb)(0x4)
0x4014c8 test ebx, ebx
0x4014ca jne 0x40147f

0

 BB (0x40147f .. 0x4014a4)(0x26)
0x40147f push 0x406098
0x401484 call esi
0x401486 push 0x40608c
0x40148b push eax
0x40148c mov dword [ebp + 0x14], eax
0x40148f call dword [0x4050a4]
0x401495 push dword [ebx]
0x401497 xor edi, edi
0x401499 push edi
0x40149a push 0x1f03ff
0x40149f call eax
0x4014a1 test eax, eax
0x4014a3 je 0x4014b8

1

 BB (0x40130e .. 0x401323)(0x16)
0x40130e pop ecx (x2)
0x401310 push dword [ebp - 8]
0x401313 push 0
0x401315 push 0x1f0fff
0x40131a call dword [0x405090]
0x401320 test eax, eax
0x401322 je 0x40133c

2

 BB (0x40110b .. 0x401121)(0x17)
0x40110b push ebp
0x40110c mov ebp, esp
0x40110e sub esp, 0x1c
0x401111 push ebx
0x401112 mov ebx, dword [ebp + 8]
0x401115 push esi
0x401116 push edi
0x401117 push 6
0x401119 xor eax, eax
0x40111b pop ecx
0x40111c lea edi, [ebp - 0x18]
0x40111f push ebx
0x401120 push 4

3

 BB (0x401752 .. 0x401753)(0x2)
0x401752 pop ecx (x2)

0

0

 BB (0x40121e .. 0x401260)(0x43)
0x40121e lea eax, [ebp - 0x1c]
0x401221 mov dword [ebp - 0x60], 0x44
0x401228 push eax
0x401229 lea eax, [ebp - 0x60]
0x40122c push eax
0x40122d push ebx (x2)
0x40122f push 0x8000000
0x401234 push ebx (x2)
0x401236 lea eax, [ebp - 0x268]
0x40123c push ebx
0x40123d push eax
0x40123e push ebx
0x40123f mov dword [ebp - 0x34], 0x101
0x401246 mov word [ebp - 0x30], bx
0x40124a call dword [0x405088]
0x401250 push 0x1f4
0x401255 push dword [ebp - 0x18]
0x401258 call dword [0x405084]
0x40125e mov eax, dword [ebp - 0x14]

4

 BB (0x401699 .. 0x40169a)(0x2)
0x401699 rep stosd dword es:[edi], eax 0

 BB (0x40169b .. 0x4016ac)(0x12)
0x40169b stosw word es:[edi], ax
0x40169d stosb byte es:[edi], al
0x40169e pop ecx
0x40169f xor eax, eax
0x4016a1 lea edi, [ebp - 0x20f]
0x4016a7 mov byte [ebp - 0x210], bl

1

 BB (0x401332 .. 0x40133b)(0xa)
0x401332 add esp, 0x10
0x401335 mov dword [ebp - 0xc], eax
0x401338 test eax, eax
0x40133a jne 0x401363

 BB (0x401363 .. 0x401371)(0xf)
0x401363 push ebx
0x401364 call dword [0x405134]
0x40136a pop ecx
0x40136b mov dword [ebp - 0xc], 1

1

 BB (0x40133c .. 0x401349)(0xe)
0x40133c push ebx
0x40133d call dword [0x405134]
0x401343 mov dword [esp], 0x3e8

2

 BB (0x4010d2 .. 0x4010d6)(0x5)
0x4010d2 pop edi
0x4010d3 pop esi
0x4010d4 pop ebx
0x4010d5 leave
0x4010d6 ret

0

 BB (0x4017ce .. 0x4017d2)(0x5)
0x4017ce cmp dword [ebp - 4], ebx
0x4017d1 je 0x401813

1

 BB (0x4017d3 .. 0x4017df)(0xd)
0x4017d3 mov edi, dword [0x405168]
0x4017d9 lea eax, [ebp - 0x10c]
0x4017df push eax

0

 BB (0x401564 .. 0x401580)(0x1d)
0x401564 lea eax, [ebp - 0x110]
0x40156a push 0x4060b8
0x40156f push eax
0x401570 movsw word es:[edi], word ptr [esi]
0x401572 call dword [0x405128]
0x401578 pop ecx
0x401579 mov dword [ebp - 8], eax
0x40157c test eax, eax
0x40157e pop ecx
0x40157f jne 0x40158f

2

 BB (0x40158f .. 0x4015ea)(0x5c)
0x40158f mov esi, 0x4060b4
0x401594 lea edi, [ebp - 0xc]
0x401597 movsw word es:[edi], word ptr [esi]
0x401599 push eax
0x40159a push 2
0x40159c movsb byte es:[edi], byte ptr [esi]
0x40159d mov esi, dword [0x40512c]
0x4015a3 lea eax, [ebp - 0xc]
0x4015a6 push 1
0x4015a8 push eax
0x4015a9 call esi
0x4015ab push dword [ebp - 8]
0x4015ae push ebx
0x4015af push 1
0x4015b1 push dword [ebp - 4]
0x4015b4 call esi
0x4015b6 push dword [ebp - 8]
0x4015b9 call dword [0x405130]
0x4015bf add esp, 0x24
0x4015c2 push dword [ebp - 4]
0x4015c5 call dword [0x4050dc]
0x4015cb mov esi, 0x406468
0x4015d0 push 3
0x4015d2 lea eax, [ebp - 0x110]
0x4015d8 push esi
0x4015d9 push eax
0x4015da call dword [0x4050b8]
0x4015e0 push 0x4062a0
0x4015e5 push esi
0x4015e6 call 0x40206a

3

 BB (0x401372 .. 0x40137c)(0xb)
0x401372 mov eax, dword [ebp + 8]
0x401375 mov ecx, dword [ebp - 4]
0x401378 mov dword [eax], ecx
0x40137a mov eax, dword [ebp - 0xc]

1

0

 BB (0x401145 .. 0x401147)(0x3)
0x401145 mov esi, dword [ebp + 0xc]

1

 BB (0x40121c .. 0x40121d)(0x2)
0x40121c rep stosd dword es:[edi], eax

2

 BB (0x401324 .. 0x401331)(0xe)
0x401324 push ebx
0x401325 push dword [ebp - 8]
0x401328 push eax
0x401329 lea eax, [ebp - 0x20]
0x40132c push eax
0x40132d call 0x401382

3

 BB (0x401382 .. 0x4013c5)(0x44)
0x401382 push ebp
0x401383 mov ebp, esp
0x401385 sub esp, 0x23c
0x40138b push ebx
0x40138c push esi
0x40138d push edi
0x40138e mov esi, 0x406010
0x401393 lea edi, [ebp - 0x18]
0x401396 or ecx, 0xffffffff
0x401399 movsd dword es:[edi], dword ptr [esi] (x3)
0x40139c lea edi, [ebp - 0x18]
0x40139f xor eax, eax
0x4013a1 repne scasb al, byte es:[edi]
0x4013a3 mov ebx, dword [ebp + 0x14]
0x4013a6 mov esi, 0x7530
0x4013ab not ecx
0x4013ad dec ecx
0x4013ae push esi
0x4013af mov dword [ebp - 4], ecx
0x4013b2 call dword [0x405138]
0x4013b8 pop ecx
0x4013b9 mov dword [ebp - 8], eax
0x4013bc push dword [ebp + 0x10]
0x4013bf push 8
0x4013c1 call 0x4019e8

2

 BB (0x403341 .. 0x403344)(0x4)
0x403341 pop edi
0x403342 pop esi
0x403343 leave
0x403344 ret

 BB (0x4017a9 .. 0x4017b1)(0x9)
0x4017a9 push -1
0x4017ab push eax
0x4017ac call dword [0x405084]

 BB (0x4017b2 .. 0x4017ba)(0x9)
0x4017b2 mov eax, dword [0x40656c]
0x4017b7 cmp eax, ebx
0x4017b9 je 0x4017ce

1

 BB (0x4011b0 .. 0x4011dc)(0x2d)
0x4011b0 stosw word es:[edi], ax
0x4011b2 stosb byte es:[edi], al
0x4011b3 lea eax, [ebp - 4]
0x4011b6 mov dword [ebp - 4], ebx
0x4011b9 push eax
0x4011ba push 0x20019
0x4011bf lea eax, [ebp - 0x164]
0x4011c5 push ebx
0x4011c6 push eax
0x4011c7 push 0x80000002
0x4011cc mov dword [ebp - 8], 0x104
0x4011d3 call dword [0x405004]
0x4011d9 test eax, eax
0x4011db jne 0x401200

3

 BB (0x4011dd .. 0x4011ff)(0x23)
0x4011dd lea eax, [ebp - 8]
0x4011e0 push eax
0x4011e1 lea eax, [ebp - 0x268]
0x4011e7 push eax
0x4011e8 push ebx (x3)
0x4011eb push dword [ebp - 4]
0x4011ee call dword [0x405008]
0x4011f4 push dword [ebp - 4]
0x4011f7 mov dword [ebp - 0xc], eax
0x4011fa call dword [0x40500c]

2

 BB (0x40102e .. 0x401045)(0x18)
0x40102e push ebp
0x40102f mov ebp, esp
0x401031 sub esp, 0x12c
0x401037 push ebx
0x401038 push esi
0x401039 push edi
0x40103a push 0x49
0x40103c pop ecx
0x40103d xor eax, eax
0x40103f lea edi, [ebp - 0x128]
0x401045 push eax

 BB (0x401046 .. 0x401047)(0x2)
0x401046 rep stosd dword es:[edi], eax

2

 BB (0x403000 .. 0x403029)(0x2a)
0x403000 push ebp
0x403001 mov ebp, esp
0x403003 sub esp, 0x348
0x403009 push ebx
0x40300a push esi
0x40300b mov esi, 0x104
0x403010 push edi
0x403011 lea eax, [ebp - 0x140]
0x403017 push esi
0x403018 xor edi, edi
0x40301a push eax
0x40301b push edi
0x40301c call dword [0x40505c]
0x403022 test eax, eax
0x403024 je 0x403142

 BB (0x40302a .. 0x403046)(0x1d)
0x40302a lea eax, [ebp - 0x140]
0x403030 push esi
0x403031 push eax
0x403032 lea eax, [ebp - 0x140]
0x403038 push eax
0x403039 call dword [0x405060]
0x40303f test eax, eax
0x403041 je 0x403142

4

 BB (0x403142 .. 0x403143)(0x2)
0x403142 xor eax, eax

3

2

 BB (0x4032e7 .. 0x4032ea)(0x4)
0x4032e7 test eax, eax
0x4032e9 je 0x4032fe

3

1

1

2

 BB (0x4019dc .. 0x4019e1)(0x6)
0x4019dc jmp dword [0x405070]

1

 BB (0x4010ad .. 0x4010b0)(0x4)
0x4010ad test eax, eax
0x4010af je 0x4010d0

2

 BB (0x401765 .. 0x40176c)(0x8)
0x401765 cmp dword [ebp - 4], ebx
0x401768 pop ecx
0x401769 mov edi, eax
0x40176b jne 0x40177f

2

 BB (0x40177f .. 0x401782)(0x4)
0x40177f cmp edi, ebx
0x401781 jne 0x40178d

1

 BB (0x401070 .. 0x401073)(0x4)
0x401070 test eax, eax
0x401072 jne 0x401078

 BB (0x401074 .. 0x401077)(0x4)
0x401074 mov eax, esi
0x401076 jmp 0x4010d2

1

 BB (0x401078 .. 0x401094)(0x1d)
0x401078 mov ebx, dword [ebp + 8]
0x40107b mov ecx, esi
0x40107d mov edi, ebx
0x40107f xor eax, eax
0x401081 repne scasb al, byte es:[edi]
0x401083 mov esi, dword [0x40513c]
0x401089 lea eax, [ebp - 0x108]
0x40108f not ecx
0x401091 dec ecx
0x401092 push ecx
0x401093 push eax
0x401094 push ebx

0

 BB (0x401059 .. 0x401062)(0xa)
0x401059 or esi, 0xffffffff
0x40105c mov dword [ebp - 4], eax
0x40105f cmp eax, esi
0x401061 je 0x401074

 BB (0x401063 .. 0x40106f)(0xd)
0x401063 lea ecx, [ebp - 0x12c]
0x401069 push ecx
0x40106a push eax
0x40106b call 0x4019e2

2

1

 BB (0x40170f .. 0x401715)(0x7)
0x40170f xor eax, eax
0x401711 jmp 0x401816

 BB (0x401816 .. 0x40181c)(0x7)
0x401816 pop edi
0x401817 pop esi
0x401818 pop ebx
0x401819 leave
0x40181a ret 0x10

0

 BB (0x4013c6 .. 0x4013cf)(0xa)
0x4013c6 mov edi, eax
0x4013c8 test edi, edi
0x4013ca je 0x4014ce

 BB (0x4013d0 .. 0x4013e6)(0x17)
0x4013d0 lea eax, [ebp - 0x23c]
0x4013d6 mov dword [ebp - 0x23c], 0x224
0x4013e0 push eax
0x4013e1 push edi
0x4013e2 call 0x401a00

1

2

 BB (0x403149 .. 0x403174)(0x2c)
0x403149 push esi
0x40314a mov esi, 0x104
0x40314f push edi
0x403150 push esi
0x403151 push dword [esp + 0x14] (x2)
0x403159 call dword [0x405038]
0x40315f push esi
0x403160 mov edi, eax
0x403162 push dword [esp + 0x14]
0x403166 push dword [esp + 0x18]
0x40316a call dword [0x405060]
0x403170 mov eax, edi
0x403172 pop edi
0x403173 pop esi
0x403174 ret

 BB (0x4014b8 .. 0x4014c7)(0x10)
0x4014b8 push dword [ebp + 0x14]
0x4014bb mov ebx, dword [ebx + 4]
0x4014be call dword [0x40509c]
0x4014c4 test edi, edi
0x4014c6 je 0x4014ce

3 2

 BB (0x40134a .. 0x40135c)(0x13)
0x40134a call dword [0x40508c]
0x401350 inc dword [ebp - 4]
0x401353 cmp dword [ebp - 4], 3
0x401357 jl 0x40129e

0

 BB (0x4032eb .. 0x4032fd)(0x13)
0x4032eb xor esi, esi
0x4032ed push 4
0x4032ef push esi
0x4032f0 push 0x40
0x4032f2 call dword [0x405090]
0x4032f8 mov edi, eax
0x4032fa cmp edi, esi
0x4032fc jne 0x403302

 BB (0x4032fe .. 0x403301)(0x4)
0x4032fe xor eax, eax
0x403300 jmp 0x403341

3

 BB (0x403302 .. 0x40331e)(0x1d)
0x403302 push esi
0x403303 push 0x80
0x403308 push 3
0x40330a push esi (x2)
0x40330c push 0x80000000
0x403311 push dword [ebp + 8]
0x403314 call dword [0x405030]
0x40331a cmp eax, -1
0x40331d je 0x403338

2

1

 BB (0x40178d .. 0x401791)(0x5)
0x40178d cmp dword [ebp - 4], ebx
0x401790 jne 0x4017b2

0

 BB (0x4016c3 .. 0x4016f8)(0x36)
0x4016c3 pop ecx
0x4016c4 lea eax, [ebp - 0x210]
0x4016ca pop ecx
0x4016cb push eax
0x4016cc lea eax, [ebp - 0x10c]
0x4016d2 push eax
0x4016d3 call dword [0x405098]
0x4016d9 mov edi, dword [0x4050d0]
0x4016df lea eax, [ebp - 0x10c]
0x4016e5 push 0x4060dc
0x4016ea push eax
0x4016eb call edi
0x4016ed lea eax, [ebp - 0x10c]
0x4016f3 push eax
0x4016f4 call 0x404051

 BB (0x404051 .. 0x40407f)(0x2f)
0x404051 push esi
0x404052 push edi
0x404053 mov esi, 0x406468
0x404058 push 0x104
0x40405d push esi
0x40405e call dword [0x4050b4]
0x404064 push 0x40627c
0x404069 push esi
0x40406a call dword [0x4050d0]
0x404070 push dword [esp + 0xc]
0x404074 mov edi, dword [0x405168]
0x40407a call edi
0x40407c test eax, eax
0x40407e je 0x40408b

3

 BB (0x4016f9 .. 0x401708)(0x10)
0x4016f9 mov dword [esp], 0x4062a0
0x401700 push esi
0x401701 mov dword [ebp - 4], eax
0x401704 call 0x402000

4

 BB (0x402063 .. 0x402069)(0x7)
0x402063 push 1
0x402065 pop eax
0x402066 pop esi
0x402067 pop ebx
0x402068 pop edi
0x402069 ret

1

0

 BB (0x4010e0 .. 0x4010e6)(0x7)
0x4010e0 mov eax, dword [esi + 4]
0x4010e3 test eax, eax
0x4010e5 je 0x4010eb

 BB (0x4010e7 .. 0x4010ea)(0x4)
0x4010e7 mov esi, eax
0x4010e9 jmp 0x4010dc

1

 BB (0x4010eb .. 0x4010f7)(0xd)
0x4010eb push 8
0x4010ed call dword [0x405138]
0x4010f3 test eax, eax
0x4010f5 pop ecx
0x4010f6 je 0x401107

0

1

 BB (0x4017bb .. 0x4017cd)(0x13)
0x4017bb push eax
0x4017bc call dword [0x4050d8]
0x4017c2 push dword [0x40656c]
0x4017c8 call dword [0x405058]

2

0

 BB (0x4031d1 .. 0x4031d4)(0x4)
0x4031d1 xor eax, eax
0x4031d3 jmp 0x4031fc

0

 BB (0x4010dc .. 0x4010df)(0x4)
0x4010dc test esi, esi
0x4010de je 0x401107

0

0

 BB (0x401048 .. 0x401058)(0x11)
0x401048 push 2
0x40104a mov dword [ebp - 0x12c], 0x128
0x401054 call 0x4019e8

1

2

 BB (0x4019cf .. 0x4019cf)(0x1)
0x4019cf ret

1

 BB (0x401449 .. 0x401462)(0x1a)
0x401449 push dword [ebp - 4]
0x40144c lea eax, [ebp - 0x18]
0x40144f push eax
0x401450 mov eax, dword [ebp + 0x10]
0x401453 add eax, edi
0x401455 push eax
0x401456 call dword [0x40513c]
0x40145c add esp, 0xc
0x40145f test eax, eax
0x401461 je 0x401473

2

0

 BB (0x40129e .. 0x4012b4)(0x17)
0x40129e mov eax, dword [ebp - 4]
0x4012a1 imul eax, eax, 0xf
0x4012a4 lea eax, [ebp + eax - 0x50]
0x4012a8 push eax
0x4012a9 lea eax, [ebp - 0x20]
0x4012ac push eax
0x4012ad call esi
0x4012af cmp dword [ebp - 4], 1
0x4012b3 jne 0x4012c3

 BB (0x4012b5 .. 0x4012c2)(0xe)
0x4012b5 lea eax, [ebp - 0x20]
0x4012b8 push 0
0x4012ba push eax
0x4012bb call dword [0x405094]
0x4012c1 jmp 0x4012d3

3

 BB (0x4012c3 .. 0x4012c8)(0x6)
0x4012c3 cmp dword [ebp - 4], 2
0x4012c7 jne 0x4012d3

2

 BB (0x401176 .. 0x401177)(0x2)
0x401176 jmp 0x401148

0

 BB (0x40208a .. 0x402095)(0xc)
0x40208a sub byte [ebp + eax - 0xc4], al
0x402091 inc eax
0x402092 cmp eax, esi
0x402094 jb 0x40208a

1

 BB (0x402096 .. 0x4020ab)(0x16)
0x402096 push 0x406110
0x40209b push dword [ebp + 8]
0x40209e call dword [0x405128]
0x4020a4 mov edi, eax
0x4020a6 pop ecx
0x4020a7 test edi, edi
0x4020a9 pop ecx
0x4020aa je 0x4020ca

2

 BB (0x4019b4 .. 0x4019b9)(0x6)
0x4019b4 jmp dword [0x405100]

 BB (0x404087 .. 0x40408a)(0x4)
0x404087 xor eax, eax
0x404089 jmp 0x40408e

 BB (0x40408e .. 0x404090)(0x3)
0x40408e pop edi
0x40408f pop esi
0x404090 ret

0

 BB (0x4018e6 .. 0x401918)(0x33)
0x4018e6 mov eax, dword [0x40657c]
0x4018eb mov dword [ebp - 0x6c], eax
0x4018ee lea eax, [ebp - 0x6c]
0x4018f1 push eax
0x4018f2 push dword [0x406578]
0x4018f8 lea eax, [ebp - 0x64]
0x4018fb push eax
0x4018fc lea eax, [ebp - 0x70]
0x4018ff push eax
0x401900 lea eax, [ebp - 0x60]
0x401903 push eax
0x401904 call dword [0x405104]
0x40190a push 0x406004
0x40190f push 0x406000
0x401914 call 0x4019b4

6

 BB (0x401919 .. 0x40192a)(0x12)
0x401919 add esp, 0x24
0x40191c mov eax, dword [0x405108]
0x401921 mov esi, dword [eax]
0x401923 mov dword [ebp - 0x74], esi
0x401926 cmp byte [esi], 0x22
0x401929 jne 0x401965

5

 BB (0x40331f .. 0x403337)(0x19)
0x40331f push 3
0x403321 push esi
0x403322 lea ecx, [ebp - 4]
0x403325 push esi
0x403326 push ecx
0x403327 push edi
0x403328 push eax
0x403329 call dword [0x405040]
0x40332f push eax
0x403330 call dword [0x405024]
0x403336 mov esi, eax

3

 BB (0x403338 .. 0x403340)(0x9)
0x403338 push edi
0x403339 call dword [0x405058]
0x40333f mov eax, esi

2

4

 BB (0x4019ba .. 0x4019c8)(0xf)
0x4019ba push 0x30000
0x4019bf push 0x10000
0x4019c4 call 0x4019d6

0

 BB (0x4018d7 .. 0x4018e5)(0xf)
0x4018d7 push 0x40600c
0x4018dc push 0x406008
0x4018e1 call 0x4019b4

1

 BB (0x4016ad .. 0x4016ae)(0x2)
0x4016ad rep stosd dword es:[edi], eax

2

 BB (0x40205b .. 0x402062)(0x8)
0x40205b add byte [eax + ebx], al
0x40205e inc eax
0x40205f cmp eax, esi
0x402061 jb 0x40205b

1

2

 BB (0x401935 .. 0x401938)(0x4)
0x401935 cmp al, 0x22
0x401937 jne 0x40192b

 BB (0x401939 .. 0x40193d)(0x5)
0x401939 cmp byte [esi], 0x22
0x40193c jne 0x401942

0

 BB (0x40192b .. 0x401934)(0xa)
0x40192b inc esi
0x40192c mov dword [ebp - 0x74], esi
0x40192f mov al, byte [esi]
0x401931 cmp al, bl
0x401933 je 0x401939

1

 BB (0x4019d6 .. 0x4019db)(0x6)
0x4019d6 jmp dword [0x4050e4]

2

 BB (0x4019c9 .. 0x4019cb)(0x3)
0x4019c9 pop ecx (x2)
0x4019cb ret

1

 BB (0x4014a5 .. 0x4014b7)(0x13)
0x4014a5 mov ecx, dword [ebp + 0x10]
0x4014a8 mov edx, dword [ebp + 8]
0x4014ab add ecx, edx
0x4014ad push ecx
0x4014ae push eax
0x4014af push esi
0x4014b0 call dword [0x4050a0]
0x4014b6 mov edi, eax

2

 BB (0x401a00 .. 0x401a05)(0x6)
0x401a00 jmp dword [0x4050b0]

2

 BB (0x4013e7 .. 0x4013ee)(0x8)
0x4013e7 test eax, eax
0x4013e9 je 0x4014ce

1

0

1

0

 BB (0x4016af .. 0x4016c2)(0x14)
0x4016af stosw word es:[edi], ax
0x4016b1 stosb byte es:[edi], al
0x4016b2 lea eax, [ebp - 0x210]
0x4016b8 push eax
0x4016b9 push 0x4060ec
0x4016be call 0x403149

32

 BB (0x402000 .. 0x402017)(0x18)
0x402000 push edi
0x402001 push 0x40610c
0x402006 push dword [esp + 0xc]
0x40200a call dword [0x405128]
0x402010 mov edi, eax
0x402012 pop ecx
0x402013 test edi, edi
0x402015 pop ecx
0x402016 je 0x402035

 BB (0x402035 .. 0x402038)(0x4)
0x402035 xor eax, eax
0x402037 pop edi
0x402038 ret

2

 BB (0x402018 .. 0x40202c)(0x15)
0x402018 push 2
0x40201a push 0xffffff3c
0x40201f push edi
0x402020 call dword [0x405120]
0x402026 add esp, 0xc
0x402029 test eax, eax
0x40202b je 0x402039

3

 BB (0x4010d0 .. 0x4010d1)(0x2)
0x4010d0 xor eax, eax

0

 BB (0x401539 .. 0x401553)(0x1b)
0x401539 mov ebx, 0xbd3a
0x40153e push ebx
0x40153f push 0x40
0x401541 call dword [0x4050c4]
0x401547 mov edi, eax
0x401549 test edi, edi
0x40154b mov dword [ebp - 4], edi
0x40154e je 0x401620

3

 BB (0x401554 .. 0x401561)(0xe)
0x401554 push esi
0x401555 call dword [0x4050c0]
0x40155b mov esi, eax
0x40155d mov ecx, 0x2f4e

2

 BB (0x40193e .. 0x401941)(0x4)
0x40193e inc esi
0x40193f mov dword [ebp - 0x74], esi

0

 BB (0x401942 .. 0x401947)(0x6)
0x401942 mov al, byte [esi]
0x401944 cmp al, bl
0x401946 je 0x40194c

1

 BB (0x40202d .. 0x402034)(0x8)
0x40202d push edi
0x40202e call dword [0x405130]
0x402034 pop ecx

1

 BB (0x401152 .. 0x401158)(0x7)
0x401152 mov eax, dword [ebp - 0x14]
0x401155 mov dword [esi], eax
0x401157 jmp 0x401168

1

1

0

 BB (0x402039 .. 0x40205a)(0x22)
0x402039 push ebx
0x40203a mov ebx, dword [esp + 0x10]
0x40203e push esi
0x40203f mov esi, 0xc4
0x402044 push edi
0x402045 push esi
0x402046 push 1
0x402048 push ebx
0x402049 call dword [0x405124]
0x40204f push edi
0x402050 call dword [0x405130]
0x402056 add esp, 0x14
0x402059 xor eax, eax

2

 BB (0x4015eb .. 0x40161d)(0x33)
0x4015eb pop ecx
0x4015ec lea eax, [ebp - 0x214]
0x4015f2 pop ecx
0x4015f3 push 0x104
0x4015f8 push eax
0x4015f9 call dword [0x4050b4]
0x4015ff lea eax, [ebp - 0x214]
0x401605 push 0x4060a8
0x40160a push eax
0x40160b call dword [0x4050d0]
0x401611 lea eax, [ebp - 0x214]
0x401617 push eax
0x401618 push esi
0x401619 call 0x403175

 BB (0x403175 .. 0x403192)(0x1e)
0x403175 push ebp
0x403176 mov ebp, esp
0x403178 sub esp, 0x140
0x40317e push esi
0x40317f push edi
0x403180 push 0x4f
0x403182 xor esi, esi
0x403184 pop ecx
0x403185 xor eax, eax
0x403187 lea edi, [ebp - 0x13c]
0x40318d mov dword [ebp - 0x140], esi

3

 BB (0x40161e .. 0x40161f)(0x2)
0x40161e pop ecx (x2)

4

 BB (0x4010f8 .. 0x401106)(0xf)
0x4010f8 mov ecx, dword [esp + 0xc]
0x4010fc and dword [eax + 4], 0
0x401100 mov dword [eax], ecx
0x401102 mov dword [esi + 4], eax
0x401105 pop esi
0x401106 ret

3

 BB (0x401107 .. 0x40110a)(0x4)
0x401107 xor eax, eax
0x401109 pop esi
0x40110a ret

2

0

1

 BB (0x4019ee .. 0x4019f3)(0x6)
0x4019ee jmp dword [0x40507c]

1

 BB (0x401172 .. 0x401175)(0x4)
0x401172 test eax, eax
0x401174 je 0x40117c

2

 BB (0x4014d2 .. 0x401525)(0x54)
0x4014d2 push ebp
0x4014d3 mov ebp, esp
0x4014d5 sub esp, 0x214
0x4014db push ebx
0x4014dc push esi
0x4014dd push edi
0x4014de lea eax, [ebp - 0x110]
0x4014e4 push 0x406364
0x4014e9 push eax
0x4014ea call dword [0x405098]
0x4014f0 lea eax, [ebp - 0x110]
0x4014f6 push eax
0x4014f7 call dword [0x405164]
0x4014fd lea eax, [ebp - 0x110]
0x401503 push 0x4060c4
0x401508 push eax
0x401509 call dword [0x4050d0]
0x40150f push 0x4060bc
0x401514 push 0x66
0x401516 push 0
0x401518 call dword [0x4050cc]
0x40151e test eax, eax
0x401520 je 0x401620

6

 BB (0x401526 .. 0x401538)(0x13)
0x401526 push eax
0x401527 push 0
0x401529 call dword [0x4050c8]
0x40152f mov esi, eax
0x401531 test esi, esi
0x401533 je 0x401620

7

 BB (0x401122 .. 0x401123)(0x2)
0x401122 rep stosd dword es:[edi], eax

1

0

2

 BB (0x4019e2 .. 0x4019e7)(0x6)
0x4019e2 jmp dword [0x405074]

1

1

0

 BB (0x40195f .. 0x401964)(0x6)
0x40195f movzx eax, word [ebp - 0x2c]
0x401963 jmp 0x401973

 BB (0x401973 .. 0x401982)(0x10)
0x401973 push eax
0x401974 push esi
0x401975 push ebx (x2)
0x401977 call dword [0x405020]
0x40197d push eax
0x40197e call 0x401627

0

4

 BB (0x403193 .. 0x403194)(0x2)
0x403193 rep stosd dword es:[edi], eax

3

 BB (0x40408b .. 0x40408d)(0x3)
0x40408b push 1
0x40408d pop eax

0

 BB (0x40206a .. 0x402080)(0x17)
0x40206a push ebp
0x40206b mov ebp, esp
0x40206d sub esp, 0xc4
0x402073 push esi
0x402074 mov esi, dword [ebp + 0xc]
0x402077 push edi
0x402078 push 0x31
0x40207a pop ecx
0x40207b lea edi, [ebp - 0xc4]

 BB (0x402081 .. 0x402082)(0x2)
0x402081 rep movsd dword es:[edi], dword ptr [esi]

4

 BB (0x4012d2 .. 0x4012d2)(0x1)
0x4012d2 pop ecx

 BB (0x4012d3 .. 0x4012db)(0x9)
0x4012d3 lea eax, [ebp - 0x20]
0x4012d6 push eax
0x4012d7 call 0x40102e

0

0

 BB (0x402083 .. 0x402089)(0x7)
0x402083 xor eax, eax
0x402085 mov esi, 0xc4

1 1

4 5

 BB (0x4019ae .. 0x4019b3)(0x6)
0x4019ae jmp dword [0x405110]

 BB (0x401850 .. 0x4018bd)(0x6e)
0x401850 mov ebp, esp
0x401852 push -1
0x401854 push 0x405178
0x401859 push 0x4019d0
0x40185e mov eax, dword fs:[0]
0x401864 push eax
0x401865 mov dword fs:[0], esp
0x40186c sub esp, 0x68
0x40186f push ebx
0x401870 push esi
0x401871 push edi
0x401872 mov dword [ebp - 0x18], esp
0x401875 xor ebx, ebx
0x401877 mov dword [ebp - 4], ebx
0x40187a push 2
0x40187c call dword [0x4050ec]
0x401882 pop ecx
0x401883 or dword [0x406588], 0xffffffff
0x40188a or dword [0x40658c], 0xffffffff
0x401891 call dword [0x4050f0]
0x401897 mov ecx, dword [0x406584]
0x40189d mov dword [eax], ecx
0x40189f call dword [0x4050f4]
0x4018a5 mov ecx, dword [0x406580]
0x4018ab mov dword [eax], ecx
0x4018ad mov eax, dword [0x4050f8]
0x4018b2 mov eax, dword [eax]
0x4018b4 mov dword [0x406590], eax
0x4018b9 call 0x4019cf

7 6

 BB (0x403200 .. 0x403217)(0x18)
0x403200 push edi
0x403201 push 0x406254
0x403206 push dword [esp + 0x10]
0x40320a call dword [0x405128]
0x403210 mov edi, eax
0x403212 pop ecx
0x403213 test edi, edi
0x403215 pop ecx
0x403216 je 0x40326c

5

 BB (0x403218 .. 0x40326b)(0x54)
0x403218 push esi
0x403219 mov esi, dword [0x40511c]
0x40321f push 0x406248
0x403224 push edi
0x403225 call esi
0x403227 push dword [esp + 0x14]
0x40322b push 0x4061d8
0x403230 push edi
0x403231 call esi
0x403233 push dword [esp + 0x20]
0x403237 push 0x40616c
0x40323c push edi
0x40323d call esi
0x40323f push dword [esp + 0x2c]
0x403243 push 0x406364
0x403248 push 0x406158
0x40324d push edi
0x40324e call esi
0x403250 push 0x40614c
0x403255 push edi
0x403256 call esi
0x403258 push 0x40613c
0x40325d push edi
0x40325e call esi
0x403260 add esp, 0x40
0x403263 push edi
0x403264 call dword [0x405130]
0x40326a pop ecx
0x40326b pop esi

4

 BB (0x4020ca .. 0x4020cd)(0x4)
0x4020ca pop edi
0x4020cb pop esi
0x4020cc leave
0x4020cd ret

3

 BB (0x4020ac .. 0x4020c9)(0x1e)
0x4020ac push edi
0x4020ad push esi
0x4020ae lea eax, [ebp - 0xc4]
0x4020b4 push 1
0x4020b6 push eax
0x4020b7 call dword [0x40512c]
0x4020bd push edi
0x4020be call dword [0x405130]
0x4020c4 add esp, 0x14
0x4020c7 push 1
0x4020c9 pop eax

5

1

0

 BB (0x401562 .. 0x401563)(0x2)
0x401562 rep movsd dword es:[edi], dword ptr [esi]

1

0

 BB (0x401627 .. 0x40164b)(0x25)
0x401627 push ebp
0x401628 mov ebp, esp
0x40162a sub esp, 0x210
0x401630 push ebx
0x401631 push esi
0x401632 push edi
0x401633 push 0x406100
0x401638 xor ebx, ebx
0x40163a push 1
0x40163c push ebx
0x40163d call dword [0x405054]
0x401643 cmp eax, ebx
0x401645 mov dword [0x40656c], eax
0x40164a je 0x40166a

4

3

 BB (0x4010d7 .. 0x4010db)(0x5)
0x4010d7 push esi
0x4010d8 mov esi, dword [esp + 8]

0

2

1

2

 BB (0x401948 .. 0x40194b)(0x4)
0x401948 cmp al, 0x20
0x40194a jbe 0x40193e

0

 BB (0x40194c .. 0x40195e)(0x13)
0x40194c mov dword [ebp - 0x30], ebx
0x40194f lea eax, [ebp - 0x5c]
0x401952 push eax
0x401953 call dword [0x40501c]
0x401959 test byte [ebp - 0x30], 1
0x40195d je 0x401970

1

2

 BB (0x40135d .. 0x40135e)(0x2)
0x40135d jmp 0x401372

1

32

 BB (0x401709 .. 0x40170e)(0x6)
0x401709 pop ecx
0x40170a test eax, eax
0x40170c pop ecx
0x40170d jne 0x401716

23

0

 BB (0x401463 .. 0x40146a)(0x8)
0x401463 inc dword [ebp + 0x10]
0x401466 cmp dword [ebp + 0x10], esi
0x401469 jl 0x401449

1

2

0

 BB (0x4010b1 .. 0x4010c7)(0x17)
0x4010b1 mov edi, ebx
0x4010b3 or ecx, 0xffffffff
0x4010b6 xor eax, eax
0x4010b8 repne scasb al, byte es:[edi]
0x4010ba not ecx
0x4010bc dec ecx
0x4010bd lea eax, [ebp - 0x108]
0x4010c3 push ecx
0x4010c4 push eax
0x4010c5 push ebx
0x4010c6 jmp 0x401095

4

 BB (0x403047 .. 0x403061)(0x1b)
0x403047 lea eax, [ebp - 0x348]
0x40304d push esi
0x40304e push eax
0x40304f push 0x406134
0x403054 call dword [0x40503c]
0x40305a test eax, eax
0x40305c je 0x403142

4

3

 BB (0x40199e .. 0x4019a0)(0x3)
0x40199e pop ecx (x2)
0x4019a0 ret

4

 BB (0x404080 .. 0x404086)(0x7)
0x404080 push esi
0x404081 call edi
0x404083 test eax, eax
0x404085 je 0x40408b

5

1

 BB (0x40196a .. 0x40196f)(0x6)
0x40196a inc esi
0x40196b mov dword [ebp - 0x74], esi
0x40196e jmp 0x401965

 BB (0x401965 .. 0x401969)(0x5)
0x401965 cmp byte [esi], 0x20
0x401968 jbe 0x401942

1

3

 BB (0x401970 .. 0x401972)(0x3)
0x401970 push 0xa
0x401972 pop eax

2

0

 BB (0x4012c9 .. 0x4012d1)(0x9)
0x4012c9 lea eax, [ebp - 0x20]
0x4012cc push eax
0x4012cd call 0x401184

1

0

2

 BB (0x401720 .. 0x40173e)(0x1f)
0x401720 lea eax, [ebp - 0x210]
0x401726 push 0x4060d0
0x40172b push eax
0x40172c call edi
0x40172e lea eax, [ebp - 0x210]
0x401734 push eax
0x401735 call dword [0x405168]
0x40173b test eax, eax
0x40173d jne 0x401754

4

 BB (0x40173f .. 0x401751)(0x13)
0x40173f lea eax, [ebp - 0x210]
0x401745 push eax
0x401746 lea eax, [ebp - 0x10c]
0x40174c push eax
0x40174d call 0x403200

5

0

2

0

4

3

0

 BB (0x403195 .. 0x4031a9)(0x15)
0x403195 lea eax, [ebp - 0x140]
0x40319b push eax
0x40319c push dword [ebp + 0xc]
0x40319f call dword [0x405028]
0x4031a5 cmp eax, -1
0x4031a8 je 0x4031d1

1

0
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 BB (0x40184f .. 0x40184f)(0x1)
0x40184f push ebp

0

1 2 1

0

01

1

0

0

 BB (0x401162 .. 0x401167)(0x6)
0x401162 pop ecx
0x401163 test eax, eax
0x401165 pop ecx
0x401166 je 0x401178

2

 BB (0x401178 .. 0x40117b)(0x4)
0x401178 xor eax, eax
0x40117a jmp 0x40117f

3

5

3

 BB (0x4031aa .. 0x4031d0)(0x27)
0x4031aa push eax
0x4031ab call dword [0x40502c]
0x4031b1 push esi
0x4031b2 push 0x80
0x4031b7 push 3
0x4031b9 push esi
0x4031ba push 2
0x4031bc push 0x40000000
0x4031c1 push dword [ebp + 8]
0x4031c4 call dword [0x405030]
0x4031ca mov esi, eax
0x4031cc cmp esi, -1
0x4031cf jne 0x4031d5

4

0

1

 BB (0x401159 .. 0x401161)(0x9)
0x401159 push dword [ebp - 0x14]
0x40115c push esi
0x40115d call 0x4010d7

0

2

 BB (0x401266 .. 0x40129d)(0x38)
0x401266 push ebp
0x401267 mov ebp, esp
0x401269 sub esp, 0x50
0x40126c and dword [ebp - 0xc], 0
0x401270 push ebx
0x401271 push esi
0x401272 mov esi, dword [0x405098]
0x401278 push edi
0x401279 lea eax, [ebp - 0x50]
0x40127c push 0x40607c
0x401281 push eax
0x401282 call esi
0x401284 lea eax, [ebp - 0x41]
0x401287 push 0x406070
0x40128c push eax
0x40128d call esi
0x40128f lea eax, [ebp - 0x32]
0x401292 push 0x406060
0x401297 push eax
0x401298 call esi
0x40129a and dword [ebp - 4], 0

1

3 2

0

1 2
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3
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45
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1
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 BB (0x401983 .. 0x40199d)(0x1b)
0x401983 mov dword [ebp - 0x68], eax
0x401986 push eax
0x401987 call dword [0x40510c]
0x40198d mov eax, dword [ebp - 0x14]
0x401990 mov ecx, dword [eax]
0x401992 mov ecx, dword [ecx]
0x401994 mov dword [ebp - 0x78], ecx
0x401997 push eax
0x401998 push ecx
0x401999 call 0x4019ae

4 5

1

2

2 3

3 2

01

Can we find the pattern graph within the test graph ?
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Subgraph isomorphism

CALL

ADD PUSH

CMP PUSH

CALL

ADD PUSH

CMP

JNE

RET

PUSH

PUSH

CALL

XOR

ADD
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Subgraph isomorphism

CALL

ADD PUSH

CMP PUSH

CALL

ADD PUSH

CMP

JNE

RET

PUSH

PUSH

CALL

XOR

ADD
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Subgraph isomorphism

CALL

ADD PUSH

CMP PUSH

CALL

ADD PUSH

CMP

JNE

RET

PUSH

PUSH

CALL

XOR

ADD
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Subgraph isomorphism

CALL

ADD PUSH

CMP PUSH

CALL

ADD PUSH

CMP

JNE

RET

PUSH

PUSH

CALL

XOR

ADD

I Need to check every child node

I Exponential time (NP-Complete)

I Slow on big graphs

Simplify the problem → Fast resolution (polynomial time)
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Simplification on pattern and test graphs

Control flow graphs:

I At most two children

I Children order: (1) the following instruction
(2) a remote instruction

I Children ordered → not really graphs

Pattern graphs can be matched from their first node:

I Pattern: CFG with a root node

→ Fast matching (polynomial time)

mov eax, [esp+4]

add ecx, eax

1

mov dl, [eax]

1

xor dl, 0x11

1

sub dl, 0x25

1

inc ecx

1

cmp ecx, [esp+8]

1

mov [eax], dl

1

jl 0x40129b

1

2

retn

1
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Node numbering

Pattern Numbering: Depth First Search

 CALL 

 ADD 

1

 PUSH 

2

 CMP 

1

 PUSH 

1

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

Traversal description:

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH
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Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)

9 / 39

©
2

0
1

7
C

a
ss

id
ia

n
C

yb
er

se
cu

ri
ty

S
A

S
-

A
ll

ri
g

h
ts

re
se

rv
ed

.
T

h
e

re
p

ro
d

u
ct

io
n

,
d

is
tr

ib
u

ti
o

n
a

n
d

u
ti

li
za

ti
o

n
o

f
th

is
d

o
cu

m
en

t
a

s
w

el
l

a
s

th
e

co
m

m
u

n
ic

a
ti

o
n

o
f

it
s

co
n

te
n

ts
to

o
th

er
s

w
it

h
o

u
t

ex
p

re
ss

a
u

th
or

iz
a

ti
o

n
is

p
ro

h
ib

it
ed

.
O

ff
en

d
er

s
w

il
l

b
e

h
el

d
li
a

b
le

fo
r

th
e

p
ay

m
en

t
o

f
d

a
m

a
g

es
.

A
ll

ri
g

h
t

re
se

rv
ed

in
th

e
ev

en
t

o
f

th
e

g
ra

n
d

o
f

a
p

a
te

n
t,

u
ti

li
ty

m
o

d
el

or
d

es
ig

n
.



Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP R−→ 1
2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Traversal within a test graph

Can we perform the traversal (of the pattern) within the test graph ?

1: CALL

2: ADD

1

4: PUSH

2

3: CMP

1

5: PUSH

1

CALL

ADD

1

PUSH

2

CMP

1

JNE

1

2

RET

1

PUSH

1

PUSH

CALL

1

2

XOR

1

ADD

1

1 : CALL 1−→ 2 : ADD 1−→ 3 : CMP
R−→ 1

2−→ 4 : PUSH 1−→ 5 : PUSH

I Check one child at a time (1 or 2)

I Fast (polynomial time)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Pattern example

Patterns:

I DOT files with specific fields

I condition on opcode, arguments, address,
number of incoming and outgoing edges

digraph decrypt xor sub {
A [cond=”opcode is xor and arg2 is 0x11”]
B [cond=”opcode is sub and arg2 is 0x25”]

A −> B
}

10 / 39

©
2

0
1

7
C

a
ss

id
ia

n
C

yb
er

se
cu

ri
ty

S
A

S
-

A
ll

ri
g

h
ts

re
se

rv
ed

.
T

h
e

re
p

ro
d

u
ct

io
n

,
d

is
tr

ib
u

ti
o

n
a

n
d

u
ti

li
za

ti
o

n
o

f
th

is
d

o
cu

m
en

t
a

s
w

el
l

a
s

th
e

co
m

m
u

n
ic

a
ti

o
n

o
f

it
s

co
n

te
n

ts
to

o
th

er
s

w
it

h
o

u
t

ex
p

re
ss

a
u

th
or

iz
a

ti
o

n
is

p
ro

h
ib

it
ed

.
O

ff
en

d
er

s
w

il
l

b
e

h
el

d
li
a

b
le

fo
r

th
e

p
ay

m
en

t
o

f
d

a
m

a
g

es
.

A
ll

ri
g

h
t

re
se

rv
ed

in
th

e
ev

en
t

o
f

th
e

g
ra

n
d

o
f

a
p

a
te

n
t,

u
ti

li
ty

m
o

d
el

or
d

es
ig

n
.



Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Pattern syntax: node and edge options

Node options:

I root=true: specify pattern’s root

I cond: condition to match against

I getid: keep matched node with specified id

Edge option:

I childnumber: 1 (following instruction) or 2 (remote instruction)

digraph decrypt xor sub {
A [cond=”opcode is xor and arg2 is 0x11”, root=true, getid=A]
B [cond=”opcode is sub and arg2 is 0x25”, getid=B]

A −> B [childnumber=1]
}
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Pattern syntax: condition fields

I instruction (string): full disassembled instruction

I address (number): address (VA) of the instruction

I opcode (string): mnemonics

I nargs (number): number of arguments

I arg1 and arg2 (string)

I nfathers and nchildren: number of incoming and outgoing edges

digraph call frequent function {
A [cond=”opcode is call”]
B [cond=”nfathers >= 5”]

A −> B [childnumber=2]
}
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Node repetition

How to allow node repetition and define basic blocks ?

I Repetition (*, +, {n, m}) on sequential instructions (1 father, 1 child)

digraph basic block {
A [cond=true, repeat=+]
}

3 push instructions ?
digraph pushes {
A [cond=”opcode is push”, repeat=3]
}

I By default: take the most matching instructions

I lazyrepeat = true: stop when the next condition is fulfilled
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Repetition: loop detection

* {1,5}

xor ??, 0x11

1

sub ??, 0x25

1

* {1,5}

1

j*

1

 2

I 1 to 5 any instructions,

I xor then sub,

I 1 to 5 any instructions,

I conditional jump (loop).

digraph decrypt sample 4ee {
A [cond=true, maxrepeat=5, lazyrepeat=true]
B [cond=”opcode is xor and arg2 is 0x11”]
C [cond=”opcode is sub and arg2 is 0x25”]
D [cond=true, maxrepeat=5, lazyrepeat=true]
E [cond=”opcode beginswith j and nchildren == 2”]

A −> B [childnumber=1]
B −> C [childnumber=1]
C −> D [childnumber=1]
D −> E [childnumber=1]
E −> A [childnumber=2]
}
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Back to Backspace

100 backspace samples:

I Disassemble them

I Detect the known decryption algorithm

I Find variants of the decryption algorithm

I Detect those decryption algorithms

Demo time (or not)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Back to Backspace: decryption variants

7 variants:

xor dl, 0x11
sub dl, 0x25

sub dl, cl
xor dl, 0xb
sub dl, 0x12

sub dl, al
add bl, dl

sub dl, al
xor dl, 0x19
add dl, 0x13

...

2 UPX loops:

mov ??, [edx]

inc edx

mov [edi], ??

inc edi

dec

*

mov ??, [edx]

add edx, ??

mov [edi], ??

add edi, ??

sub ecx, ??

*

100 Backspace samples:

I Disassembly: 21s

I Detect 9 patterns: 2.4s

I 17 packed with UPX

I 51 xor then sub pattern

I 14 sub, xor, sub pattern

I 7 have one of the other patterns

I 11 unidentified patterns
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Python bindings with SWIG

With python:

I Disassembly

I Load pattern and test graphs

I Match patterns

I Parse results

import pygrap
from grap disassembler import disassembler

pattern graph = pygrap.getGraphFromPath(”pattern.dot”)
disassembler.disassemble file(bin path=”test.exe”, dot path=”test.dot”)
test graph = pygrap.getGraphFromPath(”test.dot”)

matches = pygrap.match graph(pattern graph, test graph)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Parsing matches

digraph pushes {
A [cond=”opcode is push”, repeat=3, getid=”P”]
}

matches = pygrap.match graph(pattern graph, test graph)

I matches: dict with the names of matching patterns

I matches["pushes"]: list of matches for pattern ”pushes”

I matches["pushes"][0]: dict of matched instructions

I matches["pushes"][0]["P"]: list of instructions with getid ”P”

I matches["pushes"][0]["P"][0]: first matched push instruction
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Parsing matched instructions

digraph pushes {
A [cond=”opcode is push”, repeat=3, getid=”P”]
}

matches = pygrap.match graph(pattern graph, test graph)
inst = matches[”pushes”][0][”P”][0]

inst is a push instruction:

I inst.info.address: address (number)

I inst.info.inst str: disassembled instruction (string)

I inst.info.opcode: mnemonics (string)

I inst.info.arg1, inst.info.arg2: arguments (string)
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Backspace: decrypt configuration strings

Calls to the decryption algorithm:

push len
push str addr
call DECRYPT ENTRYPOINT

I DECRYPT ENTRYPOINT: address of the decryption routine

I Let’s write a pattern to get len and str addr !

I We need DECRYPT ENTRYPOINT !
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Backspace: decrypt configuration strings

Finding the decryption routine’s address (DECRYPT ENTRYPOINT) ?

← DECRYPT ENTRYPOINT

match from backspace decrypt algos.dot:
← DECRYPT MATCH

DECRYPT ENTRYPOINT :

I Before DECRYPT MATCH

I After DECRYPT MATCH - 30

I It has 5 (or more) incoming nodes

I Let’s write a pattern !

← DECRYPT ENTRYPOINT - 30
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Backspace: decrypt configuration strings

Demo !
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

IDA plugin

I Convert IDA’s graph for grap
I Match patterns with pygrap
I Allows to browse and color matches
I → Filtering techniques
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

IDAgrap and correlation

grap: match a single pattern

I Use on RC4: two small loops

I With only one pattern: many false positives
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Zone restriction

M1 and M2 in the same function ?
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Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Zone rate

Between 1 and 3 matches of M1 in the same function ?
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Matching threshold

At least 3 out of 4 (0.75) unique patterns need to be matched ?
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Overlapping

Reject overlapping patterns ?
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Define new rules: cryptography and more
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User experience

Demo !
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Pattern correlation on RC4

Not efficient on RC4:

I Two small loops, very generic

I Still many false positives

I A few false negatives

Correlation:

I The tooling is appropriate

I Try on other signatures (crypto, packers...)

I Allow correlation to be used in pygrap (not only IDAgrap) ?
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Text-based fields: limitation

I arg1, arg2 and arg3 (string)

I opcode (string): mnemonics

opcode is a conditional jump (jne 0x40129b) ?

cond=”opcode beginswith j and nchildren == 2”

IDA vs Capstone

sub dl, 0x25
inc ecx
cmp ecx, dword ptr [esp + 8]
mov byte ptr [eax], dl
jl 0x40129b

cond=”arg2 is 25h or arg2 is 0x25”
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Text-based fields: perspectives

I arg1, arg2 and arg3 (string)

I opcode (string): mnemonics

Solution: semantics

I Parse instructions with Capstone (or IDA)

I Condition: ”arg1 class REG”

I Condition: ”opcode class JCC”

I Condition: ”int(arg1) == 0x25”

→ grap v2 !

33 / 39

©
2

0
1

7
C

a
ss

id
ia

n
C

yb
er

se
cu

ri
ty

S
A

S
-

A
ll

ri
g

h
ts

re
se

rv
ed

.
T

h
e

re
p

ro
d

u
ct

io
n

,
d

is
tr

ib
u

ti
o

n
a

n
d

u
ti

li
za

ti
o

n
o

f
th

is
d

o
cu

m
en

t
a

s
w

el
l

a
s

th
e

co
m

m
u

n
ic

a
ti

o
n

o
f

it
s

co
n

te
n

ts
to

o
th

er
s

w
it

h
o

u
t

ex
p

re
ss

a
u

th
or

iz
a

ti
o

n
is

p
ro

h
ib

it
ed

.
O

ff
en

d
er

s
w

il
l

b
e

h
el

d
li
a

b
le

fo
r

th
e

p
ay

m
en

t
o

f
d

a
m

a
g

es
.

A
ll

ri
g

h
t

re
se

rv
ed

in
th

e
ev

en
t

o
f

th
e

g
ra

n
d

o
f

a
p

a
te

n
t,

u
ti

li
ty

m
o

d
el

or
d

es
ig

n
.



Disassembly Graph matching Patterns Bindings IDA plugin Perspectives

Repeat: min OR max of instructions

digraph any xor call {
any [cond=true, minrepeat=1, maxrepeat=4, lazyrepeat=??]
xor [cond=”opcode is xor”]
call [cond=”opcode is call”]
any −> xor
xor −> call
}

Match pattern on push, push, xor, xor, call ?

lazyrepeat=true: stop ”any” on xor (or non basic-block instruction)

I any: push, push

I xor: xor

I call: xor, no match!

lazyrepeat=false: stop ”any” only on non basic-block instruction

I any: push, push, xor, xor

I xor: call, no match!
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Repeat: min OR max of instructions

digraph any xor call {
any [cond=true, minrepeat=1, maxrepeat=4, lazyrepeat=??]
xor [cond=”opcode is xor”]
call [cond=”opcode is call”]
any −> xor
xor −> call
}

Match pattern on push, push, xor, xor, call ?

Solution (v2!): try with repeat=1, 2, 3, 4

I Slower

I Impact on performance ?
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Other improvements

Postconditions on basic blocks:

I ”1 with ’opcode is xor’”

I ”2 with ’opcode is xor’ and 1 with ”opcode is cmp”’

Children are numbered:

I Allow ”childnumber=?”

Meta patterns:

I Pattern rate (3 of 5)

I P1 → P2: one instruction matching for P1 has a child that matched
for P2

Create patterns with IDA plugin:

I Select nodes within IDA

I Export DOT pattern file
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Conclusion
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Conclusion

Standalone tool, python bindings and IDA plugin:

I Patterns are easy to write and to understand

I Useful for detection and automatic analysis (Backspace)

I Open source (MIT License):
https://bitbucket.org/cybertools/grap

Perspectives:

I Add pattern features (semantics, basic block...)

I Pattern creation within IDA plugin

I Write patterns for crypto algorithms and packers
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Thank you !
https://bitbucket.org/cybertools/grap

Aurélien Thierry (@yaps8)
Jonathan Thieuleux (@coldshell)
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