DIY ARM Debugger for Wi-Fi Chips
Using Nexmon to Perform Single-Step Debugging
and More on Proprietary Wi-Fi Chips
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ARM Cortex-Ré4 =
e
Debug Core j2a
Nexus 5 QM
Tid44NnnN 7 111N far
Low Level Hardware Control _ _ )
r2 Creating Firmware Patches
What about

Physical Layer

dynamic analysis? Patching

Firmware

a
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Static vs. Dynamic Code Analysis

Cortex-R4 and

*
AF .
Cortex Rt Linux Kernel
. *

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aN N 7 1110

Nexus 5

Low Level Hardware Control

Physical Layer
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Halting vs. Monitor Debug-Mode

tex-RAF
Cortex-Ré and O e

Linux Kernel

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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Halting vs. Monitor Debug-Mode

Example Program Registers

T =) 0x50: MOV RO, #10 RO = UNDEF

HEACRETAE Ox52: MOV R1, #3 R1 = UNDEF
Interface to Host Ox54: ADD RO, RO, R1 :

Ox56: B Ox50 PC = 0x50

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

Physical Layer
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Halting vs. Monitor Debug-Mode
Example Program Registers

s Ox50: MOV RO, #10 RO = 10
IEREREEAE =) Ox52: MOV R1, #3 R1 = UNDEF
Interface to Host ©x54: ADD RO, RO, R1 .
Ox56: B 0x50 PC = 0x52

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

Physical Layer
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Halting vs. Monitor Debug-Mode
Example Program Registers

Linux Kernel 0x50: MOV RO, #10 RO = 10
Ox52: MOV R1, #3 Rl = 3
Interface to Host =) 9x54: ADD RO, RO, R1 .
Ox56: B 0x560 PC = 0x54

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

Physical Layer
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Halting vs. Monitor Debug-Mode
Example Program Registers

i K | Ox50: MOV Ro, #10 RO = 13
IEAEREEAE Ox52: MOV R1, #3 R1 = 3
Interface to Host ©x54: ADD RO, RO, R1 .
=) Ox56: B Ox50 PC = 0x56

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

Physical Layer
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Halting vs. Monitor Debug-Mode

Example Program Registers
T =) Ox50: MOV RO, #10 RO = 13
IEREREEAE Ox52: MOV R1, #3 R1 = 3
Interface to Host Ox54: ADD RO, RO, R1 :
Ox56: B 0x50 PC = 0x50

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

Physical Layer
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Halting vs. Monitor Debug-Mode

Example Program Registers
T =) Ox50: MOV RO, #10 RO = 13
IEREREEAE ® 0x52: MOV R1, #3 R1 = 3
Interface to Host Ox54: ADD RO, RO, R1 :
Ox56: B 0x50 PC = 0x50

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

Physical Layer
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Halting vs. Monitor Debug-Mode
Example Program Registers

i K | Ox50: MOV Ro, #10 RO = 10
HIERERETIE ® 0x52: MOV R1, #3 R1 = 3
Interface to Host ©x54: ADD RO, RO, R1 .
Ox56: B 0x560 PC = 0x52

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

Physical Layer
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Halting vs. Monitor Debug-Mode
Example Program Registers

i K | Ox50: MOV Ro, #10 RO = 10
HIERERETIE ® 0x52: MOV R1, #3 R1 = 3
Interface to Host ©x54: ADD RO, RO, R1 .
Ox56: B 0x560 PC = 0x52

Debug-Mode

ARM Microcontroller
ARM Cortex-R4

Debug Core

Ti44Nn N 7 111N
Low Level Hardware Control

e Control handed
to external debugger

Physical Layer
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Halting vs. Monitor Debug-Mode
Example Program Registers

T Ox50: MOV RO, #10 RO = 10
HIERERETIE ® 0x52: MOV R1, #3 R1 = 3
Interface to Host ©x54: ADD RO, RO, R1 ..
Ox56: B 0x50 PC = 0x52

Debug-Mode Debug-Mode

ARM Microcontroller
ARM Cortex-R4

Debug Core

Ti44Nn N 7 111N
Low Level Hardware Control

= Control handed Abort Exception
to external debugger - Execution continues
in exception handler

Physical Layer
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Halting vs. Monitor Debug-Mode
Example Program Registers

i et Ox50: MOV RO, #10 RO = 10
HIERERETIE ® 0x52: MOV R1, #3 R1 = 3
Interface to Host ©x54: ADD RO, RO, R1 ..
Ox56: B 0x50 PC = 0x52
A A
ROM % RAM % Halting Monitor

Debug-Mode

bug-Mogde

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

ontrol handé Abort Exception
to external debugger - Execution continues
in exception handler

Physical Layer
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Halting vs. Monitor Debug-Mode
Example Program Registers

T Ox50: MOV RO, #10 RO = 10
HIERERETIE ® 0x52: MOV R1, #3 R1 = 3
Interface to Host ©x54: ADD RO, RO, R1 ..
Ox56: B 0x50 PC = 0x52

Debug-Mode

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

4 )
What happens

when an abort
exception occurs?

ontrol handé Abort Exception \
to external debugger - Execution continues
in exception handler
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Abort Exception Handling
Example Program Registers

T Ox50: MOV RO, #10 RO = 10
HIERERETIE ® 0x52: MOV R1, #3 R1 = 3
Interface to Host ©x54: ADD RO, RO, R1 ..
Ox56: B 0x50 PC = 0x52

Debug-Mode

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh44N N 7 11190

Low Level Hardware Control

S Abort Exception
- Execution continues
in exception handler

Physical Layer
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Abort Exception Handling

Monitor Example Program Registers
Debug-Mode .+ ox00: B reset_hdl RO = 10 w02
Undef. Instr. Ox04: B undef inst hdl R1 = 3
Software Intr. Ox08: B sw_intr hdl o
Abort (prefetch) ©0x0C: B pref_abt hdl PC = 0x52
Abort (data) ©x10: B data_abt hdl

Ox50: MOV RO, #10
Ox52: MOV R1, #3
©x54: ADD RO, RO, R1
Ox56: B 0x50

Abort Exception
: . @
—> Execution continues
in exception handler
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Operating Modes

Monitor Example Program Registers
Debug-Mode ... 0x00: B reset_hdl RO = 10 ot O
Undef. Instr. Ox04: B undef _inst hdl Rl = 3
Software Intr. Ox08: B sw_intr_hdl ce
Abort (prefetch) =» 0x0C: B pref_abt hdl PC = 0@x0C
Abort (data) 0x10: B data_abt hdl

Ox50: MOV RO, #10

® ox52: MOV R1, #3
©x54: ADD RO, RO, R1
Ox56: B 0x50

Abort Exception
—> Execution continues
in exception handler
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Operating Modes

Monitor Example Program Registers
Debug-Mode .. .. 0x00: B reset_hdl RO = 10 gt OH
Undef. Instr. Ox04: B undef _inst hdl Rl = 3 .
Software Intr. Ox08: B sw_intr_hdl Operating
Abort (prefetch) =» 0x0C: B pref_abt hdl PC = 0@x0C Modes
Abort (data) 0x10: B data _abt hdl
Mode
Abort Exception ® gxgg mgx E?’ E@ o
-> Execution continues X2L ’ Fast interrupt
. . @x54: ADD RO, RO, R1
in exception handler Interrupt
Ox56: B 0x50
Supervisor
Abort
System
Undefined
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Operating Modes

Monitor Example Program Registers
Debug-Mode . .. 0x00: B reset_hdl RO = 10 g 00
Undef. Instr. Ox04: B undef _inst hdl R1 = 3 .
Software Intr. Ox08: B sw_intr_hdl Operating
Abort (prefetch) =» 0x0C: B pref_abt hdl PC = 0@x0C Modes
Abort (data) 0x10: B data _abt hdl
Mode
Abort Exception ° gxgg mgx E?, E@ User
- Execution continues X< ) Fast interrupt
. . ©x54: ADD RO, RO, R1
in exception handler Interrupt
Ox56: B 0x50
Supervisor
Abort
Regular Firmware Execution =) (_System )
Undefined
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Operating Modes

Monitor Example Program Registers
Debug-Mode Reset 0x00: B reset_hdl RO = 10 oren s and S
Undef. Instr. Ox04: B undef _inst hdl R1 = 3 .
Software Intr. Ox08: B sw_intr_hdl .. Operating
Abort (prefetch) =» 0x0C: B pref_abt hdl PC = 0@x0C Modes
Abort (data) 0x10: B data _abt hdl
Mode
Abort Exception ® gxgg mgx E?’ E@ o
-> Execution continues X2L ’ Fast interrupt
. . @x54: ADD RO, RO, R1
in exception handler Interrupt
Ox56: B 0x50
Supervisor

For Handling Abort Exceptions =9 ((Abort )

Regular Firmware Execution =) (_System )

Undefined
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Operating Modes

Monitor Example Program Registers
Debug-Mode .+ ox00: B reset_hdl RO = 10 I
Undef. Instr. Ox04: B undef _inst hdl R1 = 3 .
Software Intr. Ox08: B sw_intr_hdl .. Operating
Abort (prefetch) = 0x0C: B pref_abt_hdl PC = 0x0eC Modes
Abort (data) 0x10: B data _abt hdl
Mode
Abort Exception ® gxgg mgx E?’ E@ o
-> Execution continues X2L ’ Fast interrupt
. . @x54: ADD RO, RO, R1
in exception handler Interrupt
Ox56: B 0x50
Supervisor

=) Abort Mode
=) System Mode

For Handling Abort Exceptions =9 ((Abort )

Regular Firmware Execution =) (_System )

Undefined
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Operating Modes

Monitor Example Program Registers
Debug-Mode ... 0x00: B reset_hdl RO = 10
Undef. Instr. Ox04: B undef _inst hdl Rl = 3
Software Intr. Ox08: B sw_intr_hdl ce
Abort (prefetch) =» 0x0C: B pref_abt hdl PC = 0@x0C
Abort (data) 0x10: B data_abt hdl

Ox50: MOV RO, #10

® ox52: MOV R1, #3
©x54: ADD RO, RO, R1
Ox56: B 0x50

Abort Exception
—> Execution continues
in exception handler

=) Abort Mode
=) System Mode
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Banked Registers

_/\
Monitor Example Program ‘ Banked Registers
- System and User Abort
Debug-Mode Reset 0x00: B reset_hdl F 20 R0
Undef. Instr. Ox04: B undef _inst hdl F R1 R1
Software Intr. Ox08: B sw_intr hdl . R2 R2
Abort (prefetch) =» 0x0C: B pref_abt hdl F e =
Abort (data) Ox10: B data_abt_hdl i =
T R6 R6
Abort Exception 0x>8: MOV Re, #10 R all
. . ® ox52: MOV R1, #3 R8 R8
—> Execution continues
. . ©x54: ADD RO, RO, R1 R9 R9
in exception handler R10 R10
Ox56: B 0Ox50
R11 R11
R12 R12
Stack Pointer (SP) R13 R13_abt
Link Register (LR) R14 R14_abt
R15 R15 (PC)
=) Abort Mode CPSR CPSR
=) System Mode Saved Program Status Register SPSR_abt
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Banked Registers

_/\
Monitor Example Program ‘ Banked Registers
- System and User Abort
Debug-Mode Reset 0x00: B reset_hdl F 20 R0
Undef. Instr. Ox04: B undef _inst hdl F R1 R1
Software Intr. Ox08: B sw_intr hdl . R2 R2
Abort (prefetch) =» 0x0C: B pref_abt hdl F e =
Abort (data) Ox10: B data_abt_hdl i =
T R6 R6
Abort Exception 0x>8: MOV Re, #10 R all
. . ® ox52: MOV R1, #3 R8 R8
—> Execution continues
. . ©x54: ADD RO, RO, R1 R9 R9
in exception handler R10 R10
Ox56: B 0Ox50
R11 R11
R12 R12
Stack Pointer (SP) R13 R13_abt
Link Register (LR) R14 R14_abt
R15 R15 (PC)
=) Abort Mode CPSR CPSR
=) System Mode Saved Program Status Register SPSR_abt
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Banked Registers

_/\
Monitor Example Program ‘ Banked Registers
- System and User Abort
Debug-Mode Reset 0x00: B reset_hdl F 20 R0
Undef. Instr. Ox04: B undef _inst hdl F R1 R1
Software Intr. Ox08: B sw_intr hdl . R2 R2
Abort (prefetch) =» 0x0C: B pref_abt hdl F e =
Abort (data) Ox10: B data_abt_hdl i =
T R6 R6
Abort Exception 0x>8: MOV Re, #10 R all
. : ® 0x52: MOV R1, #3 R8 R8
—> Execution continues
. . ox54: ADD RO, RO, R1 R9 Re
in exception handler R10 R10
Ox56: B 0Ox50
R11 R11
R12 R12
Stack Pointer (SP) R13 R13_abt
Link Register (LR) R14 R14_abt
R15 R15 (PC)
=) Abort Mode CPSR CPSR
=) System Mode Saved Program Status Register SPSR_abt
Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips 64



Banked Registers

Monitor Example Program Registers
Debug-Mode ... 0x00: B reset_hdl RO = 10
Undef. Instr. Ox04: B undef _inst hdl Rl = 3
Software Intr. Ox08: B sw_intr_hdl ce
Abort (prefetch) =» 0x0C: B pref_abt hdl PC = 0@x0C
Abort (data) 0x10: B data_abt hdl

Ox50: MOV RO, #10

® ox52: MOV R1, #3
©x54: ADD RO, RO, R1
Ox56: B 0x50

Abort Exception
—> Execution continues
in exception handler

=) Abort Mode
=) System Mode
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Banked Registers

Monitor Example Program Registers
Debug-Mode ... 0x00: B reset_hdl RO = 10
Undef. Instr. Ox04: B undef _inst hdl Rl = 3
Software Intr. Ox08: B sw_intr_hdl ce
Abort (prefetch) =» 0x0C: B pref_abt hdl PC = 0@x0C
Abort (data) ©x10: B data_abt hdl SP>R13 abt
LR>R14 abt

Ox50: MOV RO, #10

® ox52: MOV R1, #3
©x54: ADD RO, RO, R1
Ox56: B 0x50

Abort Exception
—> Execution continues
in exception handler

=) Abort Mode
=) System Mode
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Banked Registers

Monitor Example Program Registers
Debug-Mode ... 0x00: B reset_hdl RO = 10 ot O
Undef. Instr. Ox04: B undef _inst hdl Rl = 3
Software Intr. Ox08: B sw_intr_hdl ce
Abort (prefetch) =» 0x0C: B pref_abt hdl PC = 0@x0C
Abort (data) ©x10: B data_abt hdl SP>R13 abt
LR>R14 abt

Ox50: MOV RO, #10
® 0x52: MOV R1, #3

@x54: ADD RO, RO, R1 .
Ox56: B Ox50 =>» We can call functions

within our Abort Handler
without overwriting the
regluar Stack Pointer and

=> Abort Mode Link Register!
=) System Mode

Abort Exception
—> Execution continues
in exception handler
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Banked Registers

Monitor Example Program Registers
Debug-Mode ... 0x00: B reset_hdl RO = 10 ot O
Undef. Instr. Ox04: B undef _inst hdl Rl = 3
Software Intr. Ox08: B sw_intr_hdl ce
Abort (prefetch) =» 0x0C: B pref_abt hdl PC = 0@x0C
Abort (data) ©x10: B data_abt hdl SP>R13 abt
LR>R14 abt

Ox50: MOV RO, #10
® 0x52: MOV R1, #3

@x54: ADD RO, RO, R1 .
Ox56: B Ox50 =>» We can call functions

within our Abort Handler
without overwriting the
regluar Stack Pointer and
Link Register!

Abort Exception
—> Execution continues
in exception handler

pref_abt hdl Ox80: MOV SP, LR

Ox86: SRSDB SP!, #0Ox1F

Ox8C: CPS #0Ox1F
=) Abort Mode .

=) System Mode Ox90: B handle_exceptions
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Banked Registers

Monitor Example Program
Debug-Mode Reset Ox00: B reset_hdl
Undef. Instr. Ox04: B undef _inst hdl
Software Intr. Ox08: B sw_intr hdl
Abort (prefetch) 0x0C: B pref_abt hdl
Abort (data) 0x10: B data _abt hdl
Abort Exception 0x50: MOV RO, #10
S5 . : ® 0x52: MOV R1, #3
xecution continues
@x54: ADD RO, RO, R1

in exception handler

pref_abt hdl =) 9x80:

Ox86:

Ox8C:
=) Abort Mode e
=) System Mode 0x90:

Ox56:

B 0x50

MOV SP, LR

SRSDB SP!, #Ox1F
CPS #0Ox1F

B handle_exceptions

Registers

R@ = 1 @ Cortex R4 and cof‘iﬁﬁ
Rl = 3

PC = Ox80
SP>R13_abt
LR>R14_abt

=>» We can call functions
within our Abort Handler
without overwriting the
regluar Stack Pointer and
Link Register!
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Prefetch Abort Handler

Monitor Example Program Registers
Debug-Mode Reset Ox00: B reset_hdl RO = 10 C°“e*'mandmﬂzﬁi
Undef. Instr. Ox04: B undef inst hdl Rl = 3 e
Software Intr. Ox08: B sw_intr_hdl ce
Abort (prefetch) 0x0C: B pref_abt hdl PC = 0x86
Abort (data) ©x10: B data_abt hdl SP>R13 abt
‘e L=
Abort Exception 0x50: MOV Re, #10 SRSDB Instruction
- Execution continues ® ox52: MoV R1, #3 SRSDB SP!. #Ox1F
. ) Ox54: ADD RO, RO, R1 o HOX
in exception handler 2
Ox56: B 0x50 4 SRS Store Return State (LR, SPSR)
e onto a Stack
pref _abt hdl Ox80: MOV SP, LR DB Decrement address before
=> Ox86: SRSDB SP!, #Ox1F each transfer
Ox8C: CPS #OX1F I Write final address back to SP
=) Abort Mode . e . of mode Ox1F (system mode)
=) System Mode Ox90: B handle_exceptions
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Prefetch Abort Handler

Monitor Example Program Registers
Debug-Mode .. .. 0x00: B reset_hdl RO = 10 ot O
Undef. Instr. Ox04: B undef _inst hdl Rl = 3
Software Intr. Ox08: B sw_intr_hdl ce
Abort (prefetch) 0x0C: B pref_abt hdl PC = 0x8C
Abort (data) ©x10: B data_abt hdl SP>R13 abt
e LR>R14_abt
Abort Exception 0x50: MOV Re, #10
. . ® 0x52: MOV R1, #3
—> Execution continues
in exception handler 0x>4: ADD RO, R@, Rl .
OX56: B OX50 =>» We can call functions
£ bt hdl o within our Abort Handler
reft _abt Ox80: MOV SP, LR . I
Pret_abt_ - ’ without overwriting the
Ox86: SRSDB SP!, #Ox1F .
e = 0x8C: CPS #Ox1F rc.egluar S:tackIPomter and
=) System Mode Ox90: B handle_exceptions Link Register:
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Prefetch Abort Handler

Monitor Example Program
Debug-Mode Reset Ox00: B reset_hdl
Undef. Instr. Ox04: B undef _inst hdl
Software Intr. Ox08: B sw_intr hdl
Abort (prefetch) 0x0C: B pref_abt hdl
Abort (data) ©x10: B data_abt hdl
Abort Exception 0x50: MOV RO, #10
. : ® 0x52: MOV R1, #3
—> Execution continues
@x54: ADD RO, RO, R1

in exception handler

pref _abt hdl Ox80:

Ox86:
=> Ox8C:

=) Abort Mode e
=) System Mode 0x90:

Ox56:

B 0x50

MOV SP, LR

SRSDB SP!, #Ox1F
CPS #0Ox1F

Registers

RO
R1

PC

SP>R13_abt

L.n—nA A

LIA

_ 1 e Cortex‘RA and Coﬂzj\jﬁ\j"
=3

= Ox8C

CPS Instruction

CPS #0Ox1F

CPS Change Processor State
#Ox1F target mode = Ox1F
(system mode)

B handle_exceptions

regluar Stack Pointer and
Link Register!
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Prefetch Abort Handler

Monitor Example Program Registers
Debug-Mode ... 0x00: B reset_hdl RO = 10 comc st 022
Undef. Instr. Ox04: B undef _inst hdl Rl = 3
Software Intr. Ox08: B sw_intr hdl o
Abort (prefetch) 0x0C: B pref_abt hdl PC = 0x90
Abort (data) ©x10: B data_abt hdl SP>R13
LR>R14

Ox50: MOV RO, #10

® 0x52: MOV R1, #3
©x54: ADD RO, RO, R1
Ox56: B 0x50

Abort Exception
—> Execution continues
in exception handler

pref_abt hdl Ox80: MOV SP, LR

©x86: SRSDB SP!, #Ox1F
Ox8C: CPS #0Ox1F
=) Abort Mode

=) System Mode => 0x90: B handle exceptions
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Prefetch Abort Handler

Monitor Example Program Registers
Debug-Mode . .. 0x00: B reset_hdl RO = 10 s 00
Undef. Instr. Ox04: B undef _inst hdl Rl = 3
Software Intr. Ox08: B sw_intr_hdl ce
Abort (prefetch) 0x0C: B pref_abt hdl PC = 0x90
Abort (data) ©x10: B data_abt hdl SP>R13
LR>R14
Abort Exception 0x50: MOV Re, #10
—> Execution continues ® ox52: MOV R1, #3 . . . e ope
. . Ox54: ADD RO, RO, R1 =» Original Wi-Fi firmware
in exception handler )
Ox56: B 8x50 always changes to System
pref_abt_hdl  @x88: MOV SP, LR mode .
Ox86: SRSDB SP!, #OXLF -)handle_exceptl.ons
Ox8C: CPS #0OX1F handles all exceptions
=) Abort Mode
=) System Mode => 0x90: B handle exceptions
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Prefetch Abort Handler

Monitor Example Program Registers
Debug-Mode . .. 0x00: B reset_hdl RO = 10 cors 09
‘ 0x04: B undef_inst hdl Rl = 3
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. Ox0C: B pref_abt hdl PC = 0x90
Stay in Aort Mode 0x10: B data_abt_hdl SP>R13
e Save Register State to Abort Mode Stack - = LRSR14

* Initialize ABT Stack Pointer

. . Ox50: MOV RO, #10
* Analyze handle exceptions function b X ’

Ox52: MOV R1, #3

* Implement a breakpoint handler ox54: ADD Re, RO, R1 =P Original Wi-Fi firmware

* Activate breakpoints .
0x56: B 0x50 always changes to System

pref_abt_hdl  @x88: MOV SP, LR mode .

Ox86: SRSDB SP!, #OXLF -)handle_exceptl.ons
Ox8C: CPS #0OX1F handles all exceptions

=) Abort Mode e

=) System Mode => 0x90: B handle exceptions
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Prefetch Abort Handler

Monitor Example Program Registers
Debug-Mode . .. 0x00: B reset_hdl RO = 10 cors 09
‘ 0x04: B undef_inst hdl Rl = 3
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. Ox0C: B pref_abt hdl PC = 0x90
Stay in Aort Mode 0x10: B data_abt_hdl SP>R13
e Save Register State to Abort Mode Stack - = LRSR14

* Initialize ABT Stack Pointer

. . Ox50: MOV RO, #10
* Analyze handle exceptions function b X ’

Ox52: MOV R1, #3

* Implement a breakpoint handler ox54: ADD Re, RO, R1 =P Original Wi-Fi firmware
* Activate breakpoints .
0x56: B 0x50 always changes to System
pref_abt_hdl  @x88: MOV SP, LR mode .
Ox86: SRSDB SP!, #OXLF -):an;llle_flxceptl.ons
OX8C : —EPS—H#OxIF— andles all exceptions
=) Abort Mode X P
=) System Mode => 0x90: B handle exceptions
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Prefetch Abort Handler

Example Program

Monitor
Debug-Mode

Reset

Ox00:

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack
* Initialize ABT Stack Pointer

* Analyze handle_exceptions function

* Implement a breakpoint handler

e Activate breakpoints

pref_abt hdl

=) Abort Mode
=) System Mode

Ox80:
Ox86:
Ox8C:

=) 0x90:

0x04:
Ox08:
OxaC:
0x10:
Ox50:
P ox52:

Ox54:
Ox56:

Registers
B reset_hdl RO = 10 o s and O
B undef_inst hdl R1 =3
B sw_intr_hdl ce
B pref_abt hdl PC = 0x90
B data _abt hdl SP>R13 abt
LR>R14 _abt
MOV RO, #10
MOV R1, #3 o o
ADD RO, RO, R1 =» Original Wi-Fi firmware
B 0x50 always changes to System
MOV SP, LR mode .
SRSDB SP!, #OX1F -)handle_exceptl.ons
—EPS—Hexir— handles all exceptions
B handle_exceptions
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Prefetch Abort Handler

Monitor Example Program Registers
Debug-Mode ... 0x00: B reset_hdl RO = 10 ot O
‘ 0x04: B undef_inst hdl Rl = 3
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x90
. gtay'gA'.oct’rt ';"tofet rbort Mode Stack ¥ | @X18: B data_abt_hdl SP>R13_abt
ave hegister state 1o or ode Stac LR>R14_abt

* Initialize ABT Stack Pointer

. . Ox50: MOV RO, #10
* Analyze handle exceptions function b X ’

Ox52: MOV R1, #3

* Implement a breakpoint handler ox54: ADD Re, RO, R1 =P Original Wi-Fi firmware
* Activate breakpoints .
Ox56: B 0x50 always changes to System
mode

pref_abt_hdl  ©0x80: MOV SP, LR Y17 .
Ox86: SRSDB SP!, -#8xif- =>handle_exceptions

Ox8C : ~EPS—#OxtF— handles all exceptions
=) Abort Mode P

=) System Mode =)> 0x90: B handle_exceptions
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset Ox00: B reset_hdl RO = 10 C"“e*'mandcmmi
‘ Ox04: B undef_inst hdl R1 = 3
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x90
. étay '2 A'?Ct’rt ';"tofet Abort Mode Stack ¥ | @X10: B data_abt_hdl SP>R13 abt
ave hegister state 1o or ode >Stac LR>R14_abt

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

=) Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl RO = 10 C"“e*'mandcmmi
‘ Ox04: B undef_inst _hdl R1 = 3
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x90
. étay '2 A'?Ct’rt ';"tofet Abort Mode Stack ¥ | @X10: B data_abt_hdl SP>R13 abt
ave hegister state 1o or odae >tac LR>R14_abt

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

=) Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset =) 9x00: B(reset hdl RO = UNDEF om0
‘ Ox04: B undef _inst hdl R1 = UNDEF
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x00
Stay in Abort Mode / | ox10: B data abt_ hdl  SP>R13 svc
e Save Register State to Abort Mode Stack
LR>R14 svc

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset =) 9x00: B(reset hdl RO = UNDEF om0
‘ Ox04: B undef _inst hdl R1 = UNDEF
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x00
Stay in Abort Mode / | ox10: B data abt_ hdl  SP>R13 svc
e Save Register State to Abort Mode Stack
LR>R14 svc

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
Ox34: B setup

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset ox00: B(reset hdl ) RO = UNDEF C°“e*”andwﬁi
‘ Ox04: B undef _inst hdl R1 = UNDEF
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x30
Stay in Abort Mode / | ox10: B data abt_ hdl  SP>R13 svc
e Save Register State to Abort Mode Stack
LR>R14 svc

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

= 0x30: Check exception vectors
©x32: Change to System Mode
Ox34: B setup

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl ) RO = ... C"“e*'mandw‘zﬁi
‘ Ox04: B undef _inst hdl R1 = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = Ox32
Stay in Abort Mode / | ox10: B data abt_ hdl  SP>R13 svc
e Save Register State to Abort Mode Stack
LR>R14 svc

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
® 0x32: Change to System Mode
Ox34: B setup

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl RO = ... C"“e*'mandw‘zﬁi
‘ Ox04: B undef_inst _ hdl R1 = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x32
Stay in Abort Mode s | ex1e: B data abt hdl  SP>R13
* Save Register State to Abort Mode Stack LR>R14

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
= 0x34: B setup

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl ) RO = ... goror 4 o8 SN2
‘ 0x04: B undef _inst hdl Rl = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = Ox32
Stay in Abort Mode / | ex1e: B data_abt_hdl SP>R13
e Save Register State to Abort Mode Stack LR>R14

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
= 0x34: B setup

Ox40: Initialize processor

Ox42: B c_main

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl ) RO = ... goror 4 o8 SN2
‘ 0x04: B undef _inst hdl Rl = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x40
Stay in Abort Mode / | ex1e: B data_abt_hdl SP>R13
e Save Register State to Abort Mode Stack LR>R14

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
Ox34: B setup

== 0x40: Initialize processor

Ox42: B c_main

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset ox00: B(reset hdl RO = ... C"“e*'mandw‘zﬁi
‘ Ox04: B undef_inst _ hdl R1 = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x42
Stay in Abort Mode s | ex1e: B data abt hdl  SP>R13
* Save Register State to Abort Mode Stack LR>R14

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
Ox34: B setup

Ox40: Initialize processor

=> 0x42: B c_main

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl ) RO = ... goror 4 o8 SN2
‘ 0x04: B undef _inst hdl Rl = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x42
Stay in Abort Mode / | ex1e: B data_abt_hdl SP>R13
e Save Register State to Abort Mode Stack LR>R14

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
Ox34: B setup

Ox40: Initialize processor

=> 0x42: B c_main

=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘
=> Abort Mode Ox62: Activate interrupts
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl ) RO = ... goror 4 o8 SN2
‘ 0x04: B undef _inst hdl Rl = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x42
Stay in Abort Mode / | ex1e: B data_abt_hdl SP>R13
e Save Register State to Abort Mode Stack LR>R14

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
Ox34: B setup

Ox40: Initialize processor

=) 0x42: B e—maim c_main_hook

=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘
=> Abort Mode Ox62: Activate interrupts
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl ) RO = ... goror 4 o8 SN2
‘ 0x04: B undef _inst hdl Rl = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x42
Stay in Abort Mode / | ex1e: B data_abt_hdl SP>R13
e Save Register State to Abort Mode Stack LR>R14

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
Ox34: B setup

e . c_main_hook:
Ox40: Initialize processor - .

Ox60: PUSH {RO-R3,LR}

=> Ox42: B e—main C_main_hook ox62: BL set abort SP

_ , o _ Ox64: POP {RO-R3,LR}
=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘ Ox66: B ¢ main
=> Abort Mode Ox62: Activate interrupts -
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl ) RO = ... goror 4 o8 SN2
‘ 0x04: B undef _inst hdl Rl = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x42
Stay in Abort Mode / | ex1e: B data_abt_hdl SP>R13
e Save Register State to Abort Mode Stack LR>R14

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
Ox34: B setup

e . c_main_hook:
Ox40: Initialize processor - .

Ox60: PUSH {RO-R3,LR}

=» 0x42: B e-meim C_main_hook @x62: BL set_abort SP

_ , o _ Ox64: POP {RO-R3, LR}
=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘ Ox66: B ¢ main
=> Abort Mode Ox62: Activate 1interrupts \ - )
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor Example Program Registers
Debug-Mode Reset 0x00: B(reset hdl ) RO = ... goror 4 o8 SN2
‘ 0x04: B undef _inst hdl Rl = ...
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x42
Stay in Abort Mode / | ex1e: B data_abt_hdl SP>R13
e Save Register State to Abort Mode Stack LR>R14

* Initialize ABT Stack Pointer
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox30: Check exception vectors
©x32: Change to System Mode
Ox34: B setup

é.A@- Tnitiagli c_main_hook:
x40: Initialize processor / ox60: PUSH @B,LR}

=> Ox42: B e—main C_main_hook ox62: BL set 3Bort Sp

_ , o _ Ox64: POP {RO-R3, LR}
=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘ Ox66: B ¢ main
=> Abort Mode Ox62: Activate 1interrupts \ - )
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor
Debug-Mode

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer

* Analyze handle_exceptions function

* Implement a breakpoint handler

e Activate breakpoints

Ox40:

=) Ox42:

= Supervisor Mode c_main OX60:
=> Abort Mode Ox62

=) System Mode Ox64:

o c_main_hook:

Imtwglze prqceiso';(/ ox60: PUSH({RO-R3,LRD

B e—maxi C_Maln_hoo Ox62: BL set_abort_ SP
Ox64: POP {RO-R3,LR}

: Inii.:iaLiz? the ,,driver‘ Ox66: B ¢ main
. Activate interrupts - )
Wait for 1interrupts
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Initialize Abort Stack Pointer

Monitor uint32 stack_abt[256] = { ©x54424153 };

Debug-Mode void _ attribute ((optimize("00")))
- set _abort SP(void) {

register uint32 sp _abt asm("re") = (uint32) &stack abt[255];

ToDos to Create DIY Debugger

« Stay in Abort Mode V4 dbg change_processor_mode(DBG_PROCESSOR_MODE_ABT);

) v asm("mov sp, %[value]" : : [value] "r" (sp_abt));
* Save Register State to Abort Mode Stack dbg_change_processor_mode (DBG_PROCESSOR_MODE_SYS);
* Initialize ABT Stack Pointer }
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

.o o c_main_hook:
ox40: Initialize processor / ox60: PUSH({RO-R3,LRD

=» 0x42: B e-meim C_main_hook @x62: BL set_abort_SP

_ , o _ Ox64: POP {RO-R3, LR}
=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘ Ox66: B ¢ main

=> Abort Mode Ox62: Activate 1interrupts \ - )
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor uint32 stack_abt[256] = { ©x54424153 };

Debug-Mode void _ attribute ((optimize("00")))
- set _abort SP(void) {

register uint32 sp _abt asm("re") = (uint32) &stack abt[255];

ToDos to Create DIY Debugger
. Stay in Abort Mode V4 dbg change procesurizcagbiois £\YlI+:5SOR MODE ABT) ;

) v asm("mov sp, %[value]" : : [value] "r" (sp_abt));
* Save Register State to Abort Mode Stack dbg_change_processor_mode (DBG_PROCESSOR_MODE_SYS);
* Initialize ABT Stack Pointer }
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

.o o c_main_hook:
ox40: Initialize processor / ox60: PUSH({RO-R3,LRD

=» 0x42: B e-meim C_main_hook @x62: BL set_abort_SP

_ , o _ Ox64: POP {RO-R3, LR}
=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘ Ox66: B ¢ main

=> Abort Mode Ox62: Activate 1interrupts \ - )
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor uint32 stack_abt[256] = { ©x54424153 };

Debug-Mode void _ attribute ((optimize("00")))
- set _abort SP(void) {

register uint32 sp _abt asm("re") = (uint32) &stack abt[255];

ToDos to Create DIY Debugger
. Stay in Abort Mode V4 dbg change procesu:pizcagbioir £loI+:5SOR MODE ABT) ;

) v RGeS tackiFoIntertoleno o1 sStackiabtianrayvish
* Save Register State to Abort Mode Stack dbg_change_processor_mode (DBG_PROCESSOR_MODE_SYS);
* Initialize ABT Stack Pointer }
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

"

.o o c_main_hook:
ox40: Initialize processor / ox60: PUSH({RO-R3,LRD

=» 0x42: B e-meim C_main_hook @x62: BL set_abort_SP

_ , o _ Ox64: POP {RO-R3, LR}
=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘ Ox66: B ¢ main

=> Abort Mode Ox62: Activate 1interrupts \ - )
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor uint
Debug-Mode void
. set_

ToDos to Create DIY Debugger

32 stack_abt[256] = { 0x54424153 };

__attribute__ ((optimize("00")))
abort SP(void) {
register uint32 sp _abt asm("re") = (uint32) &stack abt[255];

e Stay in Abort Mode 4

dbg change proce®<u: =2 LI Fyi[ol+iSSOR MODE ABT) ;

RGeS tackiFoInterntoleno o1 sStackiabtianrayvish

e Save Register State to Abort Mode Stack v

dbg change proce:r-nicnideyiiha PhiCEIS0R MODE SYS);

* Initialize ABT Stack Pointer }
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

Ox40:

=) Ox42:

= Supervisor Mode c_main OX60:
=> Abort Mode OX62:
=) System Mode Ox64:

o c_main_hook:

Imtwglze prqceiso';(/ ox60: PUSH({RO-R3,LRD

B e—maiir C_maln_hoo Ox62: BL set_abort_SP
Ox64: POP {RO-R3,LR}

Inii.:iaLiz? the ,,driver‘ Ox66: B ¢ main
Activate interrupts - )
Wait for 1interrupts
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Initialize Abort Stack Pointer

Monitor uint32 stack_abt[256] = { ©x54424153 };

Debug-Mode void _ attribute ((optimize("00")))
- set _abort SP(void) {

register uint32 sp _abt asm("re") = (uint32) &stack abt[255];

ToDos to Create DIY Debugger

. . N4 dbg change proce&uyai e bioi FVilel:SSOR MODE ABT) ;
>tay in A',Oort Mode v RGeS tackiFoInterntoleno o1 sStackiabtianrayvish
* Save Register State to Abort Mode Stack dbg change proce:~l-.-nide\Gia, I L 30R_MODE SYS);

« Initialize ABT Stack Pointer v/ }
* Analyze handle_exceptions function
* Implement a breakpoint handler
e Activate breakpoints

.o o c_main_hook:
ox40: Initialize processor / ox60: PUSH({RO-R3,LRD

=» 0x42: B e-meim C_main_hook @x62: BL set_abort_SP

_ , o _ Ox64: POP {RO-R3, LR}
=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘ Ox66: B ¢ main

=> Abort Mode Ox62: Activate 1interrupts \ - )
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor uint32 stack_abt[256] = { ©x54424153 };

Debug-Mode void _ attribute ((optimize("00")))
- set _abort SP(void) {

register uint32 sp _abt asm("re") = (uint32) &stack abt[255];

ToDos to Create DIY Debugger

. . N4 dbg change proce&uyai e bioi FVilel:SSOR MODE ABT) ;
>tay in A',Oort Mode v RGeS tackiFoInterntoleno o1 sStackiabtianrayvish
* Save Register State to Abort Mode Stack dbg change proce:~l-.-nide\Gia, I L 30R_MODE SYS);

« Initialize ABT Stack Pointer v/ }
« AnalyZehandle_exceptions Bunction
* Implement a breakpoint handler
e Activate breakpoints

.o o c_main_hook:
ox40: Initialize processor / ox60: PUSH({RO-R3,LRD

=» 0x42: B e-meim C_main_hook @x62: BL set_abort_SP

_ , o _ Ox64: POP {RO-R3, LR}
=) Supervisor Mode c_main Ox60: Initialize the ,,driver‘ Ox66: B ¢ main

=> Abort Mode Ox62: Activate 1interrupts \ - )
=) System Mode Ox64: Wait for interrupts
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Initialize Abort Stack Pointer

Monitor
Debug-Mode

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Analyzing Handle Exceptions Function

Monitor
Debug-Mode

Reset

ToDos to Create DIY Debugger
e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v

« Initialize ABT Stack Pointer v

« AnalyZehandle_exceptions Bunction
* Implement a breakpoint handler

e Activate breakpoints

pref_abt hdl

=) Supervisor Mode
=> Abort Mode
=) System Mode

Example Program Registers
0x00: B reset_hdl RO = 10 “Wﬂmw@ﬁﬁi
Ox04: B undef inst hdl R1 =3 | =T
Ox08: B sw_intr hdl o
Ox0C: B pref_abt hdl PC = 0x90
Ox10: B data_abt_hdl SP>R13 abt
- LR>R14_abt
@x50: MOV Re, #10

D 0x52: MOV R1, #3 o o
@x54: ADD Re, RO, R1 =» Original Wi-Fi firmware
0x56: B 0x50 always changes to System
0x80: MOV SP, LR . mode .
Ox86: SRSDB SP!, -#Oxif -)handle_exceptl.ons
OX8C : EPS—#HOXIF— handles all exceptions

=)> 0x90: B handle_exceptions
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Analyzing Handle Exceptions Function

Monitor Example Program Registers
Debug-Mode Reset 0x00: B reset _hdl RO = 10 C"“e*'mandcor‘zﬁz
‘ Ox04: B undef inst hdl R1 =3 | =T
ToDos to Create DIY Debugger 0x08: B sw_intr_hdl .
. . N4 Ox0C: B pref_abt hdl PC = 0x90
. itay '2 A'F’Ct’rt ';"tofet Abort Mode Stack ¥ | ©X10: B data_abt_hdl SP>R13 abt
ave hegister state 1o or ode >Stac LR>R14_abt

. . . . - J e o o
In|t|aI|zeAB'L9cack Po.mter | Ox50: MOV RO, #10
 AnalyZhandle exceptions Runction
* Implement a breakpoint handler P ox52: MOV R1, #3
. AEeteb ak €d tpo' andie Ox54: ADD RO, RO, R1
ctivate breakpoints Ox56- B OX50

=» Original Wi-Fi firmware
always changes to System

pref_abt hdl mv SP, LR

mode

#Ox17 .
Ox86: SRSDB SP!, -#8xif- =>handle_exceptions

= Supervisor Mode OX8C : —EPS—H#OxXLF— handles all exceptions
=> Abort Mode .o
=) System Mode =)> 0x90: B handle_exceptions
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Our Prefetch Abort Handler

Example Program

Monitor
Debug-Mode

Reset

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
« Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

0x00:
0x04:
Ox08:
OxaC:
0x10:

0 W W W W

reset hdl
undef_inst hdl
sw_intr_hdl
pref_abt hdl
data_abt hdl
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Our Prefetch Abort Handler

Example Program

Monitor
Debug-Mode

Reset

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
« Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

pref_abt hdl

=) Supervisor Mode
=> Abort Mode
=) System Mode

0x00:
0x04:
Ox08:
OxaC:
0x10:

Ox80:
Ox86:
Ox8C:
Ox90:

reset hdl
undef_inst hdl
sw_intr_hdl
pref_abt hdl
data_abt hdl

0 W W W W

MOV SP, LR . .-

SRSDB SP!, -#8x3+
—EP5S—HOXIT—

B handle_exceptions
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Debug-Mode

Our Prefetch Abort Handler

Example Program

Monitor

Reset

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

Analy#zé_handle exceptions Runction

Implement a breakpoint handler

Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

0x00:
0x04:
Ox08:
OxaC:
0x10:
0x80:
Ox82:
0x84:
Ox86:
Ox88:
Ox8A:

ox8C:
Ox8E:

reset hdl
undef_inst hdl
sw_intr_hdl
pref_abt hdl
data_abt hdl

0 W W W W

SUB LR, LR, #4
SRSDB SP!, #0x17
PUSH {RO}

PUSH {LR}

SUB SP, SP, #24
PUSH {RO-R7}

MOV RO, #3

B handle exceptions
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Our Prefetch Abort Handler

Example Program

Monitor
Debug-Mode

Reset

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

0x00:
0x04:
Ox08:
OxaC:
0x10:

reset hdl
undef_inst hdl
sw_intr_hdl

pref_abt hdl
data_abt_hdl:::>

0 W W W W

Coxg0

: SUB LR, LR, #4
Ox82:
0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

SRSDB SP!, #0x17
PUSH {RO}

PUSH {LR}

SUB SP, SP, #24
PUSH {RO-R7}

MOV RO, #3

B handle exceptions
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Debug-Mode

Our Prefetch Abort Handler

Monitor

Reset

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

Analy#zé_handle exceptions Runction

Implement a breakpoint handler

Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

0x00:
0x04:
Ox08:
OxaC:
0x10:

Example Program

reset hdl
undef_inst hdl
sw_intr_hdl
pref_abt hdl
data_abt hdl

0 W W W W

Coxg0

LR = Breakpoint’s PC Address + 4

: SUB LR,(LR)#4 LR (new) := Breakpoint‘s PC Address
Ox82:

0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

SRSDB SPT, #0x17
PUSH {RO}

PUSH {LR}

SUB SP, SP, #24
PUSH {RO-R7}

MOV RO, #3

B handle exceptions
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Debug-Mode

Our Prefetch Abort Handler

Monitor

Reset

Ox00:

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

Analy#zé_handle exceptions Runction

Implement a breakpoint handler

Activate breakpoints

0x04:
Ox08:
OxaC:
0x10:

Example Program

reset hdl
undef_inst hdl
sw_intr_hdl
pref_abt hdl
data_abt hdl

0 W W W W

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

LR = Breakpoint’s PC Address + 4

: SUB LR,(LR)#4 LR (new) := Breakpoint‘s PC Address
= Ox82:

0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

SRSDB SPT, #0x17
PUSH {RO}

PUSH {LR}

SUB SP, SP, #24
PUSH {RO-R7}

MOV RO, #3

B handle exceptions
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Our Prefetch Abort Handler

Monitor
Debug-Mode

Reset

Ox00:

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

0x04:
Ox08:
OxaC:
0x10:

Example Program

reset hdl
undef_inst hdl
sw_intr_hdl

pref_abt hdl
data_abt_hdl:::>

0 W W W W

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

. SUB LR,(EE)TEZ—_—*L
= 0x82:
0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

L

SRSDB SPT, #0x17
PUSH {RO}

PUSH {LR}

SUB SP, SP, #24
PUSH {RO-R7}

MOV RO, #3

B handle exceptions

SRS

DB

SRSDB Instruction

SRSDB SP!, #@x17

Store Return State (LR, SPSR)
onto a Stack

Decrement address before
each transfer

Write final address back to SP
of mode 0x17 (abort mode)
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Our Prefetch Abort Handler

Monitor
Debug-Mode

Reset

Ox00:

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

0x04:
Ox08:
OxaC:
0x10:

Example Program

reset hdl
undef_inst hdl
sw_intr_hdl

pref_abt hdl
data_abt_hdl:::>

0 W W W W

Abort Stack

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

. SUB LR,(EE)TEZ—_—*L
= 0x82:
0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

L

SRSDB SPT, #0x17
PUSH {RO}

PUSH {LR}

SUB SP, SP, #24
PUSH {RO-R7}

MOV RO, #3

B handle exceptions

SRS

DB

SRSDB Instruction

SRSDB SP!, #@x17

Store Return State (LR, SPSR)
onto a Stack

Decrement address before
each transfer

Write final address back to SP
of mode 0x17 (abort mode)
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Our Prefetch Abort Handler

Monitor
Debug-Mode

Reset

Ox00:

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
« Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

0x04:
Ox08:
OxaC:
0x10:

Example Program

reset hdl
undef_inst hdl
sw_intr_hdl

pref_abt hdl
data_abt_hdl:::>

0 W W W W

Abort Stack
| SPRREGERS
LR = PC SYS

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

. SUB LR,(EE)TEZ—_—*L
= 0x82:
0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

L

SRSDB SPT, #0x17
PUSH {RO}

PUSH {LR}

SUB SP, SP, #24
PUSH {RO-R7}

MOV RO, #3

B handle exceptions

SRS

DB

SRSDB Instruction

SRSDB SP!, #@x17

Store Return State (LR, SPSR)
onto a Stack

Decrement address before
each transfer

Write final address back to SP
of mode 0x17 (abort mode)
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Debug-Mode

Our Prefetch Abort Handler

Monitor

Reset

Ox00:

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
« Initialize ABT Stack Pointer v/

Analy#zé_handle exceptions Runction

Implement a breakpoint handler

Activate breakpoints

0x04:
Ox08:
OxaC:
0x10:

Example Program Abort Stack

reset hdl -

undef_inst hdl
sw_intr_hdl
pref_abt hdl
data_abt hdl

0 W W W W

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

LR = Breakpoint’s PC Address + 4

: SUB LR,(LR)#4 LR (new) := Breakpoint‘s PC Address
= Ox82:

0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

SRSDB SPT, #0x17
PUSH {RO}

PUSH {LR}

SUB SP, SP, #24
PUSH {RO-R7}

MOV RO, #3

B handle exceptions
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Debug-Mode

Our Prefetch Abort Handler

Monitor

Reset

Ox00:

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
« Initialize ABT Stack Pointer v/

Analy#zé_handle exceptions Runction

Implement a breakpoint handler

Activate breakpoints

0x04:
Ox08:
OxaC:
0x10:

Example Program Abort Stack

reset _hdl ~ RO

undef_inst hdl
sw_intr_hdl
pref_abt hdl
data_abt hdl

0 W W W W

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

LR = Breakpoint’s PC Address + 4

: SUB LR,(LR)#4 LR (new) := Breakpoint‘s PC Address
= Ox82:

0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

SRSDB SPT, #0x17
PUSH {RO}

PUSH {LR}

SUB SP, SP, #24
PUSH {RO-R7}

MOV RO, #3

B handle exceptions
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Our Prefetch Abort Handler

Monitor
Debug-Mode

Reset

Example Program
Ox00:

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
« Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

0x04:
Ox08:
OxaC:
0x10:

Abort Stack
SPSR = CPSR SYS
B reset_hdl m;%;ﬁ
B undef_inst hdl
B sw_intr_hdl
B pref_abt hdl
B data _abt hdl

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

: SUB LR,
= 0x82:
0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

LR = Breakpoint’s PC Address + 4
@ #4 LR (new) := Breakpoint‘s PC Address
SRSDB SPT, #0x17

PUSH {R0}

PUSH {LR}

SUB SP, SP, #24

PUSH {R@-R7}

MOV RO, #3

B handle exceptions
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Our Prefetch Abort Handler

Monitor
Debug-Mode

Reset

Example Program
Ox00:

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

0x04:
Ox08:
OxaC:
0x10:

Abort Stack
SPSR = CPSR SYS
B reset_hdl m;%;ﬁ
B undef_inst hdl
B sw_intr_hdl
B pref_abt hdl
B data _abt hdl

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

: SUB LR,
= 0x82:
0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

LR = Breakpoint’s PC Address + 4
@ #4 LR (new) := Breakpoint‘s PC Address
SRSDB SPT, #0x17

PUSH {R0}

PUSH {LR}

SUB SP, SP, #24

PUSH {R@-R7}

MOV RO, #3

B handle exceptions
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Our Prefetch Abort Handler

Monitor Example Program Abort Stack
- SPSRfCPSR SYS
Debug-Mode .. @x00: B reset_hdl "R "
‘ 9x04: B undef_inst hdl
ToDos to Create DIY Debugger Ox08: B sw_intr_hdl
: Stay in Abort Mode ox10: & data_abt_dl
e Save Register State to Abort Mode Stack v ) - =

« Initialize ABT Stack Pointer v SCoxgo

« AnalyZehandle_exceptions Bunction
* Implement a breakpoint handler

e Activate breakpoints

: SUB LR, LR, #4
= 0x82: SRSDB SP!, #0x17
Ox84: PUSH {RO}

0x86: PUSH {LR}

Ox88: SUB SP, SP, #24
Ox8A: PUSH {RO-R7}
Ox8C: MOV RO, #3

=) Supervisor Mode Ox8E: B handle exceptions
=> Abort Mode

=) System Mode
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Our Prefetch Abort Handler

Monitor
Debug-Mode

Reset

Ox00:

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

ox04 .
0x08:
0xaC:
0x10:

Example Program Abort Stack

EHE
reset hdl RO

-, LR ABT
undef_inst hdl

sw_intr_hdl

pref_abt hdl
data_abt_hdl:::>

0 0 W0 W0 @

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

: SUB LR, LR, #4
= 0x82:
0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

SRSDB SP!, #0x17

PUSH {RO}

PUSH {LR}

SUB SP, SP, #24

PUSH_{R@-R7}— RO := Exception ID (3 - Prefetch Abort)
mov(Re,) #3

B handle exceptions
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Our Prefetch Abort Handler

Monitor
Debug-Mode

Reset

Ox00:

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« AnalyZehandle_exceptions Bunction

* Implement a breakpoint handler

e Activate breakpoints

ox04 .
0x08:
0xaC:
0x10:

Example Program Registers Abort Stack

SPSR = CPSR SYS
reset_hdl RO = 3 m;@;ﬁ
undef_inst_hdl

sw_intr_hdl

pref_abt hdl
data_abt_hdl:::>

0 0 W0 W0 @

Coxg0

=) Supervisor Mode
=> Abort Mode
=) System Mode

: SUB LR, LR, #4
= 0x82:
0x84:
Ox86:
Ox88:
Ox8A:
Ox8C:
OX8E:

SRSDB SP!, #0x17

PUSH {RO}

PUSH {LR}

SUB SP, SP, #24

PUSH_{R@-R7}— RO := Exception ID (3 - Prefetch Abort)
mov(Re,) #3

B handle exceptions
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Analyzing handle_exceptions

Monitor

Debug-Mode

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

Analy#zé_handle exceptions Runction

Implement a breakpoint handler

Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

handle_exceptions

m) OXAQ:
OxA2:
OxA4:
OxA6:
OxA8:
OxAA:
OxAC:
OXAE :
OxBoO:
OxB2:
OxB4:
OxB6:
OxB8:
OXBA:
OxBC:
OXBE:
oxCo:
OxC2:
oxC4:

MOV R4, SP RO
ADD R4, R4, #64

LDMIA R4!, {R1,R3}

MRS R2, CPSR

PUSH {RO-R3}

SUB R4, R4, #12

STR R1, [R4]

AND R1, R3, #64

MOV R7, SP

ADD R7, R7, #88

MOV R6, R12

MOV R5, R11l

MOV R4, R10

MOV R3, RS

MOV R2, RS8

ADD SP, SP, #72

PUSH {R2-R7}

SUB SP, SP, #48

BL choose_exception handler

Registers Abort Stack

SPSR = CPSR SYS
LR =PC SY.

- PC SYS
= 3 RO

LR ABT
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Analyzing handle_exceptions

Monitor handle_exceptions Registers Abort Stack
SPSR = CPSR SYS
Debug-Mode =) OXAG: MOV R4, SP RO = 3 -
~ OxA2: ADD R4, R4, #64 —
OxA4: LDMIA R4!, {R1,R3}

ToDos to Create DIY Debugger OxXA6: MRS R2, CPSR

. Stay in Abort Mode OxA8: PUSH {R@-R3}
. J/ | ©xAA: SUB R4, R4, #12

e Save Register State to Abort Mode Stack OxAC: STR R1, [RA]

« Initialize ABT Stack Pointer v OXAE: AND R1, R3, #64 R1
 AnalyZhandle exceptions Runction OxBO: MOV R7, SP CPSR sYs
* Implement a breakpoint handler ©xB2: ADD R7, R7, #88 Exception ID
« Activate breakpoints OxBA4: MOV R6, R12

OxB6: MOV R5, R11

OxB8: MOV R4, R10
OxBA: MOV R3, R9
@xBC: MOV R2, RS
OxBE: ADD SP, SP, #72

=> Supervisor Mode OXCO: PUSH {R2-R7}
=) Abort Mode OxC2: SUB SP, SP, #48
=) System Mode OxC4: BL choose_exception_handler
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Analyzing handle_exceptions

Monitor handle_exceptions Registers Abort Stack
Debug-Mode OxA@: MOV R4, SP RO = 3 TIPS
~ OxA2: ADD R4, R4, #64 —_—
OxA4: LDMIA R4!, {R1,R3

ToDos to Create DIY Debugger OXAG: MRS R2, CPS;E )

« Stay in Abort Mode v OxA8: PUSH {R@-R3}
. J/ [ OoxAA: SUB R4, R4, #12

e Save Register State to Abort Mode Stack OxAC: STR R1, [RA]

« Initialize ABT Stack Pointer v OXAE: AND R1, R3, #64 R1
 AnalyZhandle exceptions Runction OxBO: MOV R7, SP CPSR st
* Implement a breakpoint handler ©xB2: ADD R7, R7, #88 Exception ID
« Activate breakpoints OxBA4: MOV R6, R12

OxB6: MOV R5, R11l

OxB8: MOV R4, R10
OxBA: MOV R3, R9
@xBC: MOV R2, RS
OxBE: ADD SP, SP, #72

=> Supervisor Mode OXCO: PUSH {R2-R7}
=) Abort Mode OxC2: SUB SP, SP, #48
=) System Mode OxC4: BL choose_exception_handler
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Analyzing handle_exceptions

Monitor handle_exceptions Registers Abort Stack
SPSR = CPSR SYS
Debug-Mode @xA@: MOV R4, SP RO = 3 —

OxA2: ADD R4, R4, #64

OxA4: LDMIA R4!, {R1,R3}
ToDos to Create DIY Debugger OxAG: MRS R2, CPSR
« Stay in Abort Mode v OxA8: PUSH {R6-R3}
) J/ B 0OxAA: SUB R4, R4, #12
e Save Register State to Abort Mode Stack OxAC: STR R1, [RA]
* Initialize ABT Stack Pointer v OxAE: AND R1, R3, #64 1
. Analyz@ndle_g(cepti@mction OxBO: MOV R7, SP CPSR SYs
* Implement a breakpoint handler ©xB2: ADD R7, R7, #88 Exception ID
* Activate breakpoints OxB4: MOV R6, R12
OxB6: MOV R5, R11

OxB8: MOV R4, R10
OxBA: MOV R3, R9
OxBC: MOV R2, RS
OxBE: ADD SP, SP, #72

=> Supervisor Mode OXCO: PUSH {R2-R7}
=) Abort Mode OxC2: SUB SP, SP, #48
=) System Mode OxC4: BL choose_exception_handler
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Analyzing handle_exceptions

Monitor handle_exceptions Registers Abort Stack
SPSR = CPSR SYS
Debug-Mode @xA@: MOV R4, SP RO = 3 b
~ OxA2: ADD R4, R4, #64
OxA4: LDMIA R4!, {R1,R3}
ToDos to Create DIY Debugger .
T EOEs oxAG: MRS R2, CPSR processor state when

* Stay in Abort Mode B oxAA- breakpoint was triggered

) 4 XAA: SUB R4, R4, #12
e Save Register State to Abort Mode Stack OxAC: STR R1, [RA]

« Initialize ABT Stack Pointer v/ OxAE: AND R1, R3, #64 1
 AnalyZhandle exceptions Runction OxBO: MOV R7, SP ! CpSR sYS
* Implement a breakpoint handler ©xB2: ADD R7, R7, #88 Exception ID
* Activate breakpoints OxB4: MOV R6, R12

OxB6: MOV R5, R11

OxB8: MOV R4, R10
OxBA: MOV R3, R9
@xBC: MOV R2, RS
OxBE: ADD SP, SP, #72

=> Supervisor Mode OXCO: PUSH {R2-R7}
=) Abort Mode OxC2: SUB SP, SP, #48
=) System Mode OxC4: BL choose_exception_handler
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Analyzing handle_exceptions

Monitor handle_exceptions Registers Abort Stack
Debug-Mode : _ RIS
OxAO: MOV R4, SP RO = 3 =
~ OxA2: ADD R4, R4, #64
OxA4: LDMIA R4!, {R1,R3}
ToDos to Create DIY Debugger .
T EOEs oxAG: MRS R2, CPSR processor state when
* Stay in Abort Mode N : breakpoint was triggered
. J/ > OxAA: SUB R4, R4, #12
e Save Register State to Abort Mode Stack OxAC: STR R1, [RA]

« Initialize ABT Stack Pointer v OXAE: AND R1, R3, #64 R1
 AnalyZhandle exceptions Runction OxBO: MOV R7, SP ! CPSR sYs
* Implement a breakpoint handler ©xB2: ADD R7, R7, #88 Exception ID
« Activate breakpoints OxBA4: MOV R6, R12

OxB6: MOV R5, R11

OxB8: MOV R4, R10
OxBA: MOV R3, R9
@xBC: MOV R2, RS
OxBE: ADD SP, SP, #72

=> Supervisor Mode OXCO: PUSH {R2-R7}
=) Abort Mode OxC2: SUB SP, SP, #48
=) System Mode OxC4: BL choose_exception_handler
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Analyzing handle_exceptions

Monitor handle_exceptions Registers Abort Stack

SPSR = CPSR SYS
Debug-Mode OxA@: MOV R4, SP RO = 3 A
OxA2: ADD R4, R4, #64

OxA4: LDMIA R4!, {R1,R3}
OxA6: MRS R2, CPSR

ToDos to Create DIY Debugger

Processor state when

+ Stay in Abort Mode ¥ OxA8: PUSH {RO-R3} breakpoint was triggered |
. J/ B 0OxAA: SUB R4, R4, #12
* Save Register State to Abort Mode Stack OxAC: STR R1, [RA]
* Initialize ABT Stack Pointer v OxAE: AND R1, R3, #64
 Analyz& handle exceptions function OxBO: MOV R7, SP . chggogxg
* Fix LR/SP_ABT = LR/SP_SYS OxB2: ADD R7, R7, #88 Exception ID

OxB4: MOV R6, R12
OxB6: MOV R5, R11l
OxB8: MOV R4, R10
OxBA: MOV R3, RO

* Implement a breakpoint handler
e Activate breakpoints

@xBC: MOV R2, RS
OxBE: ADD SP, SP, #72

=> Supervisor Mode OXCO: PUSH {R2-R7}
=) Abort Mode OxC2: SUB SP, SP, #48
=) System Mode OxC4: BL choose_exception_handler
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Analyzing handle_exceptions

Monitor handle_exceptions Registers Abort Stack
SPSR = CPSR SYS
Debug-Mode @xA@: MOV R4, SP RO = 3 b

OxA2: ADD R4, R4, #64
OxA4: LDMIA R4!, {R1,R3}
OxA6: MRS R2, CPSR

ToDos to Create DIY Debugger

Processor state when

+ Stay in Abort Mode ¥ OxA8: PUSH {RO-R3} breakpoint was triggered |
. J/ | OxAA: SUB R4, R4, #12
* Save Register State to Abort Mode Stack OxAC: STR R1, [RA]
* Initialize ABT Stack Pointer v OxAE: AND R1, R3, #64
 Analyz& handle exceptions function OxBO: MOV R7, SP . chgEOg\g
* Fix LR/SP_ABT = LR/SP_SYS OxB2: ADD R7, R7, #88 Exception ID

OxB4: MOV R6, R12
OxB6: MOV R5, R11l
OxB8: MOV R4, R10
OxBA: MOV R3, RO

* Implement a breakpoint handler
e Activate breakpoints

@xBC: MOV R2, RS
OxBE: ADD SP, SP, #72

=> Supervisor Mode OXCO: PUSH {R2-R7}
=) Abort Mode OxC2: SUB SP, SP, #48
=) System Mode =) 0xC4: BL choose_exception_handler

OxC6: CPSID IF
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Analyzing handle_exceptions

Monitor handle_exceptions Registers Abort Stack

Debug-Mode OxB8: MOV R4, R10
OxBA: MOV R3, RO

RO = 3

OxBC: MOV R2, R8
ToDos to Create DIY Debugger eiBE: ADD SP, SP, #72

Processor state when

. OxCO: PUSH {R2-R7 J

e Stayin Aport Mode v / OxC2: SUB SE,’ SP,}#48 breakpoint was triggered
* Save Register State to Abort Mode Stack ™ | gyca: BL choose exception handler

* Initialize ABT Stack Pointer v/ OxC6: CPSID IF R1
 AnalyZ&handle exceptions Junction OxC8: ADD SP, SP, #48 . CPSR st

* Fix LR/SP_ABT = LR/SP_SYS gxgé“ ;85 ége-ig} Exception ID
° : X . 5

Implementa bre:?\kpomt handler OxCE: MOV R9. R1
* Activate breakpoints OxDO: MOV R10, R2
OxD2: MOV R11, R3 - Restores saved registers

oxD4: MOV R12, R4
oxD6: MOV LR, R6

=> Supervisor Mode OxD8: SUB SP, SP, #60
=> Abort Mode OxDA: POP {R@-R7}
=> System Mode oxDC: ADD SP, SP, #32 |

OxDE: RFEFD SP!
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Analyzing handle_exceptions

Monitor
Debug-Mode

OxB8:

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

 Analyz& handle exceptions function
* Fix LR/SP_ABT = LR/SP_SYS

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

OxBA:
OxBC:
OXBE :
oxCo:
OxC2:
=) 0xC4:
oxC6:
oOxC8:
OxCA:
OxCC:
OxCE:
oxDo:
oxD2:
oxD4 .
oxD6:
oxD8:
OxDA:
oxDC:
OxDE:

handle_exceptions

MOV R4, R10

MOV R3, R9

MOV R2, RS

ADD SP, SP, #72
PUSH {R2-R7}
SUB SP, SP, #48

BL choose_exception_ hand!

CPSID IF

ADD SP, SP, #48 |

POP {RO-R6}

MOV RS, RO

MOV R9, R1

MOV R10, R2

MOV R11, R3

MOV R12, R4

MOV LR, R6

SUB SP, SP, #60
POP {RO-R7}

ADD SP, SP, #32 |

RFEFD SP!

Registers Abort Stack
RO = 3 [ K A
Py RFEFD Instruction
break RFEFD SP!

RFE Return From Exception: writes
PC and CPSR back

FD Fulldescending stack

SP  Points at PC and CPSR

SP! Write final address back to SP

- Restores saved registers
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Analyzing handle_exceptions

Monitor

Debug-Mode

ToDos to Create DIY Debugger

Stay in Abort Mode 4
Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/
Analyz& handle exceptions function
* Fix LR/SP_ABT = LR/SP_SYS
Implement a breakpoint handler
Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

handle_exceptions

OxB8:
OxBA:
OxBC:
OXBE :
oxCo:
OxC2:
=) 0xC4:
oxC6:
oOxC8:
OxCA:
OxCC:
OxCE:
oxDo:
oxD2:
oxD4 .
oxD6:
oxD8:
OxDA:
oxDC:
OxDE:

MOV R4, R10

MOV R3, R9

MOV R2, RS

ADD SP, SP, #72
PUSH {R2-R7}
SUB SP, SP, #48

BL choose_exception_ hand!

CPSID IF

ADD SP, SP, #48 |

POP {RO-R6}

MOV RS, RO

MOV R9, R1

MOV R10, R2

MOV R11, R3

MOV R12, R4

MOV LR, R6

SUB SP, SP, #60
POP {RO-R7}

ADD SP, SP, #32 |

RFEFD SP!

Registers Abort Stack
SPSR = CPSR SYS
RO = 3 [ Foc e
- =
Py RFEFD Instruction
break RFEFD SP!

RFE Return From Exception: writes
PC and CPSR back

FD Fulldescending stack

SP  Points at PC and CPSR

SP! Write final address back to SP

- Restores saved registers
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Analyzing handle_exceptions

Monitor

Debug-Mode

ToDos to Create DIY Debugger

Stay in Abort Mode 4
Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/
Analyz& handle exceptions function
* Fix LR/SP_ABT = LR/SP_SYS
Implement a breakpoint handler
Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

handle_exceptions

OxB8:
OxBA:
OxBC:
OXBE :
oxCo:
OxC2:
=) 0xC4:
oxC6:
oOxC8:
OxCA:
OxCC:
OxCE:
oxDo:
oxD2:
oxD4 .
oxD6:
oxD8:
OxDA:
oxDC:
OxDE:

MOV R4, R10

MOV R3, R9

MOV R2, RS

ADD SP, SP, #72
PUSH {R2-R7}
SUB SP, SP, #48

BL choose_exception_ hand!

CPSID IF

ADD SP, SP, #48 |

POP {RO-R6}

MOV RS, RO

MOV R9, R1

MOV R10, R2

MOV R11, R3

MOV R12, R4

MOV LR, R6

SUB SP, SP, #60
POP {RO-R7}

ADD SP, SP, #32 |

RFEFD SP!

Registers Abort Stack

SPSR = CPSR SYS

LR = PC_SYS
RO = 3 PC SYS

LR ABT
SP_ART

Py RFEFD Instruction
break RFEFD SP!

RFE Return From Exception: writes
PC and CPSR back

FD Fulldescending stack

SP  Points at PC and CPSR

SP! Write final address back to SP

- Restores saved registers

=» After handling an exception
we can return to regular

program execution
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Analyzing handle_exceptions

Monitor

Debug-Mode

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

Analyze handle exceptions function v
* Fix LR/SP_ABT - LR/SP_SYS

Implement a breakpoint handler

Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

handle_exceptions

OxB8:
OxBA:
OxBC:
OXBE :
oxCo:
OxC2:
=) 0xC4:
oxC6:
oOxC8:
OxCA:
OxCC:
OxCE:
oxDo:
oxD2:
oxD4 .
oxD6:
oxD8:
OxDA:
oxDC:
OxDE:

MOV R4, R10

MOV R3, R9

MOV R2, RS

ADD SP, SP, #72
PUSH {R2-R7}
SUB SP, SP, #48

BL choose_exception_ hand!

CPSID IF

ADD SP, SP, #48 |

POP {RO-R6}

MOV RS, RO

MOV R9, R1

MOV R10, R2

MOV R11, R3

MOV R12, R4

MOV LR, R6

SUB SP, SP, #60
POP {RO-R7}

ADD SP, SP, #32 |

RFEFD SP!

Registers Abort Stack

SPSR = CPSR SYS

LR = PC_SYS
RO = 3 PC SYS

LR ABT
SP_ART

Py RFEFD Instruction
break RFEFD SP!

RFE Return From Exception: writes
PC and CPSR back

FD Fulldescending stack

SP  Points at PC and CPSR

SP! Write final address back to SP

- Restores saved registers

=» After handling an exception
we can return to regular

program execution
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Analyzing handle_exceptions

Monitor handle_exceptions Registers Abort Stack
DEbug'MOde OxB8: MOV R4:, R10 R@ — 3 . SPEFR{:(F;ES&(EYS
OxBA: MOV R3, R9
OxBC: MOV R2, R8
ToDos to Create DIY Debugger OxBE: ADD SP. SP. #72 - e wh
’ > rocessor state when
. @xCO: PUSH {R2-R7 i
e Stayin Al?ort Mode v / eicz: SUB SE,’ SP)}#48 breakpoint was triggered
* Save Register State to Abort Mode Stack ¥ o 5 ca- BL@&_ex@tion_han@
* Initialize ABT Stack Pointer v/ OxC6: CPSID 1
« Analyze handle_exceptions function v | @xC8: ADD SP, SP, #48 | _ cpsk sy
* Fix LR/SP_ABT > LR/SP_SYS gxgé“ ;85 ége-ﬁg} Exception ID
. . X . b}
Implementa bre:?\kpomt handler OxCE: MOV R9. R1
* Activate breakpoints OxDO: MOV R10, R2
OxD2: MOV R11, R3 - Restores saved registers
oxD4: MOV R12, R4 . .
oxD6: MOV LR, R6 =» After handling an exception
=) Supervisor Mode oxD8: SUB SP, SP, #60
=> Abort Mode OxDA: POP {RO-R7} we can return t? regUIar
=> System Mode oxDC: ADD SP, SP, #32 | program execution

OxDE: RFEFD SP!
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Analyzing handle_exceptions

Monitor choose_exception _handleRegisters Abort Stack
Debug-Mode RO = 3 PRI
ToDos to Create DIY Debugger OxOF4: CMP RO, #6
. _ J Ox0F6: BNE OXFE
Stay in Abort Mode /s | exeFs: cvp R1, #64
e Save Register State to Abort Mode Stack OXOFA: BEQ OXFE
* Initialize ABT Stack Pointer v
« Analyze handle_exceptions function v OxoFC: CPSIE F cpsi Svs
, — OXOFE: MOV RO, SP ChSR ABT
* Fix LR/SP_ABT > LR/SP_SYS . Exception ID
. ot @x100: PUSH {LR}
. Amser:etr; akre§ fom andler 0x102: POP {LR}
ctivate breakpoints 0x104: B handle FIQ or_trigger trap

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack
Debug-Mode RO = 3 PRI
ToDos to Create DIY Debugger OxOF4: CMP RO, #6
. _ J Ox0F6: BNE OXFE
Stay in Abort Mode /s | exeFs: cvp R1, #64
e Save Register State to Abort Mode Stack OXOFA: BEQ OXFE
* Initialize ABT Stack Pointer v
« Analyze handle_exceptions function v OxoFC: CPSIE F cpsi Svs
, — OXOFE: MOV RO, SP ChSR ABT
* Fix LR/SP_ABT > LR/SP_SYS . Exception ID
. ot @x100: PUSH {LR}
. Am’|c:{ertnetr)1 akre§ fom andler 0x102: POP {LR}
ctivate breakpoints 0x104: B handle FIQ or_trigger trap

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack

Debug-Mode RO = 3 PRI

— Check whether
Exception ID (RO)
equals 6
(fast interrupt/FIQ)

ToDos to Create DIY Debugger Ox0F4: CMP(RO, #6
@xOF6: BNE OXFE
OxOF8: CMP R1, #64
OxOFA: BEQ OXFE
@xOFC: CPSIE F

e Stay in Abort Mode 4
e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

° ] : \/ RO
s hndle_exceptions et | gt ou 16, 55
IX _ _ 0x100: PUSH {LR} Exception ID

* Implement a breakpoint handler

0x102: POP {LR
* Activate breakpoints X {LR}

0x104: B handle FIQ or_trigger trap

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Calling Prefetch Abort Handler

Monitor

Debug-Mode

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

Analyze handle exceptions function v
* Fix LR/SP_ABT - LR/SP_SYS

Implement a breakpoint handler

Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

choose_exception _handler

OXOF4:
OXOF6:
OXOF8:
OXOFA:
OXOFC:
OXOFE:
0x100:
0x102:

0x104

Registers
RO = 3

— Check whether

CMP(RO, #6 :

BNE OXFE E:CU?:IEMD(RO)
gl\é‘g gil,:E#64 (fast interrupt/FIQ)
CPSIE F Handles FIQ or prints
MOV Re, SP debug information
PUSH {LR} and stops execution
POP {LR}

BChandle_FIQ or_trigger_trap>

Abort Stack

SPSR = CPSR SYS
LR = PC SYS

RO
CPSR SYS
CPSR ABT

PC SYS
Exception ID
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Calling Prefetch Abort Handler

Abort Stack

SPSR = CPSR SYS
LR = PC SYS

Monitor

Debug-Mode

choose_exception _handler

Registers
RO = 3

— Check whether

ToDos to Create DIY Debugger oxoF4: cMP(Ro, #6 Exception 1D (RO)
. J @xOF6: BNE OXFE
e Stay in Abort Mode OXOFS: CMP R1. #64 equals 6
* Save Register State to Abort Mode Stack v @x@FA: BEQ @xl,:E (fast interrupt/FIQ)
* Initialize ABT Stack Pointer v/ @X@FC: CPSIE F
« Analyze handle_exceptions function v ) Handles FIQ or prints CPSRUSYS
. OXOFE: MOV RO, SP . . ChSR ABT
* Fix LR/SP_ABT - LR/SP_SYS debug information e oo 1D
* Implement a b_reakpoint handler 0x100: PUSH {LR} and stops execution
. Activate breakooint 0x102: POP {LR} =» We want to
ctivate Dreakpolnts ox104: BChandle_FIQ_or_trigger_trap> handle our
breakpoint
= Supervisor Mode m.Stead. of
=> Abort Mode triggering
=) System Mode the trap
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack
Debug-Mode RO = 3 PRI
ToDos to Create DIY Debugger OxOF4: CMP RO, #6
. . / OxOF6: BNE OXFE
Stay in Abort Mode / | exeFs: cMp R1, #64
e Save Register State to Abort Mode Stack OXOFA: BEQ OXFE
* Initialize ABT Stack Pointer vV
« Analyze handle_exceptions function v OxOFC: CPSIE F PSR 5YS
_ —~ OXOFE: MOV RO, SP Cosk AET
* Fix LR/SP_ABT > LR/SP_SYS . Exception 1D
R  breakoint hord @x100: PUSH {LR}
. Ams er;netr; akre:?\ fom andler 0x102: POP {LR} = We want to
ctivate breakpoints 0x104: B handle FIQ or_trigger trap handle our
breakpoint
=> Supervisor Mode m.Stead. of
=> Abort Mode triggering
=) System Mode the trap
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack
SPSR = CPSR SYS
Debug-Mode OXOF0: CMP RO, #3 RO = 3 e
OXxOF2: BEQ pref_abort
ToDos to Create DIY Debugger OXOF4: CMP RO, #6
. . / OxOF6: BNE OXFE
Stay in Abort Mode /s | exeFs: cvp R1, #64
* Save Register State to Abort Mode Stack OXOFA: BEQ OXFE
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v oxoFC: CPSIE F PSR 5Ys
_ = OXOFE: MOV RO, SP Cosk AET
* Fix LR/SP_ABT > LR/SP_SYS . Exception 1D
. Imol t 2 breakpoint hand| 0x100: PUSH {LR}
. Ams er;netr)\ akre§ fom andler 0x102: POP {LR} = We want to
ctivate breakpoints 0x104: B handle FIQ or_trigger trap handle our
breakpoint
=) Supervisor Mode ln.Stead. of
=) Abort Mode triggering
=) System Mode the trap
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack
SPSR = CPSR SYS
Debug-Mode OxOF0: CMP RO, #3 RO = 3 e
OXxOF2: BEQ pref_abort
ToDos to Create DIY Debugger OXOF4: CMP RO, #6

OxOF6: BNE OXFE
OxOF8: CMP R1, #64
OxOFA: BEQ OXFE
OxOFC: CPSIE F

e Stay in Abort Mode 4
e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

* Analyze handle_exceptions function v OXOFE: MOV RO, SP cpsh sy
* Fix LR/SP_ABT = LR/SP_SYS , Exception ID

* Implement a breakpoint handler 0x160: PUSH {LR} >

. Activate breakpoints 0x102: POP {LR} | We want to
0x104: B handle_FIQ_ or_trigger_trap handle our
e o e, 5

=> Supervisor Mode @§1@8; PUSH {I,_R} mftead. of

=> Abort Mode Ox10A: POP {LR} triggering

=) System Mode ©x10C: B handle pref_abort _exception the trap
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack

SPSR = CPSR SYS
Debug-Mode oxoFe: cMP(RO, #3 RO = 3 e

OXxOF2: BEQ pref_abort
ToDos to Create DIY Debugger OxOF4: CMP RO, #6

OxOF6: BNE OXFE
e Stay in Abort Mode 4

OXOF8: CMP R1l, #64
e Save Register State to Abort Mode Stack v >

e ) OxOFA: BEQ OXFE
) \/
Initialize ABT Stack Pointer OXOFEC: CPSIE F

* Analyze handle_exceptions function v OXOFE: MOV RO, SP cpsh sy
* Fix LR/SP_ABT = LR/SP_SYS , Exception ID

* Implement a breakpoint handler 0x160: PUSH {LR} >

. Activate breakpoints 0x102: POP {LR} | We want to
0x104: B handle_FIQ_ or_trigger_trap handle our
e o e, 5

=> Supervisor Mode @§1@8; PUSH {I,_R} mftead. of

=> Abort Mode Ox10A: POP {LR} triggering

=) System Mode ©x10C: B handle pref_abort _exception the trap
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack
Debug-Mode oxoFe: CMP(RO, #3) @e - D TREFC S

OXxOF2: BEQ pref_abort
ToDos to Create DIY Debugger OxOF4: CMP RO, #6

OxOF6: BNE OXFE
e Stay in Abort Mode 4

OXOF8: CMP R1l, #64
e Save Register State to Abort Mode Stack v >

e ) OxOFA: BEQ OXFE
) \/
Initialize ABT Stack Pointer OXOFEC: CPSIE F

* Analyze handle_exceptions function v OXOFE: MOV RO, SP cpsh sy
* Fix LR/SP_ABT = LR/SP_SYS , Exception ID

* Implement a breakpoint handler 0x160: PUSH {LR} >

. Activate breakpoints 0x102: POP {LR} | We want to
0x104: B handle_FIQ_ or_trigger_trap handle our
e o e, 5

=> Supervisor Mode @§1@8; PUSH {I,_R} mftead. of

=> Abort Mode Ox10A: POP {LR} triggering

=) System Mode ©x10C: B handle pref_abort _exception the trap
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack
Debug-Mode oxoFe: CMP(RO, #3) @e - D TREFC S

OXxOF2: BEQ pref_abort
ToDos to Create DIY Debugger OxOF4: CMP RO, #6

OxOF6: BNE OXFE
e Stay in Abort Mode 4

OXOF8: CMP R1l, #64
e Save Register State to Abort Mode Stack v >

e ) OxOFA: BEQ OXFE
) \/
Initialize ABT Stack Pointer OXOFEC: CPSIE F

* Analyze handle_exceptions function v OXOFE: MOV RO, SP cpsh sy
* Fix LR/SP_ABT = LR/SP_SYS , Exception ID

* Implement a breakpoint handler 0x160: PUSH {LR} >

. Activate breakpoints 0x102: POP {LR} | We want to
0x104: B handle_FIQ_ or_trigger_trap handle our
e o e, 5

=> Supervisor Mode @§1@8; PUSH {I,_R} mftead. of

=> Abort Mode Ox10A: POP {LR} triggering

=) System Mode ©x10C: B handle pref_abort _exception the trap
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack
Debug-Mode oxoFe: CMP(RO, #3) @e - D TREFC S

OXxOF2: BEQ pref_abort
ToDos to Create DIY Debugger OxOF4: CMP RO, #6

OxOF6: BNE OXFE
e Stay in Abort Mode 4

OXOF8: CMP R1l, #64
e Save Register State to Abort Mode Stack v >

e ) OxOFA: BEQ OXFE
) \/
Initialize ABT Stack Pointer OXOFEC: CPSIE F

* Analyze handle_exceptions function v OXOFE: MOV RO, SP cpsh sy
* Fix LR/SP_ABT = LR/SP_SYS , Exception ID

* Implement a breakpoint handler 0x160: PUSH {LR} >

. Activate breakpoints 0x102: POP {LR} | We want to
0x104: B handle_FIQ_ or_trigger_trap handle our
e o e, 5

=> Supervisor Mode @§1@8; PUSH {I,_R} mftead. of

=> Abort Mode Ox10A: POP_{lR} _ triggering

=> System Mode ox10ecC: @dle_pr‘ef_abor‘t_excep@ the trap
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Calling Prefetch Abort Handler

Monitor choose_exception _handler Registers  Abort Stack
Debug-Mode oxoFe: CMP(RO, #3) @e - D TREFC S

OXxOF2: BEQ pref_abort
ToDos to Create DIY Debugger OxOF4: CMP RO, #6
@xOF6: BNE OXFE
OxOF8: CMP R1, #64
OxOFA: BEQ OXFE
OxQFC: CPSIE F

e Stay in Abort Mode 4
e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

. 5 H \/ RO
Analyz-e handle exceptions function OxOFE: MOV RO, SP EFE%ES%%
* Fix LR/SP_ABT > LR/SP_SYS . Exception 1D
e Imol t 2 breakpoint hand| 0x100: PUSH {LR}
L 2 et AR 0x102: POP {LR} = We want to
ctivate breakpoints 0x104: B handle FIQ or_trigger trap handle our
pref_abort: breakpoint
0x106: MOV RO,_SP <« .
. instead of
"> Supervisor Mode Ox108: PUSH {LR}  firt argument points to trace tri .
=> Abort Mode Ox10A: POP_{lR} riggering
=» System Mode Ox10C: @dle_pr‘ef_abor‘t_excep@ the trap
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Fixing LR and SP in Trace

Monitor void
handle_pref abort_exception(struct trace *trace) {
Debug-Mode fix_sp_lr(trace); Spfggcggigvgs
}

ToDos to Create DIY Debugger
void

* Stayin Abort Mode v J fix_sp_lr(struct trace *trace)
* Save Register State to Abort Mode Stack {

* Initialize ABT Stack Pointer vV register unsigned int sp_sys asm("rl");
« Analyze handle_exceptions function v register unsigned int Ir_sys asm("r2"); cpsh sy
. PC SYS
° Fix LR/SP—ABT?LR/SP—SYS dbg disable monitor_mode_debugging(); S
* Implement a breakpoint handler dbg_change_processor_mode (DBG_PROCESSOR_MODE_SYS);
e Activate breakpoints asm("mov %[result], sp" : [result] "=r" (sp_sys));
asm("mov %[result], 1r" : [result] "=r" (1lr_sys));

dbg change processor_mode (DBG_PROCESSOR_MODE ABT);
dbg enable monitor _mode debugging();
=) Supervisor Mode

=) Abort Mode trace->lr

=) System Mode } trace->sp

lr sys;
Sp_SYys;
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Fixing LR and SP in Trace

Monitor void
handle_pref abort_exception(struct trace *trace) {
Debug-Mode fix_sp_lr(trace); Spfggcggigvgs
}

ToDos to Create DIY Debugger
void

* Stayin Abort Mode v J fix_sp_lr(struct trace *trace)
* Save Register State to Abort Mode Stack {

* Initialize ABT Stack Pointer v register unsigned int sp_sys asm("rl");
« Analyze handle_exceptions function v register unsigned int Ir_sys asm("r2"); cpsh sy
. PC SYS
* Fix LR/SP—ABT?LR/SP—SYS dbg_dicable menitor mode debugging(): Sl
* Implement a breakpoint handler dbg change processor mode(DBG PRUCESSOR MODE SYS);
e Activate breakpoints asm("mov %[result], sp" : [result] "=r" (sp_sys));
asm("mov %[result], 1r" : [result] "=r" (1lr_sys));

dbg change processor_mode (DBG_PROCESSOR_MODE ABT);
dbg enable monitor _mode debugging();
=) Supervisor Mode

=) Abort Mode trace->lr

=) System Mode } trace->sp

lr sys;
Sp_SYys;
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Fixing LR and SP in Trace

Monitor

Debug-Mode

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

Analyze handle_exceptions function v
* Fix LR/SP_ABT - LR/SP_SYS

Implement a breakpoint handler

Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

void

handle_pref abort_exception(struct trace *trace) {

fix_sp_lr(trace);

SPSR = CPSR SYS
LR = PC SYS

PC SYS

}

void

fix_sp _lr(struct trace *trace)

{
register unsigned int sp_sys asm("rl1");
register unsigned int 1lr_sys asm("r2"); —

B sy

dbg disable menitor mode debugging(): SRR
dbg change processor mode(DBG PRUCESSOR MODE SYS);
asm("mov %[result]. sp" : [resultl "=r" (sp_sys));
asm("mov %[resuit], Lr" : [result] "=r” (lr sys));
dbg change processor_mode (DBG_PROCESSOR_MODE ABT);
dbg enable monitor _mode debugging();
trace->1r = lr_sys;
trace->sp = sp_sys;

}
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Fixing LR and SP in Trace

Monitor

Debug-Mode

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

Analyze handle_exceptions function v
* Fix LR/SP_ABT - LR/SP_SYS

Implement a breakpoint handler

Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

void

handle_pref abort_exception(struct trace *trace) {

fix_sp_lr(trace);

SPSR = CPSR SYS
LR = PC SYS

PC SYS

}
void
fix_sp_lr(struct trace *trace)
{
register unsigned int sp_sys asm("rl1");
register unsigned int 1lr_sys asm("r2"); —
CPSR ABT
PC SYS
dbg disable menitor mode debugging(): SRR
dbg change processor mode(DBG PRUCESSOR MODE SYS);
asm("mov %[result]. sp" : [resultl "=r" (sp_sys));
asm("mov %[resuit], Lr" : [result] "=r” (lr sys));
dbg_change processor mode(DBG PROCESSOR_MODE ABT);
dbg enable monitor mode debugging();
trace->1r = lr_sys;
trace->sp = sp_sys;
}
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Fixing LR and SP in Trace

Monitor

Debug-Mode

ToDos to Create DIY Debugger

Stay in Abort Mode 4

Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'

Implement a breakpoint handler

Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

void

handle_pref abort_exception(struct trace *trace) {

fix_sp_lr(trace);

}
void
fix_sp_lr(struct trace *trace)
{
register unsigned int sp_sys asm("rl1");
register unsigned int 1lr_sys asm("r2"); —
CPSR ABT
PC SYS
dbg disable menitor mode debugging(): SRR
dbg change processor mode(DBG PRUCESSOR MODE SYS);
asm("mov %[result]. sp" : [resultl "=r" (sp_sys));
asm("mov %[resuit], Lr" : [result] "=r” (lr sys));
dbg_change processor mode(DBG PROCESSOR_MODE ABT);
dbg enable monitor mode debugging();
trace->1r = 1r_sys;
trace->sp = sp_sys;
}
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Handling Breakpoints

. void
Monitor handle_pref_abort_exception(struct trace *trace) {
Debug-Mode fix_sp_lr(trace);
¥

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers only once

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { :=) mov Re, #1
fix_sp_lr(trace); : @ MOV RO, #3
! B start

// Do for any of the four hardware breakpoints °
if(dbg _is breakpoint _enabled(©9)) {
if (dbg triggers on_breakpoint address
(0, trace-»>pc)) {

// Handle Breakpoint:
// - Print information

// - Change register values in trace

dbg_disable_breakpoint(Q);

}
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Handling Breakpoints

Simplest Implementation void start:
Breakpoint triggers only once handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start

// Do for any of the four hardware breakpoints °

ToDos to Create DIY DEbUgger if(dbg _is breakpoint _enabled(©9)) {
. Stay in Abort Mode V4 if (dbg triggers on_breakpoint address

(0, trace-»>pc)) {
e Save Register State to Abort Mode Stack v

* Initialize ABT Stack Pointer v // Handle Breakpoint:
« Analyze handle_exceptions function v // - Print information .

* Fix LR/SP_ABT => LR/SP_SYS N4 // - Change register values in trace
* Implement a breakpoint handler dbg_disable breakpoint(@);
e Activate breakpoints }

=) Supervisor Mode
=> Abort Mode
=) System Mode }
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers only once

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
! B start

78, £ £ tf c | | | | ints :
= [1f(dbg i Lnsasolzt dsznisd(V)) 4
if (dbg triggers on_breakpoint address
(0, trace-»>pc)) {

// Handle Breakpoint:
// - Print information
// - Change register values in trace

dbg_disable_breakpoint(Q);

}
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers only once

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
! B start

// Do _for any of the four hardware hreakpoints °
if(dbgiiiLpiaaoizitasziniedv)) =

= 18 ek Gvhetherbreakpoint address-egualsth
(9, trace->ni)) {

// Handle Breakpoint:
// - Print information
// - Change register values in trace

dbg_disable_breakpoint(Q);

}
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers only once

void
handle pref abort _exception(struct trace *trace) { E MOV RO, #1

fix_sp_lr(trace);

start:

: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger RaC)-Chegkwheties DrFakpointysie:
) 18 ek Gvhetherbreakpoint address-egualsth

e Stay in Abort Mode 4 y (0, *race->no)\ {
e Save Register State to Abort Mode Stack

* Initialize ABT Stack Pointer v = // Handle Breakpoint:
* Analyze handle_exceptions function v fecode to-hancie thelbi .

« Fix LR/SP ABT = LR/SP SYS V4 // - Change register values in trace
* Implement a breakpoint handler dbg disable breakpoint(@);
e Activate breakpoints }

}

=) Supervisor Mode
=> Abort Mode
=) System Mode }
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers only once

void
handle pref abort _exception(struct trace *trace) { E MOV RO, #1

fix_sp_lr(trace);

start:

: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger RaC)-Chegkwheties DrFakpointysie:
) 18 ek Gvhetherbreakpoint address-egualsth

e Stay in Abort Mode 4 y (0, *race->no)\ {
e Save Register State to Abort Mode Stack

* Initialize ABT Stack Pointer v // Handle Breakpoint:
* Analyze handle_exceptions function v fecode to-hancie thelbi .

« Fix LR/SP ABT = LR/SP SYS V4 // - Change register values in trace
* Implement a breakpoint handler = dbg_criceldi= tir=asloriinnte(la) )
e Activate breakpoints }

}

=) Supervisor Mode
=> Abort Mode
=) System Mode }
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers only once

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

void :
handle_pref_abort_exception(struct trace *trace) { E
fix_sp_lr(trace); :

// Do _for any of the four hardware hreakpoints °
if(dbgiiiLpiaaoizitasziniedv)) =
18 ek Gvhetherbreakpoint address-egualsth
(9, trace->ni)) {

// Handle Breakpoint:
yite code: to-nan e the ot
// - Change register values in trace

dbg cricel]ls br=aslariiate (I3

start:

MOV RO, #1
MOV RO, #3
B start
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers only once

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

void

start:

handle pref abort _exception(struct trace *trace) { E MOV RO, #1

| | |'|§E
if(dbgiulbriaoi-taszinted(V ) =

fix_sp_lr(trace);

18 ek Gvhetherbreakpoint address-egualsth
fa, trace->ni)\ {

// Handle Breakpoint:
yite code: to-nan e the ot

// - Change register values in trace

dbg cricel]ls br=aslariiate (I3

}

‘=) MOV RO, #3
: B start
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers only once

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v

e Activate breakpoints

=) Supervisor Mode
=> Abort Mode
=) System Mode

void

start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : MOV RO, #3
‘=) B start

18 ek Gvhetherbreakpoint address-egualsth
fa, trace->ni)\ {

// Handle Breakpoint:
yite code: to-nan e the ot

// - Change register values in trace

dbg cricel]ls br=aslariiate (I3

}

I | knoints
if(dbgiulbriaoi-taszinted(V ) =
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Handling Breakpoints

: start:

MOV RO, #1
: MOV RO, #3
i =) B start

Simplest Implementation void
Breakpoint triggers only once handle pref abort _exception(struct trace *trace) {
fix_sp_lr(trace);
// Do for any of the four hardware breakpojnts -
ToDos to Create DIY Debugger if(dbglic Lrt it dzlied(v)) 4
) 18 ek Gvhetherbreakpoint address-egualsth
e Stay in Abort Mode 4 y (0, *race->no)\ {
e Save Register State to Abort Mode Stack
* Initialize ABT Stack Pointer v // Handle Breakpoint:
« Analyze handle_exceptions function v yite code to-handie the br
« Fix LR/SP ABT = LR/SP SYS V4 // - Change register values in trace
* Implement a breakpoint handler v "/ Disable the breakpoint
* Handle and reset breakpoints }
e Perform Single-Stepping }
e Activate breakpoints

=> Abort Mode
=) System Mode }
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers only once

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void

start:

handle pref abort _exception(struct trace *trace) { -} MOV RO, #1

| | |'|§E
if(dbgiulbriaoi-taszinted(V ) =

fix_sp_lr(trace);

18 ek Gvhetherbreakpoint address-egualsth
fa, trace->ni)\ {

// Handle Breakpoint:
yite code: to-nan e the ot

// - Change register values in trace

dbg cricel]ls br=aslariiate (I3

}

: @ MOV Ro, #3
: B start
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void

start:

handle pref abort _exception(struct trace *trace) { -} MOV RO, #1

| | |'|§E
if(dbgiulbriaoi-taszinted(V ) =

fix_sp_lr(trace);

18 ek Gvhetherbreakpoint address-egualsth
fa, trace->ni)\ {

// Handle Breakpoint:
yite code: to-nan e the ot

// - Change register values in trace

}

: @ MOV Ro, #3
: B start
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Handling Breakpoints

Simplest Implementation void
Breakpoint triggers multiple times handle pref abort _exception(struct trace *trace) {
fix_sp_lr(trace);
// Do for any of the four hardware breakpoints E
ToDos to Create DIY Debugger if(dbglic Lrt it dzlied(v)) 4
) 18 ek Gvhetherbreakpoint address-egualsth
e Stay in Abort Mode 4 y (0, *race->no)\ {
e Save Register State to Abort Mode Stack
* Initialize ABT Stack Pointer v // Handle Breakpoint:
« Analyze handle_exceptions function v yite code to-handie the br
« Fix LR/SP ABT = LR/SP SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T i L SO -
* Handle and reset breakpoints }
e Perform Single-Stepping }
e Activate breakpoints

=> Abort Mode
=) System Mode }

: start:

: MOV Re, #1
: @ MOV RO, #3
: B start

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips

165



Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

void
handle pref abort _exception(struct trace *trace) { E MOV RO, #1

fix_sp_lr(trace);

start:

: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger = |if(dbg it Lriilanint axzated(v)) 4
16 ek vh etherbreakpointadaress-egualsih

e Stay in Abort Mode 4 ( b?@ f_Fgce?i;Ewe{ o
e Save Register State to Abort Mode Stack v ' '

* Initialize ABT Stack Pointer v // Handle Breakpoint:
* Analyze handle_exceptions function v fecode to-hancie thelbi .

« Fix LR/SP_ABT = LR/SP_SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T L L i

. =7 — L : =

* Handle and reset breakpoints }

e Perform Single-Stepping }
e Activate breakpoints
=> Abort Mode
=) System Mode }
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

void
handle pref abort _exception(struct trace *trace) { E MOV RO, #1

fix_sp_lr(trace);

start:

: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger RaC)-Chegkwheties DrFakpointysie:
= e ckvhetheribreakpointadaressecuatsitt

e Stay in Abort Mode 4 ( b?@ f_Fgce?i;Ewe{ o
e Save Register State to Abort Mode Stack v ' '

* Initialize ABT Stack Pointer v // Handle Breakpoint:
« Analyze handle_exceptions function v yite code to-handie the br

« Fix LR/SP ABT = LR/SP SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T i L SO -

* Handle and reset breakpoints }

e Perform Single-Stepping }
e Activate breakpoints
=> Abort Mode
=) System Mode }
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

void
handle pref abort _exception(struct trace *trace) { E MOV RO, #1

fix_sp_lr(trace);

start:

: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger RaC)-Chegkwheties DrFakpointysie:
16 ek vh etherbreakpointadaress-egualsih

e Stay in Abort Mode 4 ( b?@ f_Fgce?i;Ewe{ o
e Save Register State to Abort Mode Stack v ' '

* Initialize ABT Stack Pointer v = // Handle Breakpoint:
* Analyze handle_exceptions function v fecode to-hancie thelbi .

« Fix LR/SP_ABT = LR/SP_SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T L L i

. =7 — L : =

* Handle and reset breakpoints }

e Perform Single-Stepping }
e Activate breakpoints
=> Abort Mode
=) System Mode }
Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips 168



Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

void

handle_pref_abort_exception(struct trace *trace) { E

fix_sp_lr(trace);

start:

MOV RO, #1
: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger RaC)-Chegkwheties DrFakpointysie:
16 ek vh etherbreakpointadaress-egualsih

e Stay in Abort Mode 4 ( b?@ f_Fgce?i;Ewe{ o
e Save Register State to Abort Mode Stack v ' '

* Initialize ABT Stack Pointer v // Handle Breakpoint:
* Analyze handle_exceptions function v fecode to-hancie thelbi .

« Fix LR/SP_ABT = LR/SP_SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T L L i

. =7 — L : =

* Handle and reset breakpoints }

e Perform Single-Stepping }
e Activate breakpoints
=) Abort Mode =
=) System Mode }
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Handling Breakpoints

Simplest Implementation void
Breakpoint triggers multiple times handle pref abort _exception(struct trace *trace) {
fix_sp_lr(trace);
// Do for any of the four hardware breakpoints E
ToDos to Create DIY Debugger if(dbglic Lrt it dzlied(v)) 4
) 18 ek Gvhetherbreakpoint address-egualsth
e Stay in Abort Mode 4 y (0, *race->no)\ {
e Save Register State to Abort Mode Stack
* Initialize ABT Stack Pointer v // Handle Breakpoint:
« Analyze handle_exceptions function v yite code to-handie the br
« Fix LR/SP ABT = LR/SP SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T i L SO -
* Handle and reset breakpoints }
e Perform Single-Stepping }
e Activate breakpoints

=> Abort Mode
=) System Mode }

: start:

: MOV Re, #1
: @ MOV RO, #3
: B start

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips

170



Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

void
handle pref abort _exception(struct trace *trace) { E MOV RO, #1

fix_sp_lr(trace);

start:

: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger = |if(dbg it Lriilanint axzated(v)) 4
16 ek vh etherbreakpointadaress-egualsih

e Stay in Abort Mode 4 ( b?@ f_Fgce?i;Ewe{ o
e Save Register State to Abort Mode Stack v ' '

* Initialize ABT Stack Pointer v // Handle Breakpoint:
* Analyze handle_exceptions function v fecode to-hancie thelbi .

« Fix LR/SP_ABT = LR/SP_SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T L L i

. =7 — L : =

* Handle and reset breakpoints }

e Perform Single-Stepping }
e Activate breakpoints
=> Abort Mode
=) System Mode }
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

void
handle pref abort _exception(struct trace *trace) { E MOV RO, #1

fix_sp_lr(trace);

start:

: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger RaC)-Chegkwheties DrFakpointysie:
= e ckvhetheribreakpointadaressecuatsitt

e Stay in Abort Mode 4 ( b?@ f_Fgce?i;Ewe{ o
e Save Register State to Abort Mode Stack v ' '

* Initialize ABT Stack Pointer v // Handle Breakpoint:
« Analyze handle_exceptions function v yite code to-handie the br

« Fix LR/SP ABT = LR/SP SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T i L SO -

* Handle and reset breakpoints }

e Perform Single-Stepping }
e Activate breakpoints
=> Abort Mode
=) System Mode }
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

void
handle pref abort _exception(struct trace *trace) { E MOV RO, #1

fix_sp_lr(trace);

start:

: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger RaC)-Chegkwheties DrFakpointysie:
16 ek vh etherbreakpointadaress-egualsih

e Stay in Abort Mode 4 ( b?@ f_Fgce?i;Ewe{ o
e Save Register State to Abort Mode Stack v ' '

* Initialize ABT Stack Pointer v = // Handle Breakpoint:
* Analyze handle_exceptions function v fecode to-hancie thelbi .

« Fix LR/SP_ABT = LR/SP_SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T L L i

. =7 — L : =

* Handle and reset breakpoints }

e Perform Single-Stepping }
e Activate breakpoints
=> Abort Mode
=) System Mode }
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Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

void

handle_pref_abort_exception(struct trace *trace) { E

fix_sp_lr(trace);

start:

MOV RO, #1
: @ MOV RO, #3

: B start
ToDos to Create DIY Debugger RaC)-Chegkwheties DrFakpointysie:
16 ek vh etherbreakpointadaress-egualsih

e Stay in Abort Mode 4 ( b?@ f_Fgce?i;Ewe{ o
e Save Register State to Abort Mode Stack v ' '

* Initialize ABT Stack Pointer v // Handle Breakpoint:
* Analyze handle_exceptions function v fecode to-hancie thelbi .

« Fix LR/SP_ABT = LR/SP_SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T L L i

. =7 — L : =

* Handle and reset breakpoints }

e Perform Single-Stepping }
e Activate breakpoints
=) Abort Mode =
=) System Mode }
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Handling Breakpoints

Simplest Implementation void
Breakpoint triggers multiple times handle pref abort _exception(struct trace *trace) {
fix_sp_lr(trace);
// Do for any of the four hardware breakpoints E
ToDos to Create DIY Debugger if(dbglic Lrt it dzlied(v)) 4
) 18 ek Gvhetherbreakpoint address-egualsth
e Stay in Abort Mode 4 y (0, *race->no)\ {
e Save Register State to Abort Mode Stack
* Initialize ABT Stack Pointer v // Handle Breakpoint:
« Analyze handle_exceptions function v yite code to-handie the br
« Fix LR/SP ABT = LR/SP SYS V4 // - Change register values in trace
* Implement a breakpoint handler v T i L SO -
* Handle and reset breakpoints }
e Perform Single-Stepping }
e Activate breakpoints

=> Abort Mode
=) System Mode }

: start:

: MOV Re, #1
: @ MOV RO, #3
: B start

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips

175



Handling Breakpoints

Simplest Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void

start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start
if(dbglicLpiacyiztoaszinted(V)) =
18 ek Gvhetherbreakpoint address-egualsth
(9, trace->ni)) {
// Handle Breakpoint:
yite code: to-nan e the ot
// - Change register values in trace
%_:1; l-l__lﬁ 1 S -Ll\f‘ 3
=> We are in
an endless
debugging
loop

}
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Handling Breakpoints

Address Mismatch Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start
// Do for any of the four hardware breakpoints °
ToDos to Create DIY Debugger if (dbg_is_breakpoint_enabled(®)) {
« Stay in Abort Mode N4 if (dbg triggers on_breakpoint address (@, trace->pc)) {
e Save Register State to Abort Mode Stack v // Handle Breakpoint:
* Initialize ABT Stack Pointer vV
« Analyze handle_exceptions function v breakpoint_hit |= DBGBP®;
e Fix LR/SP ABT = LR/SP SYS V4 dbg set breakpoint_ type to instr_addr mismatch(9);

} else if (breakpoint_hit & DBGBPO) {

° 1 \/
Implement a breakpoint handler dbg set breakpoint type to _instr_addr match(9);

* Handle and reset breakpoints breakpoint_hit &= ~DBGBPO; .
* Perform Single-Stepping } =» We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start

// Do for any of the four hardware breakpoints :
ToDos to Create DIY DEbugger => |if (dbg is brearidiniicraltled(Z)) e

L

if (dbg triggers on_breakpoint address (@, trace->pc)) {

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v // Handle Breakpoint:
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v breakpoint_hit |= DBGBP®;
e Fix LR/SP ABT = LR/SP SYS V4 dbg set breakpoint_ type to instr_addr mismatch(9);

} else if (breakpoint_hit & DBGBPO) {

° 1 \/
Implement a breakpoint handler dbg set breakpoint type to _instr_addr match(9);

* Handle and reset breakpoints breakpoint_hit &= ~DBGBPO; .
* Perform Single-Stepping } =» We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void i start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start
// Do _for any of the four hardware breakpoints °
ToDos to Create DIY Debugger if (dbg is bredissinGiatled(2))
« Stay in Abort Mode N4 = 8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]
e Save Register State to Abort Mode Stack v // Handle Breakpoint:
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v breakpoint_hit |= DBGBPO; .
« Fix LR/SP_ABT = LR/SP_SYS N4 dbg set breakpoint_ type to instr_addr mismatch(9);

} else if (breakpoint_hit & DBGBPO) {

° 1 \/
Implement a breakpoint handler dbg set breakpoint type to _instr_addr match(9);

* Handle and reset breakpoints breakpoint_hit &= ~DBGBPO; .
* Perform Single-Stepping } =» We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start

// Do for any of the four hardware breakpoints :
ToDos to Create DIY DEbugger if (dbg is brearsolruicralblied ()

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v = /] Hani 2] Breis o nis
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v breakpoint_hit |= DBGBP®;
e Fix LR/SP ABT = LR/SP SYS V4 dbg set breakpoint_ type to instr_addr mismatch(9);

} else if (breakpoint_hit & DBGBPO) {

° 1 \/
Implement a breakpoint handler dbg set breakpoint type to _instr_addr match(9);

* Handle and reset breakpoints breakpoint_hit &= ~DBGBPO; .
* Perform Single-Stepping } =» We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start

// Do for any of the four hardware breakpoints :
ToDos to Create DIY DEbugger if (dbg is brearsolruicralblied ()

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v /] Hani s Breehioni
* Initialize ABT Stack Pointer v/

« Analyze handle_exceptions function v | = | I REmemberuhich e |
e Fix LR/SP ABT = LR/SP SYS V4 dbg set breakpoint_ type to instr_addr mismatch(9);

} else if (breakpoint_hit & DBGBPO) {

° 1 \/
Implement a breakpoint handler dbg set breakpoint type to _instr_addr match(9);

* Handle and reset breakpoints breakpoint_hit &= ~DBGBPO; .
* Perform Single-Stepping } =» We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints

void
handle pref abort _exception(struct trace *trace) {
fix_sp_lr(trace);

: start:

: MOV Re, #1
: @ MOV RO, #3
: B start

// Do _for any of the four hardware hreakpoints :

if (dbg is breaksdlricraliiied () )2

b Nl eckavhether breakpotati address-egquats

trazz2->pc)) {

s ELWERTe cotdetohs

IR REmembervhicti Bie

m) ol Set-Dreakpointo thiggenonaddressanismatch ()

} else if (breakpoint_hit & DBGBPO) {

dbg set_breakpoint_type _to_instr_addr_match(9);

breakpoint_hit &= ~DBGBPO;

* Perform Single-Stepping } =» We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop
=) System Mode }
Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips 182



Handling Breakpoints

Address Mismatch Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
! B start

// Do for any of the four hardware bhreakpoints °
if (dbg is brearzolriGiialzled ()
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

s ELWERTe cotdetohs

IR REmembervhicti Bie

5ot Breakpaintito e enoniaddiessnismaten 9 a1 F
} else if (breakpoint_hit & DBGBPO) {

dbg set_breakpoint_type _to_instr_addr_match(9);

breakpoint_hit &= ~DBGBPO;

} > We arein
} an endless
debugging
= [0 loop
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Handling Breakpoints

Address Mismatch Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Ro, #3
! B start

// Do for any of the four hardware breakpoints :
if (dbg is bre3usainicralled(Z)) e

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

s ELWERTe cotdetohs

IR REmembervhicti Bie

5ot Breakpaintito e enoniaddiessnismaten 9 a1 F
} else if (breakpoint_hit & DBGBPO) {

dbg set_breakpoint_type _to_instr_addr_match(9);

breakpoint_hit &= ~DBGBPO;

} > We arein
} an endless
debugging
loop

}
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Handling Breakpoints

Address Mismatch Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
: =) B start

// Do _for any of the four hardware hreakpoints °
if (dbg is bre3usainicralled(Z)) e

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

s ELWERTe cotdetohs

IR REmembervhicti Bie

5ot Breakpaintito e enoniaddiessnismaten 9 a1 F
} else if (breakpoint_hit & DBGBPO) {

dbg set_breakpoint_type _to_instr_addr_match(9);

breakpoint_hit &= ~DBGBPO;

} > We arein
} an endless
debugging
loop

}
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Handling Breakpoints

Address Mismatch Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints

void
handle pref abort _exception(struct trace *trace) {
fix_sp_lr(trace);

: start:

: MOV Re, #1
: @ MOV RO, #3
: B start

// Do _for any of the four hardware hreakpoints :

=> |if (dbg is brearsdiniictalbled(Z)) e

b Nl eckavhether breakpotati address-egquats

trazz2->pc)) {

s ELWERTe cotdetohs

IR REmembervhicti Bie

ol Set-Dreakpointo thiggenonaddressanismatch ()

} else if (breakpoint_hit & DBGBPO) {

dbg set_breakpoint_type _to_instr_addr_match(9);

breakpoint_hit &= ~DBGBPO;

* Perform Single-Stepping } =» We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop
=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints

void
handle pref abort _exception(struct trace *trace) {
fix_sp_lr(trace);

: start:

: MOV Re, #1
: @ MOV RO, #3
: B start

// Do _for any of the four hardware hreakpoints :

if (dbg is breaksdlricraliiied () )2

= b Nl eckavhether breakpotati address-egquats

trazz2->pc)) {

s ELWERTe cotdetohs

IR REmembervhicti Bie

ol Set-Dreakpointo thiggenonaddressanismatch ()

} else if (breakpoint_hit & DBGBPO) {

dbg set_breakpoint_type _to_instr_addr_match(9);

breakpoint_hit &= ~DBGBPO;

* Perform Single-Stepping } =» We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop
=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
: B start

// Do for any of the four hardware breakpoints :
ToDos to Create DIY DEbugger if (dbg is brearsalrnuicralblied ()i

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v /] Hani s Breehioni
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v R Rememberuhichbie
e Fix LR/SP ABT = LR/SP SYS v | 5 6-DISAKPOMEO SRgEERoMatd eSSHriSmaton <)}

= Imeheckbhelnerwe remember thatdres
dbg set_breakpoint_type _to_instr_addr_match(9);

* Implement a breakpoint handler v

* Handle and reset breakpoints breakpoint_hit &= ~DBGBPO; .
* Perform Single-Stepping } =» We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips 188



Handling Breakpoints

Address Mismatch Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
: B start

// Do _for any of the four hardware hreakpoints :

ToDos to Create DIY Debugger if (dbg is breaisoiny cralled()) L
+ Stay in Abort Mode N4 &N (i eckavrhether breakp ointladdress-cauaisiPGESYS I [ D |
e Save Register State to Abort Mode Stack v VA Bl WiEite codelto he
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v Tl Reémemberwhich breaky s hit
e Fix LR/SP_ABT > LR/SP_SYS N4 — dt,fiie :b{)"‘;;!‘.fl.):;lt%:‘-{p: b;r'—;;:é-;(‘rp'C|1r‘ nkinatch(0);
. Chel JELNEr'WE remember tnat Pree
* Implement a breakpoint handler 4 =) | oo-Satipreakpointitostrigger-onataress matthl (¥ |
* Handle and reset breakpoints breakpoint_hit &= ~DBGBPO; .
e Perform Single-Stepping } > We are in
e Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start

// Do for any of the four hardware breakpoints :
ToDos to Create DIY DEbugger if (dbg is brearsalrnuicralblied ()i

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v /] Hani s Breehioni
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v R Rememberuhichbie
e Fix LR/SP ABT = LR/SP SYS v | 5 6-DISAKPOMEO SRgEERoMatd eSSHriSmaton <)}

Imeheckbhelnerwe remember thatdres
oo Setibréakpointitoitrigger-onacaress imatoh (¥ |

* Implement a breakpoint handler v

* Handle and reset breakpoints = EOFECEthat blea kDo N I .
* Perform Single-Stepping } =» We are in
* Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start

// Do for any of the four hardware breakpoints :
ToDos to Create DIY DEbugger if (dbg is brearsalrnuicralblied ()i

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v /] Hani s Breehioni
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v R Rememberuhichbie
e Fix LR/SP ABT = LR/SP SYS v | 5 6-DISAKPOMEO SRgEERoMatd eSSHriSmaton <)}

Imeheckbhelnerwe remember thatdres
oo Setibréakpointitoitrigger-onacaress imatoh (¥ |

* Implement a breakpoint handler v

* Handle and reset breakpoints ROFECE thatl bl ea kDO A I .
 Perform Single-Stepping } ‘ =>We are in
* Activate breakpoints } an endless
debugging
=> Abort Mode = loop
=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void i start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
;=) B start
// Do _for any of the four hardware breakpoints -
ToDos to Create DIY Debugger if (dbg is bredissin Gialled(2)) s
. Stay in Abort Mode N4 8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]
e Save Register State to Abort Mode Stack v /] Hani s Breehioni
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v JCECReEmembertubichbe
« Fix LR/SP_ABT > LR/SP_SYS V4 -dbg .se"’gl 'z-)“l:'-lkj_w’)l'v,il't%i{;)i? ‘.:T-’E{tf-t'r-rcc'(ir' nkitiatch(0);
« Implement a breakpoint handler J Imeheckbhelnerwe remember thatdres

oo Setibréakpointitoitrigger-onacaress imatoh (¥ |

* Handle and reset breakpoints EOFECEthat blea kDo N I .
* Perform Single-Stepping } =» We are in
* Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void i start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { :=) MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start
// Do _for any of the four hardware breakpoints -
ToDos to Create DIY Debugger if (dbg is bredissin Gialled(2)) s
. Stay in Abort Mode N4 8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]
e Save Register State to Abort Mode Stack v /] Hani s Breehioni
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v JCECReEmembertubichbe
« Fix LR/SP_ABT > LR/SP_SYS V4 -dbg .se"’gl 'z-)“l:'-lkj_w’)l'v,il't%i{;)i? ‘.:T-’E{tf-t'r-rcc'(ir' nkitiatch(0);
« Implement a breakpoint handler J Imeheckbhelnerwe remember thatdres

oo Setibréakpointitoitrigger-onacaress imatoh (¥ |

* Handle and reset breakpoints EOFECEthat blea kDo N I .
* Perform Single-Stepping } =» We are in
* Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void i start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start
// Do _for any of the four hardware breakpoints -
ToDos to Create DIY Debugger if (dbg is bredissin Gialled(2)) s
. Stay in Abort Mode N4 8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]
e Save Register State to Abort Mode Stack v /] Hani s Breehioni
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v JCECReEmembertubichbe
« Fix LR/SP_ABT > LR/SP_SYS V4 -dbg .se"’gl 'z-)“l:'-lkj_w’)l'v,il't%i{;)i? ‘.:T-’E{tf-t'r-rcc'(ir' nkitiatch(0);
« Implement a breakpoint handler J Imeheckbhelnerwe remember thatdres

oo Setibréakpointitoitrigger-onacaress imatoh (¥ |

* Handle and reset breakpoints EOFECEthat blea kDo N I .
* Perform Single-Stepping } =» We are in
* Activate breakpoints } an endless
debugging
=> Abort Mode loop

=) System Mode }
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Handling Breakpoints

Address Mismatch Implementation void i start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start
// Do _for any of the four hardware breakpoints °
ToDos to Create DIY Debugger if (dbg is brearsoinicialled(z)) 1
. Stay in Abort Mode N4 8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]
e Save Register State to Abort Mode Stack v AT e coteto he
* Initialize ABT Stack Pointer v/
* Analyze handle_exceptions function v breakps i T B s hit
« Fix LR/SP_ABT > LR/SP_SYS } e S k(@)
. ) V4 Cheg Jelenywelemenmn: Wakkeko) d=p
Implement a breakpoint handlc?r J oo-Satipreakpointitostrigger-onataress matthl (¥ |
* Handle and reset breakpoints EOFECEthat blea kDo N I
e Perform Single-Stepping }
* Activate breakpoints }

=> Abort Mode
=) System Mode }
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
! B start

// Do for any of the four hardware breakpoints °
if (dbg _is breakpoint_enabled(9)) {
if (dbg triggers on_breakpoint address (@, trace->pc)) {
// Handle Breakpoint:
breakpoint_hit |= DBGBPO;
dbg set breakpoint_ type to instr_addr mismatch(9);
} else if (breakpoint_hit & DBGBPO) {
// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);

}
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
! B start

// Do for any of the four hardware breakpoints :
=> |if (dbg is brefisoiriGrabled ()

L

if (dbg triggers on_breakpoint address (@, trace->pc)) {

// Handle Breakpoint:

breakpoint_hit |= DBGBPO;

dbg set breakpoint_ type to instr_addr mismatch(9);
} else if (breakpoint_hit & DBGBPO) {

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);

}
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

Stay in Abort Mode 4
Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV
Analyze handle exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v
Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping
Activate breakpoints

void : start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start
// Do for any of the four hardware breakpoints °
if (dbg is brearzolnicralied ()i
= 8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

// Handle Breakpoint:

breakpoint_hit |= DBGBPO;

dbg set breakpoint_ type to instr_addr mismatch(9);
} else if (breakpoint_hit & DBGBPO) {

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);

=> Abort Mode
=) System Mode }
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

Stay in Abort Mode 4
Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV
Analyze handle exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v
Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping
Activate breakpoints

void : start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
! B start

// Do for any of the four hardware bhreakpoints °
if (dbg is brearzolrictialled(2:)):e
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

=) v rite codelta-hane

breakpoint_hit |= DBGBPO;

dbg set breakpoint_ type to instr_addr mismatch(9);
} else if (breakpoint_hit & DBGBPO) {

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);

=> Abort Mode
=) System Mode }
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Handling Breakpoints

Single-Stepping Implementation void :  start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start

// Do for any of the four hardware bhreakpoints °
if (dbg is brearzolrictialled(2:)):e
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

ToDos to Create DIY Debugger

e Stay in Abort Mode 4
e Save Register State to Abort Mode Stack v

* Initialize ABT Stack Pointer vV
Analyze handle exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v
Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping
Activate breakpoints

v rite codelta-hane

) | NI REmembervhich bire |
dbg set breakpoint_ type to instr_addr mismatch(9);
} else if (breakpoint_hit & DBGBPO) {

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);

=> Abort Mode
=) System Mode }
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Handling Breakpoints

Single-Stepping Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV RO, #3
: B start

// Do _for any of the four hardware hreakpoints :

ToDos to Create DIY DEbugger if (dbg is brearzolrictialled(2:)):e
+ Stay in Abort Mode N4 8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]
e Save Register State to Abort Mode Stack v A e Ode ta hant

* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v I -Rémembeivhich B re

e Fix LR/SP ABT > LR/SP SYS V4 ) o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*
« Implement a b_reakpoint han(_jler N4 } else if (breakpoint_hit & DBGBPO) {

* Handle and reset breakpoints 4 // Handle Breakpoint

e Perform Single-Stepping
 Activate breakpoints } dbg_set_breakpoint_for_addr_mismatch(@, trace->pc);

}

=> Abort Mode
=) System Mode }
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

Stay in Abort Mode 4
Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV
Analyze handle exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v
Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping
Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
! B start

// Do for any of the four hardware bhreakpoints °
if (dbg is brearzolrictialled(2:)):e
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

I ReEmembeahich b
| SeDireakpointo thiggenonaddiessaismatch 2= ((-)F
} else if (breakpoint_hit & DBGBPO) {

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Ro, #3
! B start

// Do for any of the four hardware bhreakpoints °
if (dbg is brearzolrictialled(2:)):e
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

I ReEmembeahich b
| SeDireakpointo thiggenonaddiessaismatch 2= ((-)F
} else if (breakpoint_hit & DBGBPO) {

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);

}
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
: =) B start

// Do for any of the four hardware bhreakpoints °
if (dbg is brearzolrictialled(2:)):e
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

I ReEmembeahich b
| SeDireakpointo thiggenonaddiessaismatch 2= ((-)F
} else if (breakpoint_hit & DBGBPO) {

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);

}
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
! B start

// Do for any of the four hardware bhreakpoints °
= |if (dbg is breansdindicialled () e
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

I ReEmembeahich b
| SeDireakpointo thiggenonaddiessaismatch 2= ((-)F
} else if (breakpoint_hit & DBGBPO) {

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);

}
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
! B start

// Do for any of the four hardware bhreakpoints °
if (dbg is brearzolrictialled(2:)):e
= 8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

I ReEmembeahich b
| SeDireakpointo thiggenonaddiessaismatch 2= ((-)F
} else if (breakpoint_hit & DBGBPO) {

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);

}
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Handling Breakpoints

Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

Single-Stepping Implementation void start:

handle_pref_abort_exception(struct trace *trace) { E MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
! B start

// Do _for any of the four hardware hreakpoints :

if (dbg is brelaksdinuicralbled ()l

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie

o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*

IR CheckWhetheravelremember thatdre:

=) Abort Mode
=) System Mode

// Handle Breakpoint

dbg set breakpoint for _addr_mismatch(@, trace->pc);
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger
e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v

* |nitialize ABT Stack Pointer v

« Analyze handle_exceptions function v

* Fix LR/SP_ABT = LR/SP_SYS v
* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping
e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : @ MOV Re, #3
! B start

// Do _for any of the four hardware hreakpoints :

if (dbg is brelaksdinuicralbled ()l

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie

o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*

IR CheckWhetheravelremember thatdre:

=) |

iritecodetohandielth : : |

dbg set breakpoint for _addr_mismatch(@, trace->pc);

}
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Handling Breakpoints

Single-Stepping Implementation void

Stay in Abort Mode 4

Initialize ABT Stack Pointer v

Implement a breakpoint handler v
* Handle and reset breakpoints v | Ifitercodeto handlelth

Perform Single-Stepping

Activate breakpoints

: start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : © MOV Ro, #3
: B start
// Do for any of the four hardware breakpoints °
ToDos to Create DIY DEbugger if (dbg is breapsdindicialled ()
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]
Save Register State to Abort Mode Stack v ANriteicode to-hane
Analyze handle exceptions function v breakp: i T3 |30
e Fix LR/SP ABT = LR/SP SYS v | 5 6-DISAKPOMEO SRgEERoMatd eSSHriSmaton <)}
- - Imeheckbhelnerwe remember thatdres

=) | lo):Setibreakpointitoifrigger on address e

tirace->pc); |

=) Abort Mode
=) System Mode
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Handling Breakpoints

Single-Stepping Implementation void start:
Breakpoint triggers multiple times handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); MOV RO, #3

: @ B start

// Do _for any of the four hardware breakpoints °
ToDos to Create DIY DEbUgger if (dbg is brearsalrnuicralblied ()i

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v AAriteicode ta-hant
* Initialize ABT Stack Pointer v/
« Analyze handle_exceptions function v JCECReEmembertubichbe
« Fix LR/SP_ABT = LR/SP_SYS V4 -dbg .Sr":_'l '-L.ww:'akj.w:)jv.;.tl_;ij_p: ‘.:T-’E{tf-t'r-rcc'(ir' ntinittch(9);
* Implement a breakpoint handler v bon 1T Breakpeaie nit & DBERRE) |
* Handle and reset breakpoints v | ritecodetohandielth . oping |
e Perform Single-Stepping
« Activate breakpoints | } dbg mtl rrisioniat o asdo mlihEan (9 (Witace->pc); |
}
=) Abort Mode =
=) System Mode }
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Handling Breakpoints

Breakpoint triggers multiple times

ToDos to Create DIY Debugger
e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v

* |nitialize ABT Stack Pointer v

« Analyze handle_exceptions function v

* Fix LR/SP_ABT = LR/SP_SYS v
* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping
e Activate breakpoints

Single-Stepping Implementation void start:

handle_pref_abort_exception(struct trace *trace) { E MOV RO, #1
fix_sp_lr(trace); : MOV RO, #3
;@ B start

// Do _for any of the four hardware hreakpoints °
if (dbg is breausoiniicralled ().

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie
o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*
Imeheckbhelnerwe remember thatdres

| iritecodetohandielth : : |

| dbg mtl rrisioniat o asdo mlihEan (9 (Witace->pc); |

=) Abort Mode
=) System Mode
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Handling Breakpoints

Breakpoint triggers multiple times

ToDos to Create DIY Debugger
e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v

* |nitialize ABT Stack Pointer v

« Analyze handle_exceptions function v

* Fix LR/SP_ABT = LR/SP_SYS v
* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping
e Activate breakpoints

Single-Stepping Implementation void start:
handle_pref_abort_exception(struct trace *trace) { :=) MOV RO, #1

fix_sp_lr(trace); MOV RO, #3

: @ B start
// Do for any of the four hardware breakpoints °
if (dbg is brelaksdinuicralbled ()l

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie
o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*
Imeheckbhelnerwe remember thatdres

| iritecodetohandielth : : |

| dbg mtl rrisioniat o asdo mlihEan (9 (Witace->pc); |

=) Abort Mode
=) System Mode
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void : start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : MOV RO, #3
: @ B start

// Do for any of the four hardware bhreakpoints °
= |if (dbg is breansdindicialled () e
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie
o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*
Imeheckbhelnerwe remember thatdres

| iritecodetohandielth : : |

| dbg mtl rrisioniat o asdo mlihEan (9 (Witace->pc); |

}
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void : start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : MOV Ro, #3
: @ B start
// Do _for any of the four hardware breakpoints °
if (dbg is brearsolroicralied ()0
= 8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie
o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*
Imeheckbhelnerwe remember thatdres

| iritecodetohandielth : : |

| dbg mtl rrisioniat o asdo mlihEan (9 (Witace->pc); |

}
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode

void : start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : MOV RO, #3
: @ B start

// Do for any of the four hardware bhreakpoints °
if (dbg is brearzolrictialled(2:)):e
8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie
o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*
m) Imeheckbhelnerwe remember thatdres

| iritecodetohandielth : : |

| dbg mtl rrisioniat o asdo mlihEan (9 (Witace->pc); |

}
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger
e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v

* |nitialize ABT Stack Pointer v

« Analyze handle_exceptions function v

* Fix LR/SP_ABT = LR/SP_SYS v
* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping
e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : MOV RO, #1
fix_sp_lr(trace); : MOV RO, #3
: @ B start

// Do _for any of the four hardware hreakpoints :

if (dbg is brelaksdinuicralbled ()l

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie

o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*

IR CheckWhetheravelremember thatdre:

=) |

iritecodetohandielth : : |

dbg mtl rrisioniat o asdo mlihEan (9 (Witace->pc); |

}
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Handling Breakpoints

Breakpoint triggers multiple times

ToDos to Create DIY Debugger
e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v

* |nitialize ABT Stack Pointer v

« Analyze handle_exceptions function v

* Fix LR/SP_ABT = LR/SP_SYS v
* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping
e Activate breakpoints

Single-Stepping Implementation void start:

handle_pref_abort_exception(struct trace *trace) { E MOV RO, #1
fix_sp_lr(trace); : MOV RO, #3
: @ B start

// Do _for any of the four hardware hreakpoints :

if (dbg is brelaksdinuicralbled ()l

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie

o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*

IR CheckWhetheravelremember thatdre:

| iritecodetohandielth : : |

=) | dbg mtl rrisioniat o asdo mlihEan (9 (Witace->pc); |

=) Abort Mode
=) System Mode
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping

e Activate breakpoints

=) Abort Mode
=) System Mode }

void
handle pref abort _exception(struct trace *trace) { . MOV RO, #1

start:
fix_sp_lr(trace); MOV RO, #3
: B start
// Do _for _any of the four hardware hreakpoints -

if (dbg is brelaksdinuicralbled ()l

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie

o Set-Dreakpointito triggenonaddressanismateh <K

IR CheckWhetheravelremember thatdre:

| iritecodetahandieltis : : |

| dbg =it

CriRi NG i e do mih 3R (0s dnace->pe); |
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Handling Breakpoints

Single-Stepping Implementation
Breakpoint triggers multiple times

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV

« Analyze handle_exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

e Activate breakpoints

=) Abort Mode
=) System Mode

void E start:
handle_pref_abort_exception(struct trace *trace) { : @ MoV Ro, #1
fix_sp_lr(trace); : =) MOV RO, #3
: B start
// Do for any of the four hardware breakpoints °

if (dbg is breausoiniicralled ().

L

8N Clheckavhether breakpointiaddress-cauaisiP =SSP s D]

v rite codelta-hane

IR REmembervhicti Bie
o Set-Dreakpointto thiggenoniaddressmismatch = l{(-)*
Imeheckbhelnerwe remember thatdres

| iritecodetohandielth : : |

| dbg mtl rrisioniat o asdo mlihEan (9 (Witace->pc); |

}
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Activating Breakpoints

Linux Kernel

tex-RAF
Cortex-Ré and O e

ual
Technical Reference Man

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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Activating Breakpoints

Linux Kernel

Interface to Host

ROM RAM

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

-

Low Level Hardware Control

Physical Layer

Table 12-3 Debug memory-mapped registers (continued)

Matthias Schulz | SEEMOO | TU Darmstadt | DIY

g]f:i(;t 532:;::' Access Mnemonic Description

0x080 c32 RW DBGDTRRX  Data Transfer Register on page 12-18

0x084 c33 W DBGITR Instruction Transfer Register on page 12-22

0x088 c34 RW DBGDSCR CP14 cl, Debug Status and Control Register on
page 12-14

0x08C c35 RW DBGDTRTX  Data Transfer Register on page 12-18

0x090 c36 W DBGDRCR Debug Run Control Register on page 12-22

0x094-0x0FC  ¢37-c63 R - RAZ

0x100-0x11C  c64-c71 RW DBGBVR Breakpoint Value Registers on page 12-23

0x120-0x13C  ¢72-c79 R - RAZ

0x140-0x15C  ¢c80-c87 RW DBGBCR Breakpoint Control Registers on page 12-24

0x160-0x17C  c88-c95 R - RAZ

0x180-0x19C  c96-c103 RW DBGWVR Watchpoint Value Registers on page 12-27

0x1A0-0x1BC  c104-cll1l R - RAZ

0x1C0-0x1DC  cl112-c119 RW DBGWCR Watchpoint Control Registers on page 12-28

Ox1EQ-0x1FC  c120-c127 R - RAZ

0x200-0x2FC  c128-c191 R - RAZ

rtex-RAF
Revi ripd

jsion: 11p°

erence Manua!
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Activating Breakpoints

31 30 29 28/27 26 25 24/23 22 21 20{19 18 16i1514 13121110 9 87 6 5 210
MOE Table 12-3 Debug memory-mapped registers (continued)
Reslerved |—Core halted br . o
Discard Core restarted s Access Mnemonic Description
imprecise Sticky precise abort
abort Sticky imprecise abort RW DBGDTRRX  Data Transfer Register on page 12-18
DTR access Sticky Undefined
Reserved Reserved W DBGITR Instruction Transfer Register on page 12-22
InstrCompl-| DbgAck
PipeAdv IntDis RW DBGDSCR CP14 cl, Debug Status and Control Register on
DTRTXfull-l Comms page 12-14
DTRRXfull-l ARM
Reserved Halting debug-mode RW DBGDTRTX  Data Transfer Register on page 12-18
DTRTXfull Monitor debug-mode
DTRRXfull \"Y% DBGDRCR Debug Run Control Register on page 12-22
Reserved
R - RAZ
i CD Danictar hit accinnmante
0x100-0x11C  c64-c71 RW DBGBVR Breakpoint Value Registers on page 12-23
Debug Core
8 0x120-0x13C  ¢72-c79 R - RAZ
TAii4aN N 7 1Y10N 0x140-0x15C  c80-c87 RW DBGBCR Breakpoint Control Registers on page 12-24
Low Level Hardware Control bx160-0x17C  c88-c95 R - RAZ
£ = 0x180-0x19C  c96-c103 RW DBGWVR Watchpoint Value Registers on page 12-27
Physical Layer 0x1A0-0x1BC  c104-cl11 R - RAZ
0x1C0-0x1DC  cl112-c119 RW DBGWCR Watchpoint Control Registers on page 12-28
0x1E0-0x1FC  ¢120-c127 R - RAZ
0x200-0x2FC  c128-c191 R - RAZ
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Activating Breakpoints

31 30 29 28/27 26 25 24/23 22 21 20{19 18 16i1514 13121110 9 87 6 5 210
MOE Table 12-3 Debug memory-mapped registers (continued)
Reslerved |—Core halted br . o
Discard Core restarted s Access Mnemonic Description
imprecise Sticky precise abort
abort Sticky imprecise abort RW DBGDTRRX  Data Transfer Register on page 12-18
DTR access Sticky Undefined
Reserved Reserved W DBGITR Instruction Transfer Register on page 12-22
InstrCompl-| DbgAck
PipeAdv IntDis RW DBGDSCR CP14 cl, Debug Status and Control Register on
DTRTXfull-l Comms page 12-14
DTRRXfull-l ARM
Reserved Halting debug-mode RW DBGDTRTX  Data Transfer Register on page 12-18
DTRTXfull Monitor debug-mode
DTRRXfull \"Y% DBGDRCR Debug Run Control Register on page 12-22
Reserved
R - RAZ
i CD Danictar hit accinnmante
0x100-0x11C  c64-c71 RW DBGBVR Breakpoint Value Registers on page 12-23
Debug Core
8 0x120-0x13C  ¢72-c79 R - RAZ
TAii4aN N 7 1Y10N 0x140-0x15C  c80-c87 RW DBGBCR Breakpoint Control Registers on page 12-24
Low Level Hardware Control bx160-0x17C  c88-c95 R - RAZ
£ = 0x180-0x19C  c96-c103 RW DBGWVR Watchpoint Value Registers on page 12-27
Physical Layer 0x1A0-0x1BC  c104-cl11 R - RAZ
0x1C0-0x1DC  cl112-c119 RW DBGWCR Watchpoint Control Registers on page 12-28
0x1E0-0x1FC  ¢120-c127 R - RAZ
0x200-0x2FC  c128-c191 R - RAZ
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Activating Breakpoints

31 30 29 28:27 26 25 24/23 22 21 2019 18 16:11514 131211110 9 8:7 6 5 210
MOE Table 12-3 Debug memory-mapped registers (continued)
Reslerved |—Core halted br . o
Discard Core restarted v Access Mnemonic Description
imprecise Sticky precise abort
abort Sticky imprecise abort RW DBGDTRRX  Data Transfer Register on page 12-18
DTR access Sticky Undefined
Reserved Reserved W DBGITR Instruction Transfer Register on page 12-22
InstrCompl-| DbgAck
PipeAdv IntDis RW DBGDSCR CP14 cl, Debug Status and Control Register on
DTRTXfull-l Comms page 12-14
DTRRXfull-I ARM
Reserved Halting debug-mode RW DBGDTRTX  Data Transfer Register on page 12-18
DTRTXfull Monitor debug-mode
DTRRXfull \% DBGDRCR Debug Run Control Register on page 12-22
Reserved
R - RAZ
i CD Danictar hit accinnmante
0x100-0x11C  c64-c71 RW DBGBVR Breakpoint Value Registers on page 12-23
Debug Core
8 0x120-0x13C  ¢72-c79 R - RAZ
TAiAdAaNnnN 7 1Y10N 0x140-0x15C  ¢c80-c87 RW DBGBCR Breakpoint Control Registers on page 12-24
Low Level Hardware Control bx160-0x17C  c88-c95 R - RAZ
f = 0x180-0x19C  c96-c103 RW DBGWVR Watchpoint Value Registers on page 12-27
Physica| Layer 0x1A0-0x1BC  c104-cl11 R - RAZ
0x1C0-0x1DC  cl112-c119 RW DBGWCR Watchpoint Control Registers on page 12-28
0x1EQ-0x1FC  c120-c127 R - RAZ
0x200-0x2FC  c128-c191 R - RAZ
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Activating Breakpoints

=4

31 30 29 2827 26 25 24/23 22 21 201918  16/15 14 13 1211 10

98765 | 2

10

Table 12-3 Debug memory-mapped registers (continued)

MOE
Reslerved LCore halted br . o
Discard Core restarted - Access Mnemonic Description
imprecise Sticky precise abort
abort Sticky imprecise abort RW DBGDTRRX  Data Transfer Register on page 12-18
DTR access Sticky Undefined
Reserved Reserved W DBGITR Instruction Transfer Register on page 12-22
—— InstrCompl-| DbgAck
————PipeAdv IntDis RW DBGDSCR CP14 cl, Debug Status and Control Register on
DTRTXfull-l Comms page 12-14
DTRRXfull-l ARM
Reserved Halting debug-mode RW DBGDTRTX  Data Transfer Register on page 12-18
DTRTXfull Monitor debug-mode =
DTRRXfull \"Y% DBGDRCR Debug Run Control Register on page 12-22
Reserved
R - RAZ
Bl st RW DBGBVR Breakpoint Value Registers on page 12-23
31 2928 242322 20119 16{15 14 13 9 8! 54:3 210 R B RAZ
Breakpoint Byte
address mask M Linked BRP Reserved aggl';aecsts S |B RW DBGBCR Breakpoint Control Registers on page 12-24
L L L L R - RAZ
Reserved Reserved Secure state access control Reserved -
B RW DBGWVR Watchpoint Value Registers on page 12-27
Physical Layer 0x1A0-0x1BC  c104-cl11 R - RAZ
0x1C0-0x1DC  cl112-c119 RW DBGWCR Watchpoint Control Registers on page 12-28
0x1EQ-0x1FC  c120-c127 R - RAZ
0x200-0x2FC  c128-c191 R - RAZ
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Activating Breakpoints

31 30 29 28/27 26 25 24/23 22 21 20{19 18 16:11514 131211110 9 8:7 6 5 210
MOE Table 12-3 Debug memory-mapped registers (continued)
i L o
LReserved Core halted Br . o o anual
Discard Core restarted - Access Mnemonic Description orenc
i i Sticky precise abort
kztfc';y 'S";ref‘?'sedabo” RW DBGDTRRX  Data Transfer Register on page 12-18
[22:20] M Meaning of DBGBVR: [ Sticky Undefine
5000 = instruction address match kgssirvfd W DBGITR Instruction Transfer Register on page 12-22
L DbgAc
b001 = linked instruction address match [ IntDis RW DBGDSCR CP14 cl, Debug Status and Control Register on
b010 = unlinked context ID ——Comms page 12-14 ARM
b011 = linked context ID WARM
b100 = instruction address mismatch —Halting debug-mode RW DBGDTRTX  Data Transfer Register on page 12-18 emm—
b101 = linked i . ddr . " —— Monitor debug-mode .
~ linked instruction address mismate w DBGDRCR  Debug Run Control Register on page 12-22
b1l1x = Reserved.
For more information, see Table 12-18 on page 12-27. R - RAZ
| Bl st il RW DBGBVR Breakpoint Value Registers on page 12-23
31 2928 242322 20119 161514 13 | 9 8! 54:3 210 R ) RAZ
Breakpoint Byte
address mask M Linked BRP Reserved addlrests S |B RW DBGBCR Breakpoint Control Registers on page 12-24
selec
L L L L R - RAZ
Reserved Reserved Secure state access control Reserved n
B RW DBGWVR Watchpoint Value Registers on page 12-27
Physical Layer 0x1A0-0x1BC  c104-cl11 R - RAZ
0x1C0-0x1DC  cl112-c119 RW DBGWCR Watchpoint Control Registers on page 12-28
0x1EQ-0x1FC  c120-c127 R - RAZ
Matthias Schulz | SEEMOO | TU Darmstadt | DIY 0x200-0x2FC  cl28-c191 R - RAZ FZG




Activating Breakpoints

31 30 29 28/27 26 25 24/23 22 21 20{19 18 16:11514 131211110 9 8:7 6 5 210
MOE Table 12-3 Debug memory-mapped registers (continued)
| briex-RAT
LReserved LCore halted Br . s - Manual
Discard Core restarted - Access Mnemonic Description erence
oo i Sticky precise abort
kztfc';y 'S";ref‘?'sedabo” RW DBGDTRRX  Data Transfer Register on page 12-18
[22:20] M Meaning of DBGBVR: [ Sticky Undefine
5000 = instruction address match »EESZNEd W DBGITR Instruction Transfer Register on page 12-22
L DbgAc
b001 = linked instruction address match [ IntDis RW DBGDSCR CP14 cl, Debug Status and Control Register on
b010 = unlinked context ID ——Comms page 12-14 ARM
b011 = linked context ID »ARM
b100 = instruction address mismatch —Halting debug-mode RW DBGDTRTX  Data Transfer Register on page 12-18 emm—
b101 = linked i . ddr . " —— Monitor debug-mode .
~ linked instruction address mismate w DBGDRCR  Debug Run Control Register on page 12-22
b1l1x = Reserved.
For more information, see Table 12-18 on page 12-27. R - RAZ
| Bl st il RW DBGBVR Breakpoint Value Registers on page 12-23
31 2928 242322 20119 161514 13 | 9 8! 54:3 210 R ) RAZ
Breakpoint Byte
address mask M Linked BRP Reserved addlrests S |B RW DBGBCR Breakpoint Control Registers on page 12-24
selec
L L L L R - RAZ
Reserved Reserved Secure state access control Reserved -
B RW DBGWVR Watchpoint Value Registers on page 12-27
Physical Layer 0x1A0-0x1BC  c104-cl11 R - RAZ
0x1C0-0x1DC  cl112-c119 RW DBGWCR Watchpoint Control Registers on page 12-28
0x1EQ-0x1FC  c120-c127 R - RAZ
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Activating Breakpoints

31 30 29 28/27 26 25 24/23 22 21 20{19 18 16:11514 131211110 9 8:7 6 5 210
MOE Table 12-3 Debug memory-mapped registers (continued)
| briex-RAT
LReserved LCore halted Br . s - Manual
Discard Core restarted - Access Mnemonic Description erence
oo i Sticky precise abort
kztfc';y 'S";ref‘?'sedabo” RW DBGDTRRX  Data Transfer Register on page 12-18
[22:20] M Meaning of DBGBVR: [ Sticky Undefine
5000 = instruction address match »EESZNEd W DBGITR Instruction Transfer Register on page 12-22
L DbgAc
b001 = linked instruction address match [ IntDis RW DBGDSCR CP14 cl, Debug Status and Control Register on
b010 = unlinked context ID ——Comms page 12-14 ARM
b011 = linked context ID »ARM
b100 = instruction address mismatch —Halting debug-mode RW DBGDTRTX  Data Transfer Register on page 12-18 emm—
b101 = linked i . ddr . " —— Monitor debug-mode .
~ linked instruction address mismate w DBGDRCR  Debug Run Control Register on page 12-22
b1l1x = Reserved.
For more information, see Table 12-18 on page 12-27. R - RAZ
| Bl st il RW DBGBVR Breakpoint Value Registers on page 12-23
31 2928 242322 20119 161514 13 | 9 8! 54:3 210 R ) RAZ
Breakpoint Byte
address mask M Linked BRP Reserved addlrests S |B RW DBGBCR Breakpoint Control Registers on page 12-24
selec
L L L L R - RAZ
Reserved Reserved Secure state access control Reserved -
B RW DBGWVR Watchpoint Value Registers on page 12-27
Physical Layer 0x1A0-0x1BC  c104-cl11 R - RAZ
0x1C0-0x1DC  cl112-c119 RW DBGWCR Watchpoint Control Registers on page 12-28
0x1EQ-0x1FC  c120-c127 R - RAZ
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Activating Breakpoints

To which addresses are

mapped?

the debugging registers

31 30 29 28/27 26 25 24/23 22 21 20{19 18 16:11514 131211110 9 8:7 6 5 210 )
MOE Table 12-3 Debuj memory-mapped r}gisters (continued)
LResJerved LCore halted br . o
Discard Core restarted - Access Mnemonic Description
i i Sticky precise abort
kztfc';y 'S";ref‘?'sedabo” RW DBGDTRRX  Data Transfer Register on page 12-18
[22:20] M Meaning of DBGBVR: [ Sticky Undefine
5000 = instruction address match kgssirvfd W DBGITR Instruction Transfer Register on page 12-22
L DbgAc
b001 = linked instruction address match [ IntDis RW DBGDSCR CP14 cl, Debug Status and Control Register on
b010 = unlinked context ID ——Comms page 12-14
b011 = linked context ID WARM
5100 = instruction address mismatch j——Halting debug-mode RW DBGDTRTX  Data Transfer Register on page 12-18
b101 = linked i . ddr . " —— Monitor debug-mode .
~ linked instruction address mismate w DBGDRCR  Debug Run Control Register on page 12-22
b1l1x = Reserved.
For more information, see Table 12-18 on page 12-27. R - RAZ
| Bl st il RW DBGBVR Breakpoint Value Registers on page 12-23
31 2928 242322 20119 161514 13 | 9 8! 54:3 210 R ) RAZ
Breakpoint Byte
address mask M Linked BRP Reserved addlrests S |B RW DBGBCR Breakpoint Control Registers on page 12-24
selec
L L L L R - RAZ
Reserved Reserved Secure state access control Reserved n
B RW DBGWVR Watchpoint Value Registers on page 12-27
Physical Layer 0x1A0-0x1BC  c104-cl11 R - RAZ
0x1C0-0x1DC  cl112-c119 RW DBGWCR Watchpoint Control Registers on page 12-28
0x1EQ-0x1FC  c120-c127 R - RAZ
Matthias Schulz | SEEMOO | TU Darmstadt | DIY 0x200-0x2FC  cl28-c191 R - RAZ
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To which addresses are

Activating Breakpoints [ reeses

Linux Kernel

RAF
Cortex-Ré and OO o

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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To which addresses are

M e m 0 ry M a p the debugging registers

mapped?

Linux Kernel

RAF
Cortex-Ré and OO o

ual
Technical Reference Man

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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To which addresses are

M e m 0 ry M a p the debugging registers

mapped?

R O M Cortex'-RA and Corts;;ﬂ\::ﬁ\;
exee@Aeeee Technica\ Reference Manual

Linux Kernel

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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To which addresses are

M e m 0 ry M a p the debugging registers

mapped?

Linux Kernel

OX00000000

RO M Cortex R4 and Cortfj;iﬁ
0xX000A0000

Interface to Host _
Ox00180000
. - RAM |
= =

0x00240000 —

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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To which addresses are

M e m 0 ry M a p the debugging registers

mapped?

0Xx00000000

Linux Kernel

RAF
Cortex R4 and OOl

ual
Technical Reference Man

Interface to Host

A A
ROM % RAM %

0x00180000

0x00240000

I oo

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Memory Mapped
Peripherals

Low Level Hardware Control

Physical Layer
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To which addresses are

the debugging registers
Memory Map apped?
0x00000000

tex-RAF
Cortex R4 and CONEree

Linux Kernel OXOPBA000
Interface to Host
0x00180000
0x00240000
ARM Microcontroller Ox18000000
ARM Cortex-R4 OX?PPP22??

‘ Debug Core \ OX????2???
Memory Mapped

TAh4d4aNnN 7 11191

Peripherals

Low Level Hardware Control

Physical Layer Ox??2??2?2??
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To which addresses are

M e m 0 ry M a p the debugging registers

mapped?

0Xx00000000

. (‘r\r’(PX‘RAFA

al

Linux Kernel Table 12-2 CP14 debug registers summary

Interface to Host

Instruction Mnemonic Description

MRC pl4, 0, <Rd>, c0, c0, 0 DBGDIDR Debug Identification Register.
See CP14 c0, Debug ID Register on page 12-10.

ROM RAM

MRC pl4, 0, <Rd>, cl, c0, 0 DBGDRAR Debug ROM Address Register. RM
See CP14 c0, Debug ROM Address Register on page 12-12.

. MRC pl4, 0, <Rd>, c2, c0, 0 DBGDSAR Debug Self Address Register.
A RM Mi crocontro I I er See CP14 c0, Debug Self Address Offset Register on page 12-13.
AR M CO rtex- R4 MRC pl4, 0, <Rd>, c@, _C5, 0 DBGDTRRX  Host to Target Data Transfer Register.
STC pl4, c5, <addressing mode> See Data Transfer Register on page 12-18.
‘ De bug Core \ MCR pl4, 0, <Rd>, @, c5, 0 DBGDTRTX  Target to Host Data Transfer Register.
LDC pl4, c5, <addressing mode> See Data Transfer Register on page 12-18.
T Ta¥atm, 1
144 : 1] L MRC pl4, 0, <Rd>, c0, c1, @ DBGDSCR Debug Status and Control Register.

pl4, @, PC, c0, c1, 0 See CP14 cl, Debug Status and Control Register on page 12-14.

Low Level Hardware Control

Physical Layer
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To which addresses are

M e m 0 ry M a p the debugging registers

mapped?

0Xx00000000

. (‘r\r’(PX‘RAFA

al

Linux Kernel Table 12-2 CP14 debug registers summary

Interface to Host

Instruction Mnemonic Description

MRC pl4, 0, <Rd>, c0, c0, 0 DBGDIDR Debug Identification Register.
See CP14 c0, Debug ID Register on page 12-10.

ROM RAM

MRC pl4, @, <Rd>, cl, c0, 0 DBGDRAR Debug ROM Address Register. RM
See CP14 c0, Debug ROM Address Register on page 12-12.

. MRC pl4, 0, <Rd>, c2, c0, 0 DBGDSAR Debug Self Address Register.
A RM Mi crocontro I I er See CP14 c0, Debug Self Address Offset Register on page 12-13.
AR M CO rtex- R4 MRC pl4, 0, <Rd>, c@, _C5, 0 DBGDTRRX  Host to Target Data Transfer Register.
STC pl4, c5, <addressing mode> See Data Transfer Register on page 12-18.
‘ De bug Core \ MCR pl4, 0, <Rd>, @, c5, 0 DBGDTRTX  Target to Host Data Transfer Register.
LDC pl4, c5, <addressing mode> See Data Transfer Register on page 12-18.
T Ta¥atm, 1
144 : 1] L MRC pl4, 0, <Rd>, c0, c1, @ DBGDSCR Debug Status and Control Register.

pl4, @, PC, c0, c1, 0 See CP14 cl, Debug Status and Control Register on page 12-14.

Low Level Hardware Control

Physical Layer
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To which addresses are

the debugging registers
Memory Map apped?
0x00000000

tex-RAF
Cortex R4 and CONEree

Linux Kernel OXOPBA000
Interface to Host
0x00180000
0x00240000
ARM Microcontroller Ox18000000
ARM Cortex-R4 OX?PPP22??

‘ Debug Core \ OX????2???
Memory Mapped

TAh4d4aNnN 7 11191

Peripherals

Low Level Hardware Control

Physical Layer Ox??2??2?2??
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To which addresses are
\/ the debugging registers

Memory Map apped?
0Xx00000000

tex-RAF
Cortex R4 and OOl

Linux Kernel OXOPBA000
Interface to Host
0x00180000
0x00240000
ARM Microcontroller 0x18000000
ARM Cortex-R4 0x18007000

‘ Debug Core \ Ox18007FFC
Memory Mapped

TAdanaey 7 11911 Peripherals

Low Level Hardware Control

Physical Layer
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Memory Map

0Xx00000000

mapped?

To which addresses are
\/ the debugging registers

12.5.3 Lock Access Register

The DBGLAR is a write-only register that controls writes to the debug registers. The purpose
of the DBGLAR is to reduce the risk of accidental corruption to the contents of the debug
registers. It does not prevent all accidental or malicious damage. Because the state of the

ARM

DBGLAR is in the debug power domain, it is not lost when the processor powers down. -
DBGLAR [31:0] contain a key that controls the lock status. To unlock the debug registers, write

a OxC5ACCESS key to this register. To lock the debug registers, write any other value. Accesses to

locked debug registers are ignored. The lock is set on reset.

I Ci ItJI ICidio
Low Level Hardware Control
Physical Layer Ox??2??2?2??
Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips 240



Reminder: We need to

unlock debug registers! M e m 0 ry M a p
0x00000000

mapped?

To which addresses are
\/ the debugging registers

12.5.3 Lock Access Register

The DBGLAR is a write-only register that controls writes to the debug registers. The purpose
of the DBGLAR is to reduce the risk of accidental corruption to the contents of the debug
registers. It does not prevent all accidental or malicious damage. Because the state of the

ARM

DBGLAR is in the debug power domain, it is not lost when the processor powers down. -
DBGLAR [31:0] contain a key that controls the lock status. To unlock the debug registers, write

a OxC5ACCESS key to this register. To lock the debug registers, write any other value. Accesses to

locked debug registers are ignored. The lock is set on reset.

I Ci ItJI ICidio
Low Level Hardware Control
Physical Layer Ox??2??2?2??
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Reminder: We need to

unlock debug registers! ACCESSi n g De b u g CO re
Firmware Execution Events

Linux Kernel

cor

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! ACCESSi n g De b u g CO re
Firmware Execution Events

cor

Linux Kernel

Initialize Hardware

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Interface to Host

A A
ROM % RAM %

Enable Interrupts

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Interface to Host

A A
ROM % RAM %

Enable Interrupts

Go to Sleep
- Wait for Interrupts

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Interface to Host

A A
ROM % RAM %

Enable Interrupts

Go to Sleep
- Wait for Interrupts

< Send IOCTL

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Interface to Host

A A
ROM % RAM %

Enable Interrupts

Go to Sleep
- Wait for Interrupts

Wake up to handle IOCTL

< Send IOCTL

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Interface to Host

A A
ROM % RAM %

Enable Interrupts

Go to Sleep
- Wait for Interrupts

Wake up to handle IOCTL

< Send IOCTL

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

— Handle Response

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Interface to Host

A A
ROM % RAM %

Enable Interrupts

Go to Sleep

- Wait for Interrupts

< Send IOCTL

ARM Microcontroller

Wake up to handle IOCTL
ARM Cortex-R4
— Handle Response
Debug Core < Send I0CTL

TAh4d4aNnN 7 11191

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Interface to Host

A A
ROM % RAM %

Enable Interrupts

Go to Sleep
- Wait for Interrupts
ARM Microcontroller

Wake up to handle IOCTL
ARM Cortex-R4
— Handle Response
Debug Core < Send I0CTL

Thdann 7 1111 Wake up to handle IOCTL:

< Send IOCTL

Low Level Hardware Control

DBGLAR = OxC5ACCESS5;
// unlock debug registers

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Interface to Host

A A
ROM % RAM %

Enable Interrupts

Go to Sleep
- Wait for Interrupts
ARM Microcontroller

Wake up to handle IOCTL
ARM Cortex-R4
— Handle Response
Debug Core < Send I0CTL

Thdann 7 1111 Wake up to handle IOCTL:

DBGLAR = OxC5ACCESS5;
// unlock debug registers

< Send IOCTL

Low Level Hardware Control

Firmware crashes ®

Physical Layer

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips 251



Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Linux Kernel Initialize Hardware

Interface to Host

A A
ROM % RAM %

Enable Interrupts

Go to Sleep
- Wait for Interrupts
ARM Microcontroller

Wake up to handle IOCTL
ARM Cortex-R4
— Handle Response

Debug Core < Send IOCTL
TAiann 7 1191) Wake up to handle IOCTL: 9Why can‘t we access
DBGLAR = @xC5ACCESS5; ] 5
// unlock debug registers the debug registers?

Firmware crashes ® Is the debug core

even available?

< Send IOCTL

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Linux Kernel

Initialize Hardware

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

=>» Why can‘t we access
the debug registers?
Is the debug core
even available?

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Initialize Hardware

Linux Kernel

Interface to Host

A A
ROM % RAM %

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

=>» Why can‘t we access
the debug registers?
Is the debug core
even available?

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Linux Kernel Initialize Hardware

Interface to Host

A A
ROM % RAM %

Hook c_main call:
DBGLAR = OxCS5ACCES5S5;
// unlock debug registers

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

=>» Why can‘t we access
the debug registers?
Is the debug core
even available?

Low Level Hardware Control

Physical Layer
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Reminder: We need to

unlock debug registers! AcceSSi n g De b u g CO re
Firmware Execution Events

Linux Kernel Initialize Hardware

Interface to Host

A A
ROM % RAM %

Hook c_main call:
DBGLAR = OxCS5ACCES5S5;
// unlock debug registers

Firmware keeps running ©

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAh4d4aNnN 7 11191

=>» Why can‘t we access
the debug registers?
Is the debug core
even available?

Low Level Hardware Control

Physical Layer
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Reminder: We need to \/A

unlock debug registers!

Linux Kernel Initialize Hardware

Interface to Host

A A
ROM % RAM %

Hook c_main call:
DBGLAR = OxCS5ACCES5S5;
// unlock debug registers

Firmware keeps running ©

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAdANMN 7 11191

_

Low Level Hardware Control

Physical Layer

ccessing Debug Core

Events

cor

=>» Why can‘t we access
the debug registers?

isthedebugesre
evenravaitanie
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Reminder: We need to \/A

unlock debug registers!

Linux Kernel Initialize Hardware

Interface to Host

A A
ROM % RAM %

Hook c_main call:
DBGLAR = OxCS5ACCES5S5;
// unlock debug registers

Firmware keeps running ©

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAdAN N 7 11190

DBGLAR = OxC5ACCES55;

Low Level Hardware Control
// unlock debug registers

Physical Layer

Add code before enabling interrupts:

ccessing Debug Core
Firmware Execution Events

cor

=>» Why can‘t we access
the debug registers?

isthedebugesre
evenravaitanie
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Reminder: We need to \/A

unlock debug registers!

Linux Kernel Initialize Hardware

Interface to Host

A A
ROM % RAM %

Hook c_main call:
DBGLAR = OxCS5ACCES5S5;
// unlock debug registers

Firmware keeps running ©

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAdANMN 7 11191

_

DBGLAR = OxC5ACCES55;

Low Level Hardware Control
// unlock debug registers

Physical Layer Firmware crashes ®

Add code before enabling interrupts:

ccessing Debug Core
Firmware Execution Events

cor

=>» Why can‘t we access
the debug registers?

isthedebugesre
evenravaitanie

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips

259



Reminder: We need to
unlock debug registers!

\/A

Linux Kernel

Firmware Execution

Initialize Hardware

Interface to Host

[
om 3

Hook c_main call:
DBGLAR = OxCS5ACCES5S5;
// unlock debug registers

Firmware keeps running ©

h
o B

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAdAN N 7 11190

Low Level Hardware Control

Physical Layer Firmware crashes ®

Events

Add code before enabling interrupts:
DBGLAR = @OXxC5ACCES5;
// unlock debug registers

y

ccessing Debug Core

cor

Technical Refere™

Somewhen
in between
access to
debug core
breaks

=>» Why can‘t we access
the debug registers?

isthedebugesre
evenravaitanie
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/[

vold  fasteall sub_ 185406(int al, int a2)
{

int vi3; // rd

ungigned int w3d; f/f ¢S

int w4; // =5

v2 = gl;

({void {_ edecl =)({int, int))unk 1D474)(al, al});
w3 = = DHORD *)(vZ + 72);

if [ vi & & )

{

vi = 33

}

else if ( v & 1 )
vd o= 43

alse

vd = w3 > 3) & 1;
}
({void {_ fastecall *)(int, signed int, DWORD))unk 1DCRC) (v2, 2048, O);
if [ vé == 2 || (sub_1B4%68(vz, 5, 1, 0y, v&¢ 1= 1) )
sub_184968(vZ, 5§, 8, 0);
sub_1B4968({vZ, 5, 16, 0);
sub_184AC2({v2, 0);
sub 1B4AEC(v1);
sub_1853B4({vZ, 2066, 488, 32, 32);
sub_1853B4(vZ, 2110, 488, 32, 32);
sub_1853B4(vZ, 2089, 488, 32, 32);
sub_1853B4({vZ, 2074, 488, 32, 32);
sub_1853B4(vZ, 2108, 488, 32, 32);
sub_1853B4(vZ, 2048, 3084, O=40000, 0);
sub_184968(vZ, &, Ox1000000, O=1000000);
sub_184968(vZ, &, 28160, 2B160);
JUMPOUT { &unk_1DCDC) ;

oug Core

ion Events

1ain call:
(C5ACCESS;
ug registers

3s running ©

1abling interrupts:
(C5ACCES55;
ug registers

rashes ®

tex-RAF
Cortex'—RA and Cof Revision: 1194

ual
Technical Reference Man

Somewhen
in between
access to
debug core
breaks

=>» Why can‘t we access
the debug registers?

isthedebugesre
evenravaitanie
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oug Core

ion Events

1ain call:
(C5ACCESS;
ug registers

3s running ©

1abling interrupts:
(C5ACCES55;
ug registers

rashes ®

tex-RAF
Cortex'—RA and Cof Revision: 1194

ual
Technical Reference Man

Somewhen
in between
access to
debug core
breaks

=>» Why can‘t we access
the debug registers?

isthedebugesre
evenravaitanie
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/[

€O oug Core

vold  fasteall sub_ 185406(int al, int a2)

{
int vi3; // rd
ungigned int w3d; f/f ¢S

int 9&; 4/ =% ion Events

v2 = gl;

({void {_ edecl =)({int, int))unk 1D474)(al, al});
w3 = = DHORD *)(vZ + 72);

if [ vi & & )

{

tex-RAF
Cortex'—RA and Cof Revision: 1194

ual
Technical Reference Man

vi = 33

1ain call:
(C5ACCESS;

}
else if ( v & 1 )

B ug registers Somewhen
alss .
. in between
e any s running ©

access to
debug core
breaks

}
({void {_ fastecall *)(int, signed int, DWORD))unk 1DCRC) (v2, 2048, O);
if [ vé == 2 || (sub_1B4%68(vz, 5, 1, 0y, v&¢ 1= 1) )

sub_184368(v2, 5, 8, 0)ig (o)
[ e e ‘ip'
sub_1B4ACZ(vZ, 0); < ®
sub 1B4AEC(v1);

sub_1B853B&{v2, 2066, 488, 32, 32);
sub_1853B&(v2, 2110, 488, 32, 32);
sub_1853B4(v2, 2089, 488, 32, 32);

:uh_l&E!!l[zE, 2074, 488, 32, 32); ]ab“ng interrupts: p
seismac tow: a3 - 2 Why can‘t we access

sub_1B4968(v2, 6, 0x1000000, Ox1000000); ug registers the debug registerS?

sub_184968(v2, 6, 28160, 28160);
JUMPOUT { Gunk_1DCDC)

’ rashes ® Isthedebugesre

<o even-avaitapie?
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tex-RAF
Cortex'—RA and Cof Revision: 1194

ual
Technical Reference Man
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sub_1B4968(v2, 6, 0x1000000, Ox1000000); ug registers the debug registerS?

sub_184968(v2, 6, 28160, 28160);
JUMPOUT { Gunk_1DCDC)

’ rashes ® Isthedebugesre

<o even-avaitapie?
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/[

<O

vold  fasteall sub_ 185406(int al, int a2)

{

sub_ 184968(vi, 5, B, ﬁ]ié @
e e S o)
<

int vi3; // rd
ungigned int w3d; f/f ¢S
int w4; // =5

v2 = gl;

({void {_ edecl =)({int, int))unk 1D474)(al, al});
v3 = = DHORD *)(vZ + 72);

if [ vi & & )

{

vid = 33

}

else if ( v & 1 )
vd o= &3

alse

vd = (w3 > 3) & 1;
}
({void {_ fastecall *)(int, signed int, DWORD))unk 1DCRC) (v2, 2048, O);
if [ vé == 2 || (sub_1B4%68(vz, 5, 1, 0y, v&¢ 1= 1) )

- This instruction disabled
sub 1B4ACZ (v, 0); .
sub_184AEC(v2); the debugging core
sub_1853B4(v2, 2066, 488, 32, 32);

sub_1853B4(vz, 2110, 488, 32, 32);

sub_1853B4(v2, 2089, 488, 32, 32);

sub_1853B4(v2, 2074, 488, 32, 32);

sub_1853B4(vz, 2108, 488, 32, 32);

sub_1853B4(v2, 2048, 3084, Ox40000, 0);

sub_184968(v2, 6, 0x1000000, Ox1000000);

sub_1B4968(vZ, &, 28160, 28160);

JUMPOUT { kunk_1DCDC) ;

<O

oug Core

ion Events

tex-RAF
Cortex'—RA and Cof Revision: 1194

ual
Technical Reference Man

1ain call:
KC5ACCESS;
ug registers

Somewhen
in between
access to
debug core
breaks

9s running ©

1abling interrupts:
«C5ACCESS5;
ug registers

=>» Why can‘t we access
the debug registers?

isthedebugesre
evenravaitanie

rashes ®
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Accessing Debug Core

Firmware Execution

Linux Kernel Initialize Hardware

Interface to Host

[
om 3

Hook c_main call:
DBGLAR = OxCS5ACCES5S5;
// unlock debug registers

Firmware keeps running ©

h
o B

ARM Microcontroller
ARM Cortex-R4

Debug Core

TAdANMN 7 11191

Low Level Hardware Control

Physical Layer Firmware crashes ®

Events

Add code before enabling interrupts:
DBGLAR = @OXxC5ACCES5;
// unlock debug registers

y

cor

u
Tochnical Reference Mo

Somewhen
in between
access to
debug core
breaks

=>» Why can‘t we access
the debug registers?

isthedebugesre
evenravaitanie
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Accessing Debug Core
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Technical Refere™

Interface to Host Hook ¢ main call:

DBGLAR = OxC5ACCES55;

N\ N // unlock debug registers Somewhen
ROM % RAM % Firmware keeps running © in between
access to

ARM Microcontroller debug core
ARM Cortex-R4 sub_184968(v2, 5, 16, 8); breaks
Debug Core |
Tii40 N 7 1110 Add code before enabling interrupts: -)Why can‘t we access
Low Level Hardware Control DBGLAR = OXCSACLESS; .
// unlock debug registers the debug reg|sters?

Physical Layer

Firmware crashes ® tsthe-debugcore
eveiravailaie?

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips 270




Accessing Debug Core
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

u
Tochnical Reference Mo

Interface to Host Hook ¢ main call:

DBGLAR = OxC5ACCES55;

N\ N // unlock debug registers Somewhen
ROM % RAM % Firmware keeps running © in between
access to

ARM Microcontroller debug core
ARM Cortex-R4 SuR_18AGER, ;2 breaks
Debug Core |
Ti4400N0 7 11310 Add code before enabling interrupts: -)Why can‘t we access
Low Level Hardware Control DBGLAR = OXCSACLESS; .
// unlock debug registers the debug reg|sters?

Physical Layer

Firmware crashes ® tsthe-debugcore
eveiravailaie?
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Accessing Debug Core
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Technical Refere™

Interface to Host Hook ¢ main call:

DBGLAR = OxC5ACCES55;

N\ N // unlock debug registers Somewhen
ROM % RAM % Firmware keeps running © in between
access to

ARM Microcontroller debug core
ARM Cortex-R4 sub_181082(v2, o breaks
Debug Core |
Tii40 N 7 1110 Add code before enabling interrupts: -)Why can‘t we access
Low Level Hardware Control DBGLAR = OXCSACLESS; .
// unlock debug registers the debug reg|sters?

Physical Layer

Firmware keeps running © {.s_t.h.e.d.e.b.ug.eefe
even-availavie?™
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Accessing Debug Core
Firmware Execution Events

Initialize Hardware

cor

Linux Kernel

Technical Refere™

Interface to Host

Hook c_main call:
DBGLAR = OXCS5ACCESS;

N\ N // unlock debug registers Somewhen
ROM % RAM % Firmware keeps running © in between
access to

ARM Microcontroller debug core
ARM Cortex-R4 sub_124082{v2, ., 2% breaks
Debug Core |
Tii4aNn N 7 1110 Add code before enabling interrupts: > W
_ e managed to
Low Level Hardware Control DBGLAR = OXCS5ACCESS; . 8
// unlock debug registers reactivate access
Physical Layer Firmware keeps running © to the debugging
core ©.
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Accessing Debug Core

linix Kernel

Firmware Execution Events

Initialize Hardware

ToDos to Create DIY Debugger Hook ¢_main call:

DBGLAR = OxC5ACCESS;
// unlock debug registers Somewhen

in between

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/ access to

* Analyze handle_exceptions function v debug core
* Fix LR/SP_ABT > LR/SP_SYS v cub_124062(v2, 5, 16, 0); breaks

* Implement a breakpoint handler v
* Handle and reset breakpoints 4

e Perform Single-Stepping v Add code before enabling interrupts:
Activate breakpoints DBGLAR = @xC5ACCES5S5; > We managEd to

. // unlock debug registers reactivate access
Physical Layer Firmware keeps running © to the debugging
core ©.

Firmware keeps running ©

A 4
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Activating Breakpoints

// Called by c_main_hook
void set debug registers(void) {
dbg unlock debug registers(); -

dbg disable breakpoint(1);

ToDos to Create DIY Debugger dbg_disable_breakpoint(2);
dbg disable breakpoint(3);
e Stay in Abort Mode 4 dbg_enable monitor_mode_debugging();
e Save Register State to Abort Mode Stack v
e Initialize ABT Stack Pointer v/ dbg set breakpoint for _addr_match(@, 0x126f0);

« Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V' }

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

e Activate breakpoints

dbg set watchpoint_for_addr_match(©, Ox1FC2A4);

Physical Layer
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Activating Breakpoints

ToDos to Create DIY Debugger

Stay in Abort Mode 4
Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV
Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'
Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v
Activate breakpoints

Physical Layer

// Called by c_main_hook

void set debug registers(void) {

dbg unlh alerdg-radintzmaaga;

dbg disable_breakpoint(0);

dbg disable_breakpoint(1);

dbg disable_breakpoint(2);

dbg disable_breakpoint(3);

dbg enable_monitor_mode_debugging();

dbg set breakpoint for _addr_match(@, 0x126f0);

dbg set watchpoint_for_addr_match(©, Ox1FC2A4);
}

/* DBGLAR - Lock Access Register */
#define DBGLAR (*(volatile int *) (DBGBASE + OxFB9))
#define DBGLAR_UNLOCK_ CODE (©xC5ACCES55)

#define dbg unlock _debug registers() do { \
DBGLAR = DBGLAR _UNLOCK CODE; \
} while (9)

Technical Reference

tex-RAF
Cortex R4 and COT s

Manu al

ARM
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Activating Breakpoints

ToDos to Create DIY Debugger

Stay in Abort Mode 4
Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV
Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'
Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v
Activate breakpoints

Physical Layer

// Called by c_main_hook

void set debug registers(void) {
dbg unlh alerdg-radintzmaaga;
dbg disable_breakpoint(0); Cortex
dbg disable breakpoint(1l);

dbg disablie_breakpoint(2);

dbg disable breakpoint(3);

dbg enable_monitor_mode_debugging();

RAF
g4 and GO e

nual
Technical Reference Mal

ARM

dbg set breakpoint for _addr_match(@, 0x126f0);

dbg set watchpoint_for_addr_match(©, Ox1FC2A4);
}

#define dbg disable breakpoint(number) do { \
DBGBCR ## number = UPDATE_DBG_REG(DBGBCR ## number, \
GET_DBG_MASK (DBGBCR_E), SET DBG_VALUE(DBGBCR_E, \
DBGBCR_E_DISABLED)); \

} while (9)
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Activating Breakpoints

ToDos to Create DIY Debugger

Stay in Abort Mode 4
Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV
Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'
Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v
Activate breakpoints

Physical Layer

// Called by c_main_hook

void set debug registers(void) {

dbg unlh alerdg-radintzmaaga;

dbg disable_breakpoint(0);

dbg disable breakpoint(1l);

dbg disablie_breakpoint(2);

dbg disable breakpoint(3);

dbg enable: it Gt nelgaingt;

tex-RAF
Cortex-Ré and OO oot

nual
Technical Reference Mal

ARM

dbg set breakpoint for _addr_match(@, 0x126f0);

dbg set watchpoint_for_addr_match(©, Ox1FC2A4);
}

#define dbg enable _monitor_mode debugging() do { \
DBGDSCR = UPDATE_DBG_REG(DBGDSCR, \
GET_DBG_MASK (DBGDSCR_MDBGen), \

SET_DBG_VALUE (DBGDSCR_MDBGen, \
DBGDSCR_MDBGen_ENABLED)); \
} while (0)
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Activating Breakpoints

ToDos to Create DIY Debugger

Stay in Abort Mode 4
Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer vV
Analyze handle exceptions function v
* Fix LR/SP_ABT = LR/SP_SYS v
Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v
Activate breakpoints

Physical Layer

// Called by c_main_hook

void set debug registers(void) {
dbg unlh alerdg-radintzmaaga;
dbg disable_breakpoint(0); Corte c
dbg_disable breakpoint(1); e
dbg disablie_breakpoint(2);

dbg disable breakpoint(3);

dbg enable: it Gt nelgaingt;

oo -SetBreakpoint atibeginnmng oL PHINtILNCt O

dbg set watchpoint_for_addr_match(©, Ox1FC2A4);
}

#tdefine dbg_set breakpoint_for_addr_match(number, address) do { \

DBGBCR ## number = 0x0; \
DBGBVR ## number = (address) & DBGBVR_ADDRMASK; \
DBGBCR ## number = \

SET_DBG_VALUE (DBGBCR_BT, DBGBCR_BT_UNLINKED INSTR_ADDR_MATCH) | \
SET_DBG_VALUE (DBGBCR_MASK, DBGBCR_MASK_NO MASK) | \
SET_DBG_VALUE (DBGBCR_E, DBGBCR_E_ENABLED) | \
SET_DBG_VALUE (DBGBCR_SSC_HMC_PMC, DBGBCR_SSC_HMC_PMC__PL® SUP_SYS) | \
SET_DBG_VALUE (DBGBCR_BAS, GET_BAS_FOR_THUMB_ADDR(address)); \

} while (0)

RAF
-4 and COtex T,

ARM
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Activating Breakpoints

// Called by c_main_hook
dbg unlh alerdg-radintzmaaga; -

dbg disable breakpoint(1l);

ToDos to Create DIY Debugger dbg_disable_breakpoint(2);
dbg disable breakpoint(3);

e Stay in Abort Mode 4 o[- E I Enabledmonitordebuemode:
e Save Register State to Abort Mode Stack v : ARM

e Initialize ABT Stack Pointer v/ oo -SetBreakpoint atibeginnmng oL PHINtILNCt O
. ' ion vV

Analyz-e handle_exceptions function dbg set watchpoint_ for addr match(@. Ox1FC2A4);

* Fix LR/SP_ABT > LR/SP_SYS }
¢ Implement d breakpoint handler \/\/ #tdefine dbg set watchpoint_for_addr_match(number, address) do { \

* Handle and reset breakpoints DBGWCR ## number = @x@; \

o . . DBGWVR ## number = (address) & DBGWVR_ADDRMASK; \

Perform Single-Stepping v DBGWCR ## number = \

e Activate breakpoints SET_DBG_VALUE (DBGWCR_WT, DBGWCR_WT_UNLINKED DATA ADDR_MATCH) | \

SET_DBG_VALUE (DBGWCR_MASK, DBGWCR_MASK_NO_MASK) | \
= . - SET_DBG_VALUE (DBGWCR_E, DBGWCR_E_ENABLED) | \
Physical Layer SET_DBG_VALUE (DBGWCR_SSC_HMC_PAC, DBGWCR_SSC_HMC_PAC__ALL) | \
SET_DBG_VALUE (DBGWCR_LSC, DBGWCR_LSC_MATCH_ALL) | \
SET_DBG_VALUE (DBGWCR_BAS_4BIT, OxF); \
} while (©)
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Activating Breakpoints

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

e Activate breakpoints

Physical Layer

Set breakpoint at beginning of printf function

Set memory watchpoint on address of
“%s: Broadcom SDPCMD CDC driver”

RTE (USB-SDIO-CDC) 6.37.32.RC23.34.43 (r639704) on BCM4339 rl @ 37.4/161.3/161.3MHz

000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.

010
013
010
141
189
192
196
200
203
208
213
216
219
223
226
229
234
249
295
303

WP hit pc=00012b3a
WP hit pc=00012b3a
sdpcmdcdc@: Broadcom SDPCMD CDC driver
reclaim section @: Returned 31688 bytes to the heap
nexmon_ver: 63fb-dirty-14
wl _nd_ra_filter_init: Enter..
TCAM: 256 used: 198 exceed:0
WP hit pc=000126c2
reclaim section 1: Returned 71844 bytes to the heap
BPO step 0: pc=000126f0 *rl=sdpcmd_dpc
BPO step 1: pc=00012612
BPO step 2: pc=000126f4
BPO step 3: pc=000126f6
BPO step 4: pc=000126fa
BPO single-stepping done
sdpcmd_dpc: Enable
wlO: wlc_bmac_ucodembss hwcap: Insuff mem for MBSS: templ memblks 192 fifo ...
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
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Activating Breakpoints

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

e Activate breakpoints

Physical Layer

Set breakpoint at beginning of printf function

Set memory watchpoint on address of
“%s: Broadcom SDPCMD CDC driver”

RTE (USB-SDIO-CDC) 6.37.32.RC23.34.43 (r639704) on BCM4339 rl @ 37.4/161.3/161.3MHz

000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.

010
013
010
141
189
192
196
200
203
208
213
216
219
223
226
229
234
249
295
303

WP hit pc=00012b3a
WP hit pc=00012b3a
sdpcmdcdc@®: Broadcom SDPCMD CDC driver
reclaim section ©: Returned 31688 bytes to the heap
nexmon_ver: 63fb-dirty-14
wl _nd_ra_filter_init: Enter..
TCAM: 256 used: 198 exceed:0
WP hit pc=000126c2
reclaim section 1: Returned 71844 bytes to the heap
BPO step 0: pc=000126f0 *rl=sdpcmd_dpc
BPO step 1: pc=00012612
BPO step 2: pc=000126f4
BPO step 3: pc=000126f6
BPO step 4: pc=000126fa
BPO single-stepping done
sdpcmd_dpc: Enable
wlO: wlc_bmac_ucodembss hwcap: Insuff mem for MBSS: templ memblks 192 fifo ...
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
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Activating Breakpoints

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

e Activate breakpoints

Physical Layer

Set breakpoint at beginning of printf function

Set memory watchpoint on address of
“%s: Broadcom SDPCMD CDC driver”

RTE (USB-SDIO-CDC) 6.37.32.RC23.34.43 (r639704) on BCM4339 rl1 (® 37.4/161.3/161.3MHz

000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.

010
013
010
141
189
192
196
200
203
208
213
216
219
223
226
229
234
249
295
303

WP hit pc=00012b3a
WP hit pc=00012b3a
sdpcmdcdc@®: Broadcom SDPCMD CDC driver
reclaim section ©: Returned 31688 bytes to the heap
nexmon_ver: 63fb-dirty-14
wl _nd_ra_filter_init: Enter..
TCAM: 256 used: 198 exceed:0
WP hit pc=000126c2
reclaim section 1: Returned 71844 bytes to the heap
BPO step 0: pc=000126f0 *rl=sdpcmd_dpc
BPO step 1: pc=00012612
BPO step 2: pc=000126f4
BPO step 3: pc=000126f6
BPO step 4: pc=000126fa
BPO single-stepping done
sdpcmd_dpc: Enable
wlO: wlc_bmac_ucodembss hwcap: Insuff mem for MBSS: templ memblks 192 fifo ...
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
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Activating Breakpoints

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

e Activate breakpoints

Physical Layer

Set breakpoint at beginning of printf function

Set memory watchpoint on address of
“%s: Broadcom SDPCMD CDC driver”

RTE (USB-SDIO-CDC) 6.37.32.RC23.34.43 (r639704) on BCM4339 rl1 (® 37.4/161.3/161.3MHz

000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.

010
013
010
141
189
192
196
200
203
208
213
216
219
223
226
229
234
249
295
303

WP hit pc=00012b3a
WP hit pc=00012b3a
sdpcmdcdc@®: Broadcom SDPCMD CDC driver
reclaim section ©: Returned 31688 bytes to the heap
nexmon_ver: 63fb-dirty-14
wl _nd_ra_filter_init: Enter..
TCAM: 256 used: 198 exceed:0
WP hit pc=000126c2
reclaim section 1: Returned 71844 bytes to the heap
BPO step 0: pc=000126f0 *rl=sdpcmd_dpc
BPO step 1: pc=00012612
BPO step 2: pc=000126f4
BPO step 3: pc=000126f6
BPO step 4: pc=000126fa
BPO single-stepping done
sdpcmd_dpc: Enable
wlO: wlc_bmac_ucodembss hwcap: Insuff mem for MBSS: templ memblks 192 fifo ...
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
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Activating Breakpoints

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

e Activate breakpoints

Physical Layer

Set breakpoint at beginning of printf function

Set memory watchpoint on address of
“%s: Broadcom SDPCMD CDC driver”

RTE (USB-SDIO-CDC) 6.37.32.RC23.34.43 (r639704) on BCM4339 rl1 (® 37.4/161.3/161.3MHz

000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.

010
013
010
141
189
192
196
200
203
208
213
216
219
223
226
229
234
249
295
303

WP hit pc=00012b3a
WP hit pc=00012b3a
sdpcmdcdc@®: Broadcom SDPCMD CDC driver
reclaim section ©: Returned 31688 bytes to the heap
nexmon_ver: 63fb-dirty-14
wl _nd_ra_filter_init: Enter..
TCAM: 256 used: 198 exceed:0
WP hit pc=000126c2
reclaim section 1: Returned 71844 bytes to the heap
BPO step 0: pc=000126f0 *rl=sdpcmd_dpc
BPO step 1: pc=00012612
BPO step 2: pc=000126f4
BPO step 3: pc=000126f6
BPO step 4: pc=000126fa
BPO single-stepping done
sdpcmd_dpc: Enable
wlO: wlc_bmac_ucodembss hwcap: Insuff mem for MBSS: templ memblks 192 fifo ...
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
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Activating Breakpoints

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

e Activate breakpoints

Physical Layer

Set breakpoint at beginning of printf function

Set memory watchpoint on address of
“%s: Broadcom SDPCMD CDC driver”

RTE (USB-SDIO-CDC) 6.37.32.RC23.34.43 (r639704) on BCM4339 rl1 (® 37.4/161.3/161.3VMHz

000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.

010
013
010
141
189
192
196
200
203
208
213
216
219
223
226
229
234
249
295
303

WP hit pc=00012b3a
WP hit pc=00012b3a
sdpcmdcdc@®: Broadcom SDPCMD CDC driver
reclaim section ©: Returned 31688 bytes to the heap
nexmon_ver: 63fb-dirty-14
wl _nd_ra_filter_init: Enter..
TCAM: 256 used: 198 exceed:0
WP hit pc=000126c2
reclaim section 1: Returned 71844 bytes to the heap
BPO step 0: pc=000126f0 *rl=sdpcmd_dpc
BPO step 1: pc=00012612
BPO step 2: pc=000126f4
BPO step 3: pc=000126f6
BPO step 4: pc=000126fa
BPO single-stepping done
sdpcmd_dpc: Enable
wlO: wlc_bmac_ucodembss hwcap: Insuff mem for MBSS: templ memblks 192 fifo ...
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
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ACtivating Brea printS Why did it not trigger

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

e Activate breakpoints

Physical Layer

on other printf calls?

Set breakpoint at beginning of printf function

Set memory watchpoint on address of
“%s: Broadcom SDPCMD CDC driver”

RTE (USB-SDIO-CDC) 6.37.32.RC23.34.43 (r639704) on BCM4339 rl1 (® 37.4/161.3/161.3VMHz

000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.

010
013
010
141
189
192
196
200
203
208
213
216
219
223
226
229
234
249
295
303

WP hit pc=00012b3a
WP hit pc=00012b3a
sdpcmdcdc@®: Broadcom SDPCMD CDC driver
reclaim section ©: Returned 31688 bytes to the heap
nexmon_ver: 63fb-dirty-14
wl _nd_ra_filter_init: Enter..
TCAM: 256 used: 198 exceed:0
WP hit pc=000126c2
reclaim section 1: Returned 71844 bytes to the heap
BPO step 0: pc=000126f0 *rl=sdpcmd_dpc
BPO step 1: pc=00012612
BPO step 2: pc=000126f4
BPO step 3: pc=000126f6
BPO step 4: pc=000126fa
BPO single-stepping done
sdpcmd_dpc: Enable
wlO: wlc_bmac_ucodembss hwcap: Insuff mem for MBSS: templ memblks 192 fifo ...
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
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ACtivating Brea printS Why did it not trigger

ToDos to Create DIY Debugger

e Stay in Abort Mode 4

e Save Register State to Abort Mode Stack v
* Initialize ABT Stack Pointer v/

« Analyze handle_exceptions function v
*  Fix LR/SP_ABT > LR/SP_SYS V'

* Implement a breakpoint handler v
* Handle and reset breakpoints 4
e Perform Single-Stepping v

* Activate breakpoints vV

Physical Layer

on other printf calls?

Set breakpoint at beginning of printf function

Set memory watchpoint on address of
“%s: Broadcom SDPCMD CDC driver”

RTE (USB-SDIO-CDC) 6.37.32.RC23.34.43 (r639704) on BCM4339 rl1 (® 37.4/161.3/161.3VMHz

000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.
000000.

010
013
010
141
189
192
196
200
203
208
213
216
219
223
226
229
234
249
295
303

WP hit pc=00012b3a
WP hit pc=00012b3a
sdpcmdcdc@®: Broadcom SDPCMD CDC driver
reclaim section ©: Returned 31688 bytes to the heap
nexmon_ver: 63fb-dirty-14
wl _nd_ra_filter_init: Enter..
TCAM: 256 used: 198 exceed:0
WP hit pc=000126c2
reclaim section 1: Returned 71844 bytes to the heap
BPO step 0: pc=000126f0 *rl=sdpcmd_dpc
BPO step 1: pc=00012612
BPO step 2: pc=000126f4
BPO step 3: pc=000126f6
BPO step 4: pc=000126fa
BPO single-stepping done
sdpcmd_dpc: Enable
wlO: wlc_bmac_ucodembss hwcap: Insuff mem for MBSS: templ memblks 192 fifo ...
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
wlo: wlc_enable_probe req: state down, deferring setting of host flags
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Run the Debugger on Your Own!
1EXT 1100 org
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Run the Debugger on Your Own!
1EXT 1100 org

l Clone repository

* buildtools (e.g., compiler)
e firmwares (e.g., for BCM4339)
e patches
e <chip>
* bcm4339
e <firmware version>
e 637 34 43
e <patch name>
* nexmon (monitormode + frame injection)
* Makefile
e setup_env.sh
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Run the Debugger on Your Own!
MEXXIT1OI ). org/debugger r-] e\< ‘qq O r-] .08

l Clone repository

* buildtools (e.g., compiler)
e firmwares (e.g., for BCM4339)
e patches
e <chip>
* bcm4339
e <firmware version>
e 6 37 34 43
<patch name>
nexmon (monitormode + frame injection)

* Makefile
e setup_env.sh
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Run the Debugger on Your Own!
1EXT 1100 org

eI MON .org/debugger

Clone repository

* src
* patch.c (basic nexmon initialization)
* debugger _base.c (common patches)
* debugger.c (particular implementation)
» Makefile (build and install patch)
» patch.ld (linker file to place patches)

l Clone repository

buildtools (e.g., compiler)
firmwares (e.g., for BCM4339)
patches
e <chip>
* bcm4339
e <firmware version>
e 637 34 43
e <patch name>
* nexmon (monitormode + frame injection)

Makefile
setup_env.sh
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Run the Debugger on Your Own!

eI MON .org/debugger

Clone repository

* src
* patch.c (basic nexmon initialization)
* debugger _base.c (common patches)
* debugger.c (particular implementation)
» Makefile (build and install patch)
» patch.ld (linker file to place patches)

ST T 10N, org

l Clone repository

buildtools (e.g., compiler)
firmwares (e.g., for BCM4339)
patches
e <chip>
* bcm4339
e <firmware version>
e 637 34 43
e <patch name>
* nexmon (monitormode + frame injection)

nexmon> make && source setup_env.sh
nexmon> cd patches/bcm4339/ 6 37 34 43/debugger
nexmon> make install-firmware

Makefile
setup_env.sh

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips 293



Firmware Patching

patch.asm
contains patches
written in ARM
assembler
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Firmware Patching

>

A Assembler
assembles
source files

patch.asm
contains patches
written in ARM
assembler

patch.bin
contains machine
code binary files
of patches
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Firmware Patching

A

firmware.bin
contains original
firmware for Wi-Fi chip

>
A Assembler A

assembles

source files
patch.asm patch.bin
contains patches contains machine
written in ARM code binary files
assembler of patches
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Firmware Patching

A

firmware.bin
contains original
firmware for Wi-Fi chip

> >
A Assembler A Patching Tools A
assembles Python based
source files collection of
firmware
patching tools
patch.asm patch.bin patched_firmware.bin
contains patches contains machine contains patched
written in ARM code binary files firmware for Wi-Fi chip
assembler of patches
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Firmware Patching

firmware.b
ontains origi

patched_firmware.bin
contains patched
firmware for Wi-Fi chip

patch.asm
contains patches
written in ARM
assembler

of patches
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C Based Firmware Patching

C files
contain
source code
for patches
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C Based Firmware Patching

Object files
A Compiler N contain compiled
> functions and
variables with
partially unresolved

C files symbols

contain
source code
for patches
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C Based Firmware Patching

Compiler
Nexmon
_ GCC
contain

source code v

for patches

nexmon.pre
contains
extracted
address
information

Object files
contain compiled
functions and
variables with
partially unresolved
symbols
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C Based Firmware Patching

Object files

Compiler A contajn compiled
> functions and
variables with
Nexmon partially unresolved
: GCC symbols
contain
source code v ROM: 0BA222 02 LDR R8, =aSBadapChangeBe ; "%s: fbad AP, change beacon periodin”
for patches ROM: 880222 Y HOU . W R6, #0x400
N ROM: 80022268 LDR R1, =aWlc_tbtt _calc ; "wlc thtt calc”
ROM: 800222 BA BL sub_374C

S

nexmon.pre
contains
extracted
address
information
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C Based Firmware Patching

Object files

Compiler A contajn compiled
> functions and
variables with
Nexmon partially unresolved
C fil GCC symbols
1es Plugin
contain
source code v ROM: 80022202 LDR R8, =aSBadApChangeBe ; “%s: *bad AP, change beacon periodin®
ROM: 8806222084 HMOU . W R6, #O=4L00
for patches
\ ROM: 0022208 LDR R1, =aWlc tbtt calc ; "wlc tbtt calc™
ROM: 88622200 BL
< -
nexmon.pre
contains
extracted
address
information
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C Based Firmware Patching

Object files

Compiler A contajn compiled
> functions and
variables with
Nexmon partially unresolved
: GCC symbols
contain
source code v ROM: 0BA222 02 LDR R8, =aSBadapChangeBe ; "%s: fbad AP, change beacon periodin”
for patches ROM: 880222 Y HOU . W R6, #0x400
N ROM: 80022268 LDR R1, =aWlc_tbtt _calc ; "wlc tbtt calc”
ROM: 800222 BA BL

S

nexmon.pre
contains
extracted
address
information
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C Based Firmware Patching

Object files

Compiler A contajn compiled
> functions and
variables with
Nexmon partially unresolved
: GCC symbols
contain
source code v ROM: 0BA222 02 LDR R8, =aSBadapChangeBe ; "%s: fbad AP, change beacon periodin”
ROM: 8808222084 HOU .Y Ra, #O=LBH
for patches
k ROM:- 00022208 LDR R1, =aWlc tbtt calc ; "wlc tbtt calc™

ROM: 888222080 BL

__attribute_ ((at(ox2220A, *flashpatch”, CHIP ...
BLPatch(hook name, target function name);

nexmon.pre
contains
extracted
address
information
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C Based Firmware Patching

Object files

Compiler A contajn compiled
> functions and
variables with
Nexmon partially unresolved
: GCC symbols
contain
source code v ROM: 0BA222 02 LDR R8, =aSBadapChangeBe ; "%s: fbad AP, change beacon periodin”
for patches ROM: 88822204 HOU . W R6, #Ox460
k ROM:-B0022208 LDR R1, =aWlc tbtt calc ; "wlc tbtt calc™
ROM: 8062226 BL sub_374C

__attribute_ ((at(ox2220A, *flashpatch”, CHIP ...
BLPatch(hook name, target function name);

nexmon.pre
contains
extracted
address
information
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C Based Firmware Patching

Object files

Compiler A contajn compiled
> functions and
variables with
Nexmon partially unresolved
: GCC symbols
contain
source code v ROM: 0BA222 02 LDR R8, =aSBadapChangeBe ; "%s: fbad AP, change beacon periodin”
for patches ROM: 88822204 HOU . W R6, #Ox460
k ROM:-B0022208 LDR R1, =aWlc tbtt calc ; "wlc tbtt calc™
ROM: 8062226 BL sub_374C

__attribute_ ((at(ox2220A, *flashpatch”, CHIP ...
BLPatch(hook name, target function name);

nexmon.pre
contains
extracted
address
information
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C Based Firmware Patching

Compiler
Nexmon
_ GCC
contain

source code v

for patches

nexmon.pre
contains
extracted
address
information

Object files
contain compiled
functions and
variables with
partially unresolved
symbols
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C Based Firmware Patching

Object files
Compiler N contain compiled
> functions and
variables with
Nexmon partially unresolved
- GCC symbols

C files Plugin _ _
contain Linker files
source code

for patches

N, contain address
M information to
/ place functions

nexmon.pre
contains
extracted
address
information

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips

309



C Based Firmware Patching

Compiler
Nexmon
GCC
C files Plugin
contain
source code

for patches M N\
. /
AW

nexmon.pre

contains
extracted
address
information

Object files
contain compiled
functions and
variables with
partially unresolved
symbols

Linker files
contain address
information to
place functions

Makefiles files
contain commands to
extract functions and
variables from linker
output and insert them
into the firmware
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Compiler

C Based Firmware Patching

A

C files
contain
source code
for patches

Nexmon
GCC
Plugin

|
/
nexmon.pre A
contains

extracted

address
information

Object files
contain compiled
functions and
variables with
partially unresolved
symbols

Linker

Linker files
contain address
information to

place functions

Makefiles files
contain commands to
extract functions and
variables from linker
output and insert them
into the firmware

patch.elf file
contains placed
functions and
variables with
resolved symbols
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C Based Firmware Patching

Object files N, firmware.bin
Compiler O\ contain compiled original firmware file
> functions and
variables with
gg)émon partially unresolved
C files Plugin symbols Linker
contain Linker files > N

contains placed

source code N, contain address
for patches M information to
A / place functions
\ patch.elf file

Makefiles files functions and
nexmon.pre % contain commands to variables with
contains extract functions and resolved symbols
extracted variables from linker
address output and insert them
information into the firmware
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C Based Firmware Patching

Object files
Compiler N contain compiled
> functions and
variables with
gg)émon partially unresolved
C files Plugin symbols Linker
contain Linker files
source code

for patches

N, contain address
M information to
/ place functions

N firmware.bin
original firmware file

Makefile

patch.elf file
contains placed
functions and
variables with

resolved symbols

> A

patched_fw.bin
modified firmware
file

Makefiles files
nexmon.pre N contain commands to
contains extract functions and
extracted variables from linker
address output and insert them
information into the firmware
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Patch Placement

e

#pragma NEXMON GEFgetregion “patehir
void €argetmfunctiohiamelint a) {

so_something(a);
}

attribute  ((at (@X%2220R) ”flashpatch", CHIP ..., FW_...)))

BLPatch (hook_name, @angetsfunctionmname) ;
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Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis
void €angetmfunctiontiiame(int a) {

so_something(a);
}

attribute  ((at (@X%2220R) ”flashpatch", CHIP ..., FW_...)))

BLPatch (hook_name, @angetsfunctionmname) ;

RAM of a BCM4339 in Nexus 5:
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Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis
void €angetmfunctiontiiame(int a) {

so_something(a);
}

attribute  ((at (@X%2220R) ”flashpatch", CHIP ..., FW_...)))

BLPatch (hook_name, @angetsfunctionmname) ;

RAM of a BCM4339 in Nexus 5:

free
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Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis
void €angetmfunctiontiiame(int a) {

so_something(a);
}

attribute  ((at (@X%2220R) ”flashpatch", CHIP ..., FW_...)))

BLPatch (hook_name, @angetsfunctionmname) ;

M of a BCM4339 in Nexus 5:

free
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Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis
void €angetmfunctiontiiame(int a) {

so_something(a);
}

attribute  ((at (@X%2220R) ”flashpatch", CHIP ..., FW_...)))

BLPatch (hook_name, @angetsfunctionmname) ;

M of a BCM4339 in Nexus 5:

free

RAM of most other BCM chips:
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Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis
void €angetmfunctiontiiame(int a) {

so_something(a);
}

attribute  ((at (@X%2220R) ”flashpatch", CHIP ..., FW_...)))

BLPatch (hook_name, @angetsfunctionmname) ;

M of a BCM4339 in Nexus 5:

free

RAM ofwther BCM chips:
ot

nO fre®
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Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis
void €angetmfunctiontiiame(int a) {

so_something(a);
}

attribute  ((at (@X%2220R) ”flashpatch", CHIP ..., FW_...)))

BLPatch (hook_name, @angetsfunctionmname) ;

M of a BCM4339 in Nexus 5:

free

RAM ofmther BCM chips:
ot

nO fre®
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Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis
void €angetmfunctiontiiame(int a) {

so_something(a);
}

attribute  ((at (@X%2220R) ”flashpatch", CHIP ..., FW_...)))

BLPatch (hook_name, @angetsfunctionmname) ;

M of a BCM4339 in Nexus 5:

free D11 firmware

RAM ofwther BCM chips:

X
o' D11 firmware

nO fre®
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Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis —
void €angetmfunctiontiiame(int a) { J=s

so_something(a); -l
}

attribute  ((at (@X%2220R) ”flashpatch", CHIP ..., FW_...)))

BLPatch (hook_name, @angetsfunctionmname) ;

M of a BCM4339 in Nexus 5:

free D11 comp. fw free

RAM ofmther BCM chips:

X
ofree pa! D11 comp. fw free
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Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis

D11 =
void €amgetmfunctihiname(int a) { =&
so_something(a); -l

}

attribute  ((at(@X%2220R&) ”flashpatch", CHIP ...

ame, target_function_name);

RAM of a BCM4339 in Nexu

free D11 comp. fw

RAM of mos*"yther BCM chips:
pat

D11 comp. fw free

nO fre®
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Patch Placement

e

RAM of a BCM4339 in Nexu

}

so_something(a);

free

#pragma NEXMON Capgetregion “patehis—
void €angetmfunctiontiiame(int a) {

attribute  ((at(@X%2220R&) ”flashpatch", CHIP ...

ame, target_function_name);

D11 comp. fw

free

RAM of mos*"yther BCM chips:

g2t

NN NNNNNNNNRVECNNNNANN

generally assigned to heap \
NOAONN VNNV NONNANNNGRN

D11 comp. fw

free

0o fre®

Matthias Schulz | SEEMOO | TU Darmstadt | DIY ARM Debugger for Wi-Fi Chips

324



Patch Placement

e

#pragma NEXMON GEaPgetregion “patehis

D11 =
void €amgetmfunctihiname(int a) { =&
so_something(a); -l

}

attribute  ((at(@X%2220R&) ”flashpatch", CHIP ...

ame, target_function_name);

RAM of a BCM4339 in Nexu

free

free D11 comp. fw
QAMNNNN\NN

RAM ofy\ther BCM chips: generally assigned to heap

NONANNNNNNNDN 7
D11 comp. fw free

ot

nO fre®
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Applications using Nexmon

Massive|Reactive™™ Nexmon Penétration'TestinglApp Compressive Millimeter-

- Smartphone-Based with Monitor Mode, Frame Wave Sector Selection in
@amming using Arbitrary Injection, Airodump View and Off-the-Shelf IEEE
Waveforms)and Adaptive Wireshark Dissection, ,

Power Control, Google Play Store CoNEXT'17

Best Paper at WiSec’'17

= Nexmon: Airodump H =

SELECT FIRMWARE

Source
Code and
Results available
at https://nexmon.org
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Third-Party Applications using Nexmon

Breaking Fitness Records without Moving:

Reverse Engineering and Spoofing Fitbit,
Reversing IoT: Xiaomi Ecosystem RAID'18

Gain cloud independence and
additional functionality
by firmware modification,
Recon BRX '18
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More Exciting Nexmon Results

APPLICATIONS

Monitormod
:m:\ ‘:?mr‘:ee Software-Defined

Injeckion Wireless Networks

FRAMEWORK
AND TOOLS

ITAG-less

‘Debugger Chawnnel Skake

Information Extractor
— \/ |/],] O q Physical-Layer
‘Pm |/] e CO\?E.'I’[: Cko\v?:el

OH;LOQ hy C-based Fr.rmwawe Patching Framework
?os:.b.ow—lwie endenk
Code G—e\r\ero&or
Software-Defined

( Real-Time Radio (SDR)
MAC Access

Pakch
Side-Loader Reactive Wi-Fi
Jammer

My PhD defense
Shellcode for February 26, 2018 at 1 pm
Explotts @ TU Darmstadt, Germany
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SEs(TIC

SECURE MOBILE NETWORKING

Matthias Schulz
Department of Computer Science

TECHNISCHE
UNIVERSITAT
DARMSTADT

SEEMOO Twitter @nexmon_dev
Mornewegstr. 32 Phone  +496151 16-25478
64293 Darmstadt/Germany Fax +49 6151 16-25471
mschulz@seemoo.tu-darmstadt.de www.seemoo.tu-darmstadt.de
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